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Prerequisites

Installation of AWS Command Line Interface (CLI) pip install is required prior to
configuration. Python 3.6 or higher is required.

For more information on requirements set up, visit this link in a browser:
https://docs.aws.amazon.com/cli/latest/userguide/installing.html

To download Python 3.6: https://www.python.org/downloads/

STEP 1 - EZDRM AWS Speke 2.0 Server Deployment

We will utilize AWS SPEKE 2.0 with backward compliance for SPEKE 1.0.

Create API

1. Under API Gateway click Create API.

EZDRM-Dev ¥

AP| Gateway X
APIs Create API
APIs Q
Custom domain names
1
VPC links @
Name A Description
EZDRMClearKeyRestAPI EZDRMClearKey Server API
ezdrmKeyServer ezdrm speke 2.0 key server
EzDRMLiveRestAPI EzDRMLive Server API

© EZDRM | www.EZDRM.com 3 (888) 636-9723 | simplify@EZDRM.com
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2. Build a REST API by clicking the Build button.

X
AP Gateway Choose an API type
[ —
APls HTTP API

Custom domain names
Build low-latency and cost-effective REST APIs wi such as OIDC and OAuth2, and native CORS support.
VPC links

Works with the following:
Lambda, HTTP backends

WebSocket

Build a WebSocket API using persistent connection cases such as chat applications or dashboards.

Works with the following:
Lambda, HTTR, AWS Services

REST API

Develop a REST AP| where you gain complete control over the request and response along with APl management capabilities.

Works with the following:
Lambda, HTTP, AWS Services

—

REST API erivate

Create a REST APl that is only accessible from within a VPC.

*Note — do not use REST API Private, only the REST Aﬁoption shown.

3. Select REST protocol, and under Create new API select New API. Enter the APl name,
Description and select the Endpoint Type — Edge Optimized. Edge Optimized allows
the endpoint to be geo-balanced.

* Amazon API Gateway ~ APls > Create snowaihints )

APls Choose the protocol

Custom Domain Names ~ Select whether you would like to create a REST APl or a WebSocket AP

VPC Link OWwebsocket
INKS

Create new API

In Amazon AP| Gateway, a REST AP refers to a collection of resources and methods that can be invoked through HTTPS

endpoints.

@ New API | O Clone from existing APl () Import from Swagger or Open APl 3

) Example API
Settings
Choose a friendly name and description for your API.

APl name* ezdrmKeygen
Description £ZJrm sRekse 2.0 key generator
Endpeint Type Edge oplimized v 0

* Required Create API

© EZDRM | www.EZDRM.com 4 (888) 636-9723 | simplify@EZDRM.com
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4. Click Create API.
Create API Resource

5. Under Resources Actions menu, select Create Resource.

Resources QNew Child Resource

RESOURCE ACTIONS

! ‘eale a new child resoun
Create Method
Zproxy resource

Enable CORS Resource Name*

Edit Resource Documentation
Resource Path™

1 ACTIONS
Deploy API
Import APl
Edit API Documentation
Delete API
Enable AP| Gateway CORS

Leave Configure as proxy resource unchecked. Enter Resource Name, we
recommend copyProtection (case sensitive). Leave Enable APl Gateway CORS
unchecked.

Click Create Resource.

—
EZDRM N

APIs > ezdmKeygen (xig7kézsd) > Resources >
Resources Actions~ | @ New Child Resource

.
. Use this page to create a new child resou

© foopProtection Configure as Zprosy resource

Resource Name*

Resource Path*

Enable API Gateway CORS.

* Required

Create Method

IcopyProtection (W5zpe0) >

Create Show all hints

(2]

rce for your resource. @
Ce
copyProtection
JcopyProtection/  copyProtection
‘You can add path parameters using brackets. For example, the resource path {username} represents a patn parameter called ‘usemame'. Configuring /copyProtection/{proxy~+} as a proxy

resource catches all requests to its sub-resources. For example, it works for a GET request to /copyProtection/foo. To handle requests to /copyProtection, add a new ANY metnod on the
IcopyProtection resource.

Oe

8. Under Resources Actions menu, select Create Method.

Resources lcopyProtection Methods

RESQURCE ACTIO
Create Method
Create Resource
Enable CORS

A\
IcopyPrc

Edit Resource Documentation

Delete Resource

APl ACTIONS
Deploy API
Import API

Edit API Documentation

Delete API

© EZDRM | www.EZDRM.com
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9. The Method type is POST.

Resources Actions~ @ /copyProtection Methods

- |

IcopyProtection

Post_v] ©0

10.Under Integration Type select HTTP. Select the checkbox for Use HTTP Proxy
Integration. HTTP Method is POST. The Endpoint URL is
https://cpix.ezdrm.com/speke2/speke2.aspx (SPEKE 2.0 is backwards compliant
with all SPEKE 1.0 jobs)

11.Content Handling is Passthrough. Select Use Default Timeout.

12.Click Save.

Resources | Actiens~ @ /copyProtection - POST - Setup

- |

Choose the integration point for your new method.
* /copyProtection
POST
Integration type (O Lambda Function €

® HTTP ©

O Mock @

O AWS Service @
O VPCLink 6@

Use HTTP Proxy integration 6

HTTP methed posT ~

Endpoint URL [hnps:h‘cpix.ezdrm.c om/speke2/speke2.

Content Handling  passthrough v O

Use Default Timeout B O

Save

© EZDRM | www.EZDRM.com 6 (888) 636-9723 | simplify@EZDRM.com
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13.Next, select Integration Request link.

Resources | Actions~ & /copyProtection - POST - Method Execution g
-
® .
« IcopyProtection o Method Request Integration Request I
T
POST * Auth: NONE Type: HTTP_PROXY g
ARN: arn:aws execute-api-us- g)'
—_ east-1.6 90552:xgTkdzsdi — — =
/POST/copyProtection H
=
k]
c
®
I
a
E
= 3
5 8
© 3
Method Response L] Integration Response &
o™
=
HTTP Status: Proxy Proxy integrations cannot be o
N
Models: application/json => Empty configured to transform responses. )
@
— — — B
N
i
w
-
=

Integration Request

14. Specify an HTTP Header, this is how access to the endpoint is validated with EZRDM.

15.Enter a Name, for this example we suggest ezdrmSecureToken (case insensitive).

16.Enter the ezdrmSecureToken provided through your EZDRM admin portal under
Mapped From in single quotes (see example).

17.Click checkmark to save.

Resources | Actions~ @ ¢ Method Execution /copyProtection - POST - Integration Request

-

Provide information about the target backend that this method will call and whether the incoming request data should be modified
~ fcopyProtection
POST

Integration type O Lambda Function &

@ HTTP @

O Motk @

O AWS Senice @
O VPCLInk @

Use HTTP Proxy integration &0

HTTP method POST &

int URL https://cpix ezdrm. aspx #
Content Handling Passthrough + @
Use Default Timeout @@

» URL Path Parameters

» URL Query String Parameters

~ HTTP Headers

T
Name Mapped from @ Caching

ezdrmSecureToken JIOMWME: * b [kdN2E1ZTg0ZGE4} E}J
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Deploy API

18.Select Deploy API from the Actions menu.

Resources Actions~ |L € Method Execution

=

METHOD ACTIONS

- [

Edit Method Documentation n about tr

~ [copyPro
POST Delete Method
Integrat
RESOURCE ACTIONS
Create Method
Create Resource
Enable CORS
Edit Resource Documentation
Delete Resource
Proxy int
Pl ACTIONS
Deploy API HTTF
Import APl
Edit APl Documentation Endp
Delete API zontent |

19.Select [New Stage] under Stage Name.

20.Enter the Stage Name. This name is used as part of the API URL to identify the
version of the API. For example, you can name based on a test or stage version, as well
as production, etc. For our example we used “production”.

21.The Stage Description can be used to notate the version of the API. For this example
we used “deploying production endpoint”.

Deploy APl @&

Choose a stage where your AP will be deployed. For example, a test version of your
API could be deployed to a stage named beta.

Deployment stage [New Stage] v
Stage name* production
Stage description deploying production endpoint
4
Deployment description
ploy! p y

Cancel Deploy

22.Click Deploy.
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23.You will copy the APl URL at the top of the Editor page labeled Invoke URL. Paste this
URL in a notepad for editing in a future step.

Stages production Stage Editor

= & production
&
« [copyProtection
POST

@® Invoke URL: hitps:i/x " execute-api.us-east-1.amazonaws.com/production

Settings  Logs/Tracing  Stage Variables = SDK Generation = Export = Deployment History = Documentation History = Canary

Cache Settings

© EZDRM | www.EZDRM.com 9 (888) 636-9723 | simplify@EZDRM.com
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STEP 2 - Create Role — MediaConvert

To create a the MediaConvert Role in AWS complete the following steps:

1. Launch the AWS IAM console by searching for IAM.

?E"FS“ HHEE Q 1AM

Y

@ ReSource Groups & Tag |

Search results for 'IAM

Services
Features (15)
Blogs (1,260)

Documentation (94,983)

2. Go to the Roles menu. Click the Add role button.

Identity and Access x 1AM

Management (IAM)
Roles (25) e |

Dashboard

w Access management
User groups

N Role name A Trusted entities. Last activity

Policies
AWsServiceRoleForMediaPackage 245 days ago
Identity providers

Account settings AwsServiceRoleForSupport

3. Under AWS service select the MediaConvert role and click the Next button.
Select trusted entity

Select trusted entity

Trusted entity type
© AWS service AWS account Web identity
SAML 2.0 federation Custom trust policy
Use case

Allow an AWS service like EC2, Lambda, or others to perform actions in this account.

Common use cases
EC2

Lambda

Use cases for other AWS services:
MediaConvert 4

O MediaConvert

Cancel m

www.EZDRM.com 10 | simplify@EZDRM.com
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4. Review attached permissions and click Next button.

IAM > Roles > Createrole

step1
Select trusted entity

Add permissions

Step2
Add permissions Permissions policies (2)

The type of role that you selected requires the following policy.

Step3
Policy name (7 v Type v Attached entities
W AmazonS3FullAccess AWS ma.. 8
¥ AmazonAPIGateway... AWS ma.. 5

» Set permissions boundary - optional

set control the I

This Is not a common setting, but you can use it o delegate permission management to others.

Cancel

Previous

—
EZDRM N

' Digital Rights Management.

Simplified.

5. Enter the Role name, review Permissions and click Create role.

Role details

Role name
Enter a meaningful name to identify this role.

MediaConvert

Maximum 128 characters. Use alphanumeric and '+=,.@-_' characters.

Description
Add a short explanation for this policy.

Allows MediaConvert service to call S3 APIs and API Gateway on your behalf.

Maximum 1000 characters. Use alphanumeric and '+=,.@-_' characters.

Step 1: Select trusted entities

-
2
e

"Version": "2012-18-17",
"Statement™: [

\‘ Edit \

© EZDRM | www.EZDRM.com 11

(888) 636-9723 | simplify@EZDRM.com



mailto:simplify@EZDRM.com

—
T ([EZDRM s

Digital Rights Management.
Simplified.

Step 2: Add permissions | Edit

Permissions policy summary

Policy name (' - Type A4 Attached as A4
AmazonS3FullAccess AWS managed Permissions policy
AmazonAPlGatewaylnvokeFullAccess AWS managed Permissions policy

Tags

Add tags (Optional)

Tags are key-value pairs that you can add to AWS resources to help identify, organize, or search for resources.

No tags associated with the resource.

Add tag

You can add up to 50 more tags

coet | o (T

6. Now that the MediaPackage role is created, click on the link to open the role details.

Identity and Access x IAM > Roles > MediaConvertDemo
Management (IAM) R
. ‘ Delete ‘
MediaConvertDemo \ J
Q Search IAM Allows MediaConvert service to call S3 APIs and API Gateway on your behalf.
Dashboard
Summary | Edt

‘W Access management
User groups

Creation date ARN
Users March 08, 2022, 10:45 (UTC-05:00) ) arm:aws:iam::5071 4 S e/ MediaConvertDemo
Roles
- Last activity Maximum session duration
Policies
None 1 hour

Identity providers

© EZDRM | www.EZDRM.com 12 (888) 636-9723 | simplify@EZDRM.com
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STEP 3 - Creating an AWS MediaConvert Job

Widevine and PlayReady

1. Launch the AWS S3 console by searching for S3.

2. Create a new bucket or use an existing bucket.

3. Select the bucket and click the Create folder button.

Buckets (12) info

Buckets are containers for data stored in 53. Learn more [4

Q
Name A AWS Region v
ezdrm-aws US East (N. Virginia) us-east-1
ezdrm-aws-bitmovin-2021-02 US East (N. Virginia) us-east-1
ezdrm-bitmovin US East (N. Virginia) us-east-1
ezdrm-bitmovin-2021 US East (N. Virginia) us-east-1
ezdrm-clearkeyserver US East (N. Virginia) us-east-1
dra-dem E; . Virgigia) ys-gasty
A
. Copy S3 URI
MediaConvertDemo/
Objects Properties
Objects (2)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory E to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant

them permissions. Learn more E

‘ Actions ¥ ||| Create folder ‘l

4. Create two folders, one named input and one named output.
N

Folder

Folder name

[ outpu /

Folder names can't contain */". See rules for naming [

Server-side encryption

@© The following settings apply only to the new folder object and not to the objects contained within it.

Server-side encryption
O Disable
Enable

© EZDRM | www.EZDRM.com 13 (888) 636-9723 | simplify@EZDRM.com
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Copy S3 URI

MediaConvertDemo/

Objects ‘ Properties

Objects (2)

Obijects are the fundamental entities stored in Amazon 53. You can use Amazon S3 inventory Z to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant

them permissions. Learn more Z

Copy S3 URI Copy URL M Download Open [F Delete Actions ¥ | ‘ Create folder ‘ [ Upload

|Q Find objec <1 @
(] Name A Type v Last modified v Size v Storage class v
O 0o Input/ Folder - - -
O 3 Output/ Folder - - -

5. Select the input folder and click the Upload button. Then select the Add Files.
Upload the test mp4. For this example we used BigBuckBunny_320x180.mp4. The

file will now show in the input folder.
Amazon S3 > . > MediaConvertDemo/ » Input/ » Upload
Upload e

Add the files and folders you want to upload to S3. To upload a file larger than 160GB, use the AWS CLI, AWS SDK or Amazon
S3 REST API. Learn more [

Drag and drop files and folders you want to upload here, or choose Add files, or Add folders.

Files and folders (1 Total, 61.7 MB) Remove Add files | ‘ Add folder

All files and folders in this table will be uploaded.

Q, Find by name

O Name A Folder v Type

- BigBuckB 320x180
'gBuckBunny_520x - video/mp4 61.7 MB
.mp4

© Upload succeeded
View details below.

Upload: status

‘ @® The information below will no longer be available after you navigate away from this page.

Summary

Destination Succeeded Failed

s3://1 /MediaConvertDemo/Input/ ©1 file, 61.7 MB (100.00%) @O files, 0B (0%)

6. Copy the S3 Destination URL for the next step.

(888) 636-9723 | simplify@EZDRM.com
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7. Go to MediaConvert and under Create a job, click Get Started.

MEDIA SERVICES

AWS Elemental Create a job
M ed i a co nve rt Convert a media file asset into

multiple formats for delivery to

Convert file-based content for [k

broadcast and multi-screen
delivery

AWS Elemental MediaConvert is a file-based video conversion service that transforms media
into formats required for traditional broadcast and for Internet streaming to multi-screen
devices.

8. For Input 1 enter the S3 Destination URL from Step 6.

AWS Elemental MediaConvert Jobs Create job

Create job

Inputs Add Input file URL  Info

| s3:/fe s/MediaConvertDemo/Input/BigBuckBunny_320x180.mp4| | ‘ Browse ‘
Input 1 ‘ Specify a URL following the 53, HTTP, or HTTPS protocol.
(O Ssupplemental IMPs  info
Use this if your input is an IMF CPL from an incomplete IMP.
Output groups Add (O Decryption settings  Info

Provide information about how you encrypted your input files

9. Next click the Add for Output groups. For this example, select DASH ISO and click
the Select button.

AWS Elemental MediaConvert Jobs Create job

Create job

Job Input 1 o

Inputs Add Input file URL  Info

| s3:/fe s/MediaConvertDemoy/Input/BigBuckBunny_320x180.mp4| | ‘ Browse ‘
Input 1 ‘ Specify a URL following the $3, HTTP, or HTTPS protocol.
(@ Supplemental IMPs  Info
Use this if your input is an IMF CPL from an incomplete IMP.
Output groups Add (P Decryption settings  Info

Provide information about how you encrypted your input files

www.EZDRM.com 15 | simplify@EZDRM.com
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Add output group X

) File group
Create unpackaged outputs, such as MPEG-4 or QuickTime files.
) Apple HLS
| Create a stack of outputs for adaptive bitrate streaming to Apple players.

O DASHISO
Create a stack of outputs for adaptive bitrate streaming to MPEG-DASH players.

) Microsoft Smooth Streaming
Create a stack of outputs for adaptive bitrate streaming to Microsoft players.

) CMAF
Create a fragmented MP4 ABR stack for streaming to both Apple HLS or MPEG-DASH compatible
players.

—
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10. The DASH ISO group settings will open. The Custom Group Name is optional. Under
Destination enter the S3 URI for the Output folder in the Bucket previously

created.

"Amazon$3 > wuls M > MediaConvertDemo/ » Output/

S

Objects Properties

Create job

Remove output group

Job DASH ISO group settings
Inputs ‘Custom group name  Info
Input 1

Destination Info

| $3:/ /i .——/Media(onvertDemo/OutputA | l Browse l

QOutput groups O server-side encryption Info

Have Amazon S3 encrypt your output as it uploads.

DASH ISO ‘ P Access control  Info

© EZDRM | www.EZDRM.com 16 (888) 636-9723 | simplify@EZDRM.com
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11.Scroll down and select the toggle for DRM Encryption.

@O DRM encryption @ Info

Resource ID  Info
Enter the unigue identifier that your DRM system provider uses to identify this content.

002_dash_widevine

Use only alphanumeric characters and dashes.

System ID  Info
Unique identifiers for the DRM system to use. One ID per line. Must contain at least one entry, and up to two entries.

edef8ba%-79d6-4ace-a3c8-27ded51d21ed
9a04f079-9840-4286-ab92-e65be088595 @

Key provider URL Info
Provide the URL for the encryption keys from your SPEKE-compliant DRM key provider.

‘ https://i2xXXjdb1e.execute-api.us-east-1.amazonaws.com/production/copyProtection

Certificate ARN  Info
If you use encrypted content keys, enter the ARN of the certificate you set up with AWS Certificate Manager.

Playback device compatibility Info

The parameters are as follows:

e ResourcelD: this will be the ID that references your DRM Keys. This is a required
field.

Note: The first time you send a ResourcelD to run a job, the ID will be tied to the
DRM keys for that job. Jobs can use the same ResourcelD to reference the same
keys or for new DRM Keys send a new ResourcelD. It is best not to use a
ResourcelD from a failed job.

o System ID: Unique identifiers for the DRM system to use. These System IDs are
industry standard, must be utilized for encryption. Insert the System ID’s for
Widevine and PlayReady, one ID per line:

(Widevine) edef8ba9-79d6-4ace-a3c8-27dcd51d21ed
(PlayReady) 9a04f079-9840-4286-ab92-e65be0885f95

Note: The System ID values need to be lowercase.

© EZDRM | www.EZDRM.com 17 (888) 636-9723 | simplify@EZDRM.com
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Kev provider URL: The URL is the APl URL copied from Step 1:

Sample URL.:
https://i2gXXjdb1e.execute-api.us-east-
1.amazonaws.com/production/copyProtection
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12.For the Video output “H.264, _output1”, be sure to enter a Max bitrate (bits/s), this

value is required. For this example, we used 128000.

Qutput groups

(P DASH container settings Info

DASH 150

Encoding settings

Video - MPEG-4 AVC (H.264) infe

Video codec  Info
Choose from this List of cadecs that are cor

‘ MPEG-4 AVC (H.264)

‘ [ H.264, _output1

AAC, _output2

mpatible with the container of this output.

Job settings
v

AWS integration
Resolution (w x h) - optional  Info

Job management ‘ ‘

Add audio Add captions (@)

Remove video

Partner integrations
Rate control mede  Info Quality tuning level  Info Max bitrate (bits/s) Info

Global processing

<

| aver v | [sing | 128000

Timecode configuration .
QUBR quality level  Info

Ad signaling ‘ v ‘

13.For Audio output “AAC,

_output2”. be sure to set the appropriate Bitrate (kbit/s).

| _vunus |
Output groups Add
(D DASH container settings  Info
DASHIS0
H.264, _output1 Encoding settings Add video ‘ ‘ Add audio @) ‘ Add captions (@)
I AAC, _output2 | ‘ B
Audio 1 - Advanced Audio Coding info
Audio info
Job setti Ch st of codecs that are compatible with the container of this output.
ob settings
‘ Advanced Audio Coding v |
AWS integration o source 1ot
Job management ‘ Audio Selector 1 v |
Partner integrations
Bitrate control mode  Info profile Info Coding mode - required  Info
Global i
obal processing ‘ . v ‘ ‘ L v ‘ | 20-1, R(Stereo) v
Timecode configuration
Sample rate (kHz) - required Info Bitrate (kbit/s) - required Info
Adssignaling | 480 v ‘ | 960 v |
Raw format  Info Specification  Info Audio description broadcaster mix Info
Show job JSON ‘ ‘ ‘ ‘ |
,,,,, v MPEG-4 v Normal v

vvvvv

© EZDRM | www.EZDRM.com 18
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14.Confirm the Service Role (created in Step 2) under Job Settings / AWS integration.

Job Service access

Give MediaConvert permissions o access your resources to run transcoding jobs.

Inputs ﬁfdd Service role control  info

Choose whether to use an existing 1AM role for this job or create a new one.

Input 1 | Use an existing service role v |

Service role Info
arn:aws'iam::507650690552:role/MediaConvertDem: X |
QOutput groups | a / d

DASH IS0

AWS integration
H.264, _output1

AAC, _output2 Billing tags source  Info
None v |
Status update interval (sec) Info

Job settings |

‘ AWS integration — ‘

15.0nce all of the settings are complete, scroll to the bottom of the page and click the
Create button to create the job.

Nielsen configuration 1o

Distributor ID Breakout code

| | E

Global processors

) Adavail blanking Info

(J» Timed metadata insertion Info

Cancel m
R
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16.The job will show Submitted and then if you click the Refresh button, you will see the
job listed as Complete.

Job Summary ‘ C Refresh ‘ | Details | ‘ Duplicate ‘ | View JSON
Overview
Status Queue Job ID
COMPLETE Default 1519959472587-miupti
Role Submit time Start time
EZDRM 2018-03-01 21:57:52 2018-03-01 21:57:53
Finish time Duration in queue Duration in transcoding
2018-03-01 21:58:57 00:00:01 00:01:04

Apple FairPlay Streaming

1. Launch the AWS S3 console by searching for S3.

2. Create a new bucket or use an existing bucket.

3. Select the bucket and click the Create folder button.

Buckets (12) info

Buckets are containers for data stored in 53. Learn more [

Q
Name a AWS Region v
ezdrm-aws US East (N. Virginia) us-east-1
ezdrm-aws-bitmovin-2021-02 US East (M. Virginia) us-east-1
ezdrm-bitmavin US East (N. Virginia) us-east-1
ezdrm-bitmovin-2021 US East (N. Virginia) us-east-1
ezdrm-clearkeyserver US East (M. Virginia) us-east-1
drgn-demy E . Vjsgigia) ys-easts

e
MediaConvertDemo/

Objects Properties

Objects (2)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory E to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant

them permissions. Learn more Z

Actions ¥ || Create folder ‘

© EZDRM | www.EZDRM.com 20 (888) 636-9723 | simplify@EZDRM.com



mailto:simplify@EZDRM.com

—
T ([EZDRM s

Digital Rights Management.
Simplified.

4. Create two folders, one named input and one named output.

Folder

Folder name

[ outpu /

Folder names can't contain */". See rules for naming [

Server-side encryption

@© The following settings apply only to the new folder object and not to the objects contained within it.

Server-side encryption
O Disable
) Enable

Cancel Create folder

MediaConvertDemo/

Objects ‘ Properties

Objects (2)
Obijects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory Z to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant

them permissions. Learn more Z

Copy S3 URI Copy URL M Download Open [4 Delete Actions ¥ I l Create folder ‘ [ Upload

| Q. Find objects by prefix <1 > ©
O Name A Type v Last modified v Size v Storage class v
O O Input/ Folder - - -
O O output/ Folder - - -
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5. Select the input folder and click the Upload button. Then select the Add Files.
Upload the test mp4. For this example, we used BigBuckBunny_320x180.mp4. The
file will now show in the input folder.

Amazon S3 MediaConvertDemo/ Input/ Upload

Upload i

Add the files and folders you want to upload to S3. To upload a file larger than 160GB, use the AWS CLI, AWS SDK or Amazon
S3 REST API. Learn more [4

Drag and drop files and folders you want to upload here, or choose Add files, or Add folders.

Files and folders (1 Total, 61.7 MB) Add files | ‘ Add folder
All files and folders in this table will be uploaded.

Q 1

Name A Folder v Type v Size v

BigBuckBunny_320x180

mpd video/mp4 61.7 MB

© Upload succeeded

View details below.

Upload: status =

@© The information below will no longer be available after you navigate away from this page.

Summary
Destination Succeeded Failed
s3://1 /MediaConvertDemo/Input/ © 1 file, 61.7 MB (100.00%) @ ofiles, 0B (0%)

6. Copy the S3 Destination URL for the next step.

7. Go to MediaConvert and under Create a job, click Get Started.
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MEDIA SERVICES

AWS Elemental
MediaConvert
Convert file-based content for

Create a job

Convert a media file asset into
multiple formats for delivery to
various devices.

broadcast and multi-screen

delivery

AWS Elemental MediaConvert is a file-based video conversion service that transforms media
into formats required for traditional broadcast and for Internet streaming to multi-screen
devices.

For Input 1 enter the S3 Destination URL from Step 6.

AWS Elemental MediaConvert Jobs Create job
Create job
Inputs Add Input file URL Info
| s3:/fe s/MediaCcr\vertDemc/\nput/B\’gBuckBunny}ZOx'l80.mp4‘ | ‘ Browse ‘
Input 1 ‘ Specify a URL following the 53, HTTP, or HTTPS protocol.
(O Supplemental IMPs  info
Use this if your input is an IMF CPL from an incomplete IMP.
Output groups () Decryption settings  Info

Provide information about how you encrypted your input files.

Next click the Add for Output groups. For this example, select Apple HLS and click

the Select button.

AWS Elemental MediaConvert Jobs Create job

Create job

s/MediaConvertDemo/Input/BigBuckBunny_320x180.mp4| H Browse ‘

Specify a URL following the S3, HTTP, or HTTPS protocol

Use this if your input is an IMF CPL from an incomplete IMP.

Job Input 1 info
Inputs Input file URL  Info
| s3:/fe
Input 1 ‘
(O Supplemental IMPs  Info
Output groups Add (P Decryption settings Info

Provide information about how you encrypted your input files

www.EZDRM.com
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Add output group X

) File group
Create unpackaged outputs, such as MPEG-4 or QuickTime files.

O Apple HLS
Create a stack of outputs for adaptive bitrate streaming to Apple players.

() DASH IS0
Create a stack of outputs for adaptive bitrate streaming to MPEG-DASH players.

) Microsoft Smooth Streaming
Create a stack of outputs for adaptive bitrate streaming to Microsoft players.

) CMAF
Create a fragmented MP4 ABR stack for streaming to both Apple HLS or MPEG-DASH compatible

players.
=3

10. The Apple HLS group settings will open. The Custom Group Name is optional.
Under Destination enter the S3 URI for the Output folder in the Bucket previously
created.

‘AmazonS3 > s Mws > MediaConvertDemo/ > Output/

Output/

Objects Properties

Create job

Job Apple HLS group settings
Inputs ‘Custom group name  Info ‘

Input 1

Destination  Info

| S5/ s/ MediaConvertDemo/Output/ | [ Browse ]

Output groups O Sserver-side encryption  Info

Have Amazon $3 encrypt your output as it uploads.

Apple HLS ‘ (D Access control  Info

H.264, AAC
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11.Scroll down and select the toggle for DRM Encryption.

@ DRM encryption @ Info

Encryption method  Info

| Sample AES v |

Key provider type Info

| SPEKE v |

Initialization vector in manifest Info

| Include v |

Resource ID  Info
Enter the unique identifier that your DRM system provider uses to identify this content.

| your-unique-resource-id |

Use only alphanumeric characters and dashes.

System ID  Info
Enter the identifier for the DRM system provider that appears in your HLS manifest.

| 94ce86fb-071f-4f43-adb8-93d2faS68ca2

A GUID registered with DASH-IF for FairPlay, PlayReady, or Widevine.

Key provider URL Info
Provide the URL for the encryption keys from your SPEKE-compliant DRM key provider.

| https://i2xXXjdb1e.execute-api.us-east-1.amazonaws.com/production/copyProtection |

Certificate ARN  Info
If you use encrypted content keys, enter the ARN of the certificate you set up with AWS Certificate Manager.

The parameters are as follows:
¢ Encryption method: select SAMPLE_AES.
e Key provider type: select SPEKE.
¢ Initialization vector in manifest: select Include.

e ResourcelD: this will be the ID that references your DRM Keys. This is a
required field.

Note: The first time you send a ResourcelD to run a job, the ID will be tied to the
DRM keys for that job. Jobs can use the same ResourcelD to reference the same keys
or for new DRM Keys send a new ResourcelD. It is best not to use a ResourcelD from
a failed job.
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e System ID: Unique identifiers for the DRM system to use. Insert the System ID
for Apple FairPlay, one ID per line:
94ce86fh-07ff-4f43-adb8-93d2fa968ca2

Note: The System ID values need to be lowercase.

o Kev provider URL: The URL is the APl URL copied from Step 1:

Sample URL.:
https://i2xXXijdb1e.execute-api.us-east-
1.amazonaws.com/production/copyProtection

12.Next, select “H.264, AAC” and then select Video. Enter a Max bitrate (bits/s) - this
is a required field. For this example, we used 128000.

Encoding settings

Apple HLS
H.264, AAC ‘ ‘ Video Video - MPEG-4 AVC (H.264) info
Audio 1 Video codec  Info
Choose from this list of codecs that are compatible with the container of this output.
Job settings MPEG-4 AVC (H.264) v

AWS integration Resolution (w x h) - optional ~ Info

Job management

Partner integrations Rate control mode  Info Quality tuning level ~ Info Max bitrate (bits/s) Info

Quer v v || [[12800d

Global processing

Timecode configuration QVBR quality level  Info

Ad signaling

13.Next select Audio 1 output, be sure to set the appropriate Bitrate (kbit/s). For this
example, it is set to 96.0.

Apple HLS —
H.264, AAC ‘ Video Audio 1 - Advanced Audio Coding info
Audio 1 Audio codec  Info
Choose from this list of codecs that are compatible with the container of this cutput.
Job settings Advanced Audio Coding v

AWS integration Audio source Info

Audio Selector 1 v
Job management
Partner integrations Bitrate control mode  Info Profile Info Coding mode - required ~ Info
v v 2.0- L, R(Stereo v
Global processing ¢ )
Timecode configuration Sample rate (kH2) - required  Info Bitrate (kbit/s) - required Info
48.0 v 96.0 v

Ad signaling
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14.Confirm the Service Role (created in Step 2) under Job Settings / AWS integration.

Ly
Job Service access
Give MediaConvert permissions to access your resources to run transcoding jobs.
Inputs Add Service role control  Info
Choose whether to use an existing IAM role for this job or create a new one.
Input 1 ‘ Use an existing service role v
Service role  Info
arn:aws:iam::507650690552 role/MediaConvertDemo x
Qutput groups ‘ Q
Apple HLS
AWS integration
H.264, AAC
Billing tags source  Info
None A ‘
Job settings
Status update interval (sec) Info
‘ AWS integration — ‘ ‘ v ‘

15.0nce all of the settings are complete, scroll to the bottom of the page and click the

Create button to create the job.

Nielsen configuration o

Distributor ID Breakout code

Global processors
(J» Ad avail blanking Info

() Timed metadata insertion Info

16.The job will show Submitted and then if you click the Refresh button, you will see the

job listed as Complete.

Job Summary C Refresh ‘ | Details ‘ | Duplicate ‘ ‘ View JSON
Overview
Status Queue Job ID
COMPLETE Default 1520623052796-mlwl3v
Role Submit time Start time
EZDRM 2018-03-09 14:17:32 2018-03-09 14:17:33
Finish time Duration in queue Duration in transcoding
2018-03-09 14:19:30 00:00:01 00:01:57
© EZDRM | www.EZDRM.com 27 (888) 636-9723 | simplify@EZDRM.com



mailto:simplify@EZDRM.com

—
T ([EZDRM s

Digital Rights Management.
Simplified.

© EZDRM | www.EZDRM.com 28 (888) 636-9723 | simplify@EZDRM.com



mailto:simplify@EZDRM.com

—
T EZDRM s

CMAF (Apple HLS and MPEG-DASH)

1. Launch the AWS S3 console by searching for S3.

Digital Rights Management.

2. Create a new bucket or use an existing bucket.

3. Select the bucket and click the Create folder button.

Buckets (12) inro

Buckets are containers for data stored in 53. Learn more [

Q
Name A AWS Region
ezdrm-aws US East (N. Virginia) us-east-1
ezdrm-aws-bitmovin-2021-02 US East (N. Virginia) us-east-1
ezdrm-bitmovin US East (N. Virginia) us-east-1
ezdrm-bitmovin-2021 US East (N. Virginia) us-east-1
ezdrm-clearkeyserver US East (N. Virginia) us-east-1
dran-gdem . Virgigia) ys-easto
g
MediaConvertDemo/
Objects Properties
Objects (2)

Copy S3 URI

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory E to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant

them permissions. Learn more E

‘ Actions ¥ ||| Create folder ‘l

4. Create two folders, one named input and one named output.
N

Folder

Folder name

I Output]

Folder names can't contain */". See rules for na

ming [2

Server-side encryption

@© The following settings apply only to the new folder object and not to the objects contained within it.

Server-side encryption
O Disable
Enable

Cancel

© EZDRM | www.EZDRM.com
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Copy S3 URI

MediaConvertDemo/

Objects ‘ Properties

Objects (2)

Obijects are the fundamental entities stored in Amazon 53. You can use Amazon S3 inventory Z to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant

them permissions. Learn more Z

Copy S3 URI Copy URL M Download Open [F Delete Actions ¥ | ‘ Create folder ‘ [ Upload

|Q Find objec <1 @
(] Name A Type v Last modified v Size v Storage class v
O 0o Input/ Folder - - -
O 3 Output/ Folder - - -

5. Select the input folder and click the Upload button. Then select the Add Files.
Upload the test mp4. For this example we used BigBuckBunny_320x180.mp4. The

file will now show in the input folder.
Amazon S3 > . > MediaConvertDemo/ » Input/ » Upload
Upload e

Add the files and folders you want to upload to S3. To upload a file larger than 160GB, use the AWS CLI, AWS SDK or Amazon
S3 REST API. Learn more [

Drag and drop files and folders you want to upload here, or choose Add files, or Add folders.

Files and folders (1 Total, 61.7 MB) Remove Add files | ‘ Add folder

All files and folders in this table will be uploaded.

Q, Find by name

O Name A Folder v Type

- BigBuckB 320x180
'gBuckBunny_520x - video/mp4 61.7 MB
.mp4

© Upload succeeded
View details below.

Upload: status

‘ @® The information below will no longer be available after you navigate away from this page.

Summary

Destination Succeeded Failed

s3://1 /MediaConvertDemo/Input/ ©1 file, 61.7 MB (100.00%) @O files, 0B (0%)

6. Copy the S3 Destination URL for the next step.

(888) 636-9723 | simplify@EZDRM.com
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7. Go to MediaConvert and under Create a job, click Get Started.

MEDIA SERVICES

AWS Elemental Create a job
M ed i a co nve rt Convert a media file asset into

multiple formats for delivery to

Convert file-based content for [k

broadcast and multi-screen
delivery

AWS Elemental MediaConvert is a file-based video conversion service that transforms media
into formats required for traditional broadcast and for Internet streaming to multi-screen
devices.

8. For Input 1 enter the S3 Destination URL from Step 6.

AWS Elemental MediaConvert Jobs Create job

Create job
I it file URL f
Inputs Add nput e nfe
| s3/fe s/MediaConvertDemoy/Input/BigBuckBunny_320x180.mp4| | ‘ Browse ‘
Input 1 ‘ Specify a URL following the 53, HTTP, or HTTPS protocol

O Supplemental IMPs  info
Use this if your input is an IMF CPL from an incomplete IMP.

Output groups (O Decryption settings  Info

Provide information about how you encrypted your input files.

9. Next click the Add for Output groups. For this example, select CMAF and click the
Select button.

AWS Elemental MediaConvert Jobs Create job

Create job
Inputs Input file URL  Info

|53://e s/MediaConvertDemoy/Input/BigBuckBunny_320x180.mp4| H Browse ‘

Input 1 ‘ Specify a URL following the $3, HTTP, or HTTPS protocol.

(O Supplemental IMPs  Info
Use this if your input is an IMF CPL from an incomplete IMP.

Output groups Add (P Decryption settings  Info
Provide information about how you encrypted your input files
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Add output group X

() File group
Create unpackaged outputs, such as MPEG-4 or QuickTime files.
() Apple HLS
Create a stack of outputs for adaptive bitrate streaming to Apple players.

DASH 1SO
Create a stack of outputs for adaptive bitrate streaming to MPEG-DASH players.

() Microsoft Smooth Streaming

Create a stack of outputs for adaptive bitrate streaming to Microsoft players.

O CMAF
Create a fragmented MP4 ABR stack for streaming to both Apple HLS or MPEG-DASH compatible

players.
s |

10. The CMAF group settings will open. The Custom Group Name is optional. Under

Destination enter the S3 URI for the Output folder in the Bucket previously
created.

‘AmazonS3 > wales Mes > MediaConvertDemo/ » Output/
Copy S3 URI
Output/

Objects Properties

AWS Elemental MediaConvert > Jobs > Createjob

Create job

Custom group name  Infe
e |

Destination Info

Input 1

|s}://< s/MediaConvertDemo/Output/CMAH H Browse ‘

QOutput groups P server-side encryption Info

Have Amazon 53 encrypt your output as it uploads.

CMAF
‘ P Access control  Info
H.264
AAC Target duration compatibility mode  Info Segment control  Info Fragment length (sec) info

= v [owaene SRE
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11.Scroll down and select the toggle for DRM Encryption.

Encryption method  Info

‘ AES-CBC subsample v ‘

Initialization vector in manifest  Info

‘ Include v ‘

Constant initialization vector - optional  Info
Specify an initialization vector to use in conjunction with the key to encrypt content. Default value is the segment number.

32-character text string representing a 128-bit, 16-byte hex value.

Key provider type Info

‘ SPEKE v ‘

Resource ID  Info
Enter the unique identifier that your DRM system provider uses to identify this content.

‘ cmaf-resourcel D-custom ‘

Use only alphanumeric characters and dashes.

System ID signaled in HLS  Infe
Enter the identifier for the DRM system provider that appears in your HLS manifest.
‘ 94ce86fb-07ff-4f43-adb8-93d2fa968ca2 ‘

A GUID registered with DASH-IF for FairPlay, PlayReady, or Widevine.

System IDs signaled in DASH  Info
Enter identifiers for the DRM system providers that appear in your DASH manifest.

Up to three GUIDs registered with DASH-IF for FairPlay, PlayReady, or Widevine. Enter each GUID on a separate line. Don't use punctuation.

Key provider URL Info
Provide the URL for the encryption kevs from vour SPEKE-compliant DRM kev provider.

‘ https://i2xXXjdb1e.execute-api.us-east-1.amazonaws.com,/production/copyProtection

Certificate ARN - optional Info

The parameters are as follows:

Encryption method: select AES-CBC subsample
¢ Initialization vector in manifest: select Include
e Key provider type: select SPEKE

e ResourcelD: this will be the ID that references your DRM Keys. This is a
required field.
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Note: The first time you send a ResourcelD to run a job, the ID will be tied to the
DRM keys for that job. Jobs can use the same ResourcelD to reference the same keys
or for new DRM Keys send a new ResourcelD. It is best not to use a ResourcelD from
a failed job.

. : Unique identifiers for the DRM system to use.
Insert the System ID for Apple FairPlay, one ID per line:
94ce86fb-07ff-4f43-adb8-93d2fa968ca2

Note: The System ID values need to be lowercase.

e System ID signaled in DASH: Unique identifiers for the DRM system to use.
These System IDs are industry standard, must be utilized for encryption. Insert
the System ID’s for Widevine and PlayReady, one ID per line:

(Widevine) edef8ba9-79d6-4ace-a3c8-27dcd51d21ed
(PlayReady) 9a04f079-9840-4286-ab92-e65be0885f95

Note: The System ID values need to be lowercase.
e Kev provider URL: The URL is the APl URL copied from Step 1:
Sample URL.:

https://i2xXXjdb1e.execute-api.us-east-
1.amazonaws.com/production/copyProtection

12.Next, select the Video “H.264” under CMAF Output groups. Enter a Max bitrate
(bits/s) - this is a required field. For this example we entered 128000.

Output groups

(P CMAF container settings Info

H.264 ‘ Encoding settings

Video - MPEG-4 AVC (H.264) info

Video codec  Info
Choose from thi

MPEG-4 AVC (H.264) v

Resolution (wx h) - optional ~ Info

Rate control mode  Info Quality tuning level Info Max bitrate (bitsfs) Info

Global processing QVBR v v | 128000

QUBR quality level Info
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13.Go back up to the top left side of the screen to change the settings for AAC. Under
the Audio 1 output, be sure to set the appropriate Bitrate (kbit/s). For this example,

itis setto 96.0.

Output groups

CMAF

H.264

(P CMAF container settings  info

Encoding settings

AAC ]

—

Job settings

AWS integration
Job management
Partner integrations
Global processing
Timecode configuration

Ad signaling

Show job JSON

‘ Audio 1 - Advanced Audio Coding info

Audio codec Info

Choose from this list of codecs that are compatible with the container of this output.

Remove audio

‘ Advanced Audio Coding

"]

Audio source  Info

‘ Audio Selector 1

v

Bitrate control mode  Info Profile Info Coding mode - required Info

‘ BR v ‘ ‘ Lc v ‘ | 20-L, R (Stereo) v
Sample rate (kHz) - required  Info Bitrate (kbit/s) - required Info

‘ 48.0 v ‘ ‘ 96.0 v ‘

Raw format  Info

Specification  Info

Audio description broadcaster mix  Info

v] [oma v

> Advanced

14.Confirm the Service Role (created in Step 2) under Job Settings / AWS integration.

Job

Inputs

Input 1

Output groups

CMAF
H.264

AAC

Job settings

Service access

Give MediaConvert permissions to access your resources to run transcoding jobs.

Service role control  Info

Choose whether to use an existing 1AM role for this job or create a new one.

‘ Use an existing service role v |
Service role Info
|Q ‘aws:iam::507650690552:role/MediaConvertDemo| Xl
Add
AWS integration
Billing tags source  Info
v]
Status update interval (sec) Info
\ *]

AWS integration
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15.0nce all of the settings are complete, scroll to the bottom of the page and click the
Create button to create the job.

Nielsen configuration o

Distributor ID Breakout code

Global processors

"B Ad avail blanking  info

J Timed metadata insertion  info

16.The job will show Submitted and then if you click the Refresh button, you will see the
job listed as Complete.

Job summary C Refresh ‘ | Details ‘ | Duplicate ‘ ‘ View JSON
Overview
Status Queue Job ID
COMPLETE Default 1520623052796-mlwl3v
Role Submit time Start time
EZDRM 2018-03-09 14:17:32 2018-03-09 14:17:33
Finish time Duration in queue Duration in transcoding
2018-03-09 14:19:30 00:00:01 00:01:57

Additional Information

For additional questions and comments please contact: simplify@ezdrm.com
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Updated 3/8/22 - V5.0
Speke 2.0 Server updates / updated AWS screen flows

4/27/22 - V5.0 - Certificate ARN correction and added Service Role screencap

5/10/22 - updated screenshots and added CMAF
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