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Prerequisites

Installation of AWS Command Line Interface (CLI) pip install is required prior to
configuration. Python 3.6 or higher is required.

For more information on requirements set up, visit this link in a browser:
https://docs.aws.amazon.com/cli/latest/userguide/installing.html

To download Python 3.6: https://www.python.org/downloads/

EZDRM AWS Speke Server Deployment

Step 1: Create a New User
To create a new User in AWS complete the following steps:

1. Launch the AWS IAM console by searching for IAM.

aws Services ~ Resource Groups ~ *

AWS services

[ 1am

1AM
Manage User Access and Encryption Keys k

2. Go to the Users menu. Click the Add user button.

aﬂs Services ~ Resource Groups v *
J |
Dashboard Q Find users by username or access key
Groups
User name v Groups Access ki
| Users
Le
Roles
Policies

Identity providers

Account settings
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3. Enter a User name, we suggest “cli-access”. Then under the “Select Access
Type” section, click the checkbox to enable Programmatic access. This
enables an access key ID and secret access key for the AWS CLI.
Add user ° 2) () [a

Set user details

You can add multiple users at once with the same access type and permissions. Leam more

User name* cli-access

© Add another user

Select AWS access type

Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more

Access type® + Programmatic access
Enables an access key ID and secret access key for the AWS API, CLI, SDK, and other development tools

AWS Management Conscle access
Enables a password that allows users to sign-in to the AWS Management Console

* Required Cancel Next: Permissio rlsL

4. Click the Next: Permissions button.

5. Select the Attach existing policies directly menu and click the checkbox to
select AdministratorAccess. This provides full access to AWS services and
resources.

Add user ' @ s

Set permissions for cli-access

3] . Copy permissions from Attach existing policies
r to gr .
;&‘ And uses Yo JOup b existing user directly

Aftach one or more existing policies directly to the users or create a new policy. Leam more

Create policy =~ & Refresh

Filter: Policy type @, search Showing 315 resuits
Policy name « Type » D
'u-_/I » W¥ AdministratorAccess Job funciion 0 Provides full access to AWS services and resources.
» WB AlexaForBusinessDeviceSetup AWS managed 0 Provide device selup access 1o AlexaForBusiness services
b . BB AlsxaForSusinessFullAccess . - AWS manzsned . . 0. Granis full access tn AlexaFwrBusiness resources and access o =iated AWS Services

6. Click the Next: Review button.

7. Review the new User settings on the Review page and click the Create user
button.

© EZDRM | www.EZDRM.com 4 (888) 636-9723 | simplify@EZDRM.com




.
T EZDRM
—

Digital Rights Management.
Simplified.

Review
Review your choices. Afler you create the user, you can view and download the autogenerated password and access key
User details

User name cli-access

AWS access type Programmatic access - with an access key
Permissions summary
The following policies will be attached to the user shown above

Type Name

Managed policy AdministratorAccess

8. The last step is the Success screen. Here you will have access to the Console
Login Link, the Access key ID and the Secret access key. Download the
.csv file with the key information and save this file where it can be accessed
for future reference.
Important Note: This is the ONLY TIME you will have access to the Secret access
key. It is important to download the .csv with this information or copy and paste
the keys into a saved document. Once you leave this screen you will no longer
have access to the Secret access key.
Add user 1) (2 (9 °

® Success

You SUCCESSTLI"Y created the users shown below. You can view and download user secunty credentials. You can also email users instructions for signing in to the AWS Management
Console. This is the last time these credentials will be available to download. However, you can create new credenlials at any time.

Users with AWS Management Console access can sign-in at: hilps /888859578094 signin aws amazon.com/console

_

User Access key ID Secret access key

» & ch-access AKIALOOOOOOUZAMOY 2ZKA PoX0000(/qLGAIRNCOOXPoy553p0GrCTVUl
HyaOg3 Hide

Close
BE ® & = credentials (1).csv - Excel T M - 0 %
BEEE ove  nSET paGELAVOUT  FORMULAS  DATA  REVIEW  VIEW
o Y . == - BB - 8= - - A
1 o Calibri . !" A A — 5 General @Condmona”armmmg E® Insert Z T
p“"e E@ - X =E==8- $-% [" Format as Table - Delete ~ T; -
e BIU- - RAT == . b 1 | [27 Cell Styles « EiFormats £ -
Clipboard & Font & Alignment & MNumber Styles Cells Editing L
D7 - I ;
A 3 4 D 1A
1 Username Password Access key ID Secret access key Console login link
2 cli-access AKIADOOOO0UZEMOY2KA  PoXXXXX/qLGAINXXXXXPoySS3pOGrCTVulHyaXXX  https://888859578084.signin
3 La - - - - - . . - - - - - - A - -
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Step 2: Create AWS CLI Access

To create the AWS CLI access, open Command Prompt.

1.

Type the command aws configure and hit enter.

. You will be prompted to enter your AWS Access Key ID and hit enter.

You will be prompted to enter your Secret Access Key and hit enter.

You will be prompted to enter your Default region name (Example: us-east-
1) and hit enter. You can find the region that is closest to you here:
https://docs.aws.amazon.com/general/latest/gr/rande.html

You will be prompted to enter the Default output format and hit enter. You
will enter the format json.

Sample Command Prompt:

Optional: you could enter the command “aws sts get-session-token” to confirm that your
installation of Python and AWS CLI is working properly.

Step 3: Create an S3 Bucket

1.

From the AWS Console, search for S3 Scalable Storage in the Cloud and
open.

._aws, Services v  Resource Groups v *

AWS services

S3

S3

Scalable Storage in the Cloud

\"Ilij :
Athena
Query Data in S3 using SQL

sowk
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2. Click the Create Bucket button.

Services ~ Resource Groups ~ *

Identify optimal storage classes with S3 Analytics - Storage Class Al ’

*. Amazon S3

Q, Search for buckets

+ Create bucket

ASuckesname sy A

3. Enter the following parameters and click Next:

e Bucket name: Bucket name can be any format you prefer. We
recommend that you use a naming convention that is unique and

reusable.
Note: The bucket name must be skiunique across all existing i&bucket

names in Amazon S3.

e Region: enter the region closest to you.

Create bucket D¢

(1) Mameandregion (2) et propetties (3) setpemissions  (4) Review

Name and region

Bucket name

Region

US East (N. Virginia) v

Copy settings from an existing bucket

4. Click the Next button through the next three screens keeping all the default
settings, then click the Create Bucket button.
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Create bucket

@ rmercansicgon  (2) set propertes
Create bucket

o . O Name and region @I Set properties @ Set permissions GEJ Review
Versioning Server access logging

Keep multipie versions of an object in Set up access log Tea! prov Manage users
ihe same Ducke! details about acces:

Objects Object permissions

4 Read
Write

- ok W CWner)
Object-level logging Access for other AWS account |+ Add account

Create bucket

Read [ Wite

@ ramcanaregon (@) set propertes @ setpermissions @mm

Name and region

Bucket name ezdim-aw 1 Region US East(N. Virginia)

Properties

Versioning Disabled
Server access logging Disabled
Tagging

Objectdevel logging

Default encryption

Permissions

B | R REESESS—S——S————————..

Step 4: Edit the Key Server files

To edit the Key server files:

1. Download the EZDRM AWS zip file through a browser using this link:
http://www.ezdrm.com/downloads/ezdrm-aws-live.zip

2. Extract the ezdrm-aws-live.zip file and open the ezdrm-aws-live folder.
gezdrrmam‘livuip — ezdrm-aws-live [S:IE:P}

3. Right-click to edit the key_server_common.py file.

© EZDRM | www.EZDRM.com 8 (888) 636-9723 | simplify@EZDRM.com
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m l C:\Users\ = s v \Downloads\ezdrm-aws-live
Name : Size Type
4. File folder
Cj cloud_formation.json 7,035 JSON File
[# cloud_formation.py 2,192 Python File
I_-_-' create_cloud_formation.py 391 Python File
613 Python File

AT ko e

4. Edit Line 78 with your EZDRM username and password and save the file.
The parameters are as follows:

Parameter Description

u EZDRM username

p EZDRM password

73 Lxc = PLAYREADY CONTENT KEY
749

7 %t = baseéd.bédencode (get_digest (KEY STRING, content_id, kid)).decode('utf-2')

76 system ids.get (HLS_SAMPLE AES SYSTEM ID, False) == kid:

77 i IV', baseéd.bédencode [qct_diqc:t.tKEY_STRING. content_id, kid)).decode('uctf-2'}))

7 pix.ezdrm.com/awslive  aspxim=" + mst + 'ik=' + kid + 'LU=USERNAME:p=PASSHORD:c=' + content_id + ‘&
e _—_—ae/]

5. After editing the key_server_common.py file, combine it with key_server.py
in a zip file called key_server.zip.

3 Archive name and parameters T X
General advanced Options Fies Badup Time  Comment
Archive name Browse...
key_server.zip -
L] cloud_formation.json 47132018 8:02 AM JSON File TKE Profies... Add and replace fiss ~
[# cloud formation.py . o Archve format Archiving options
# create cloud formation, Edit with IDLE 3 Orarn  ORaRs @z [JDetete fies after archiving
# key_server.py B edtwi [Jcreate 5Fx archive
[# key_server_common.py dit with Notepad- ~ Compression method Create sold archive
3 5can with Windows Defender... Norenal o Add recovery record
& Share Dictionary size [ Test archived fles
Give access to > ol i B
Add to archive... Spiit to vohumes, size
rm-aws-Tive.ra . _|'B 2 Set password...
a Compress and email...
a Compress to “ezdrm-aws-live.rar” and email m Cancel Help
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Step 5: Create Speke Server

To create the Speke Server, open Command Prompt.
1. Navigate to the extract directory for ezdrm-aws-live.zip in command prompt.

For example:

c:\Users\User\Downloads\ezdrm-aws-live\ezdrm-aws-live

2. Run the following python command python create_cloud_formation.py
<<insert S3 bucket name from Step 3 here>>.

For example:

c:\Users\User\Downloads\ezdrm-aws-live\ezdrm-aws-live> python

create_cloud_formation.py ezdrm-aws-123456-001

NOTE: The boto3 library needs to be installed for this to work. To install, run the
command: pip install --upgrade --user boto3.

c:\Users\User\Downloads\ezdrm-aws-live\ezdrm-aws-live> pip install --upgrade --user boto3

Once complete, you view see the server EzZDRMLiveRestApi under the
Amazon API Gateway:

:1? Amazon AP| Gateway APls
o =
“‘
EzDRMLiveRestApi
EzDAMLiveRestAp: o
EzDRMRestAPI
Usage Plans EzDAMpr Server API
APl Keys Endpoint Configuration

Endpoint Type

Edge Optimized

Custom Domain Names
Client Certificates
VPC Links

Settings

6. Click on the EzDRMLiveRestApi link and select the Dashboard menu. You will
copy the APl URL at the top of the Dashboard page labeled “Invoke this API".
Paste this URL in a notepad for editing in a future step.

www.EZDRM.com 10 simplify@EZDRM.com
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* Amazon APl Gatewsy  APls > EzDRAMLveRestApl (09puxkvybd) > Dashboard

APIs : Invoke this AP1 at: hitp ¥ te-api.us-gast-1 ge/
EzDRMLiveRestApi
Resources
Stage [:0AMLiveStage = From 4/8M8 ] To 472018 ]
Stages

Authorizers AP| Calls o

= Latency o Integration Latency

Gateway Responses 400 &0 400

Modeis 0 300 300

Resource Policy 0 20 200

Documentation o f 00 w00
Ih hi o o - - o

Ape 06 Ao 08 Apr 12 Apr 1S Apr 18 Apr 06 Ape 09 g 12 Apr 15 Apr 18 Apr 08 Ape 08 Aprz A 15

Sattings

Step 6: Create Role - MediaPackage

To create a the MediaPackage Role in AWS complete the following steps:

1. Launch the AWS IAM console by searching for IAM.

aws

Services ~ Resource Groups ~ *

AWS services

1 Q
1AM
Manage User Access and Encryption Keys \

What are IAM roles?

2. Go to the Roles menu. Click the Add role button.

4
1AM roles are & securs way io grant permissions 1o entities that you trust. Examples of entities include the following:

Bnshiiomnd « IAM user in anther account
Groups » Applcation code running on an EC2 instance that needs 1o perform actions on AWS resources
Lisers. = An AWS service that needs to act on resources in your account 1o provide its features
m = Usars from a corporate directory who usa identity fecaration with SAML
i 1AM roles issue keys that are valid for short durations, making them a Mmone sscure way to grant access.
Idantity providers ASEECNAl MSoUIces:
Account seftings « |AM Roles FAQ
Cracential report 1AM Roles Documenitation
« Tutorial Setting Up Cross Acoount Access
» Common Scenarios for Aoles
Encryptian keys

.Cmmumlnr] Delete role

3. Under AWS service select the MediaConvert role (there isn't currently a role
for MediaPackage) and click the Next: Permissions button.

© EZDRM | www.EZDRM.com 11 (888) 636-9723 | simplify@EZDRM.com




* Create role
Select type of trusted entity
i-l gmmﬂl & Mwn”:-wr:wn

Aligws AWS services 10 perform actions on your behal, Learn more.

Choose the service that will use this role

ECZ
Adows EC2 instances 1 cal AWS senvices on your behalf.

Lambds

Web identity
Cognita o any Opent)
prmader

o: -

SAML 2.0 federation
our comome dracry

Aliows Lamibada functions 1o call AWS servicss on your behat,

AP Gaewary Coritig [Bustic Container Service
AppSyne oMS Elastic Transcoder
Application Auto Scaling Data Pipaine Elastict

Austo Seaing DeepLens Glue

axch Directory Senvice Groengraas
CioudFarmation OynamoDs GuardDuty
CloudHSM ==} napector
CloucWatch Everts EMA T

CooeBula ElastiCacho Koress
CodeDepioy Elastic Beanstalk Lambas

* Required

Service Catalog
Step Functions

Storage Gateway

.
EZDRM N
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4. Enter the Role name and click the Create role button.

Create role
Review
Provide the fequined
Role name®  MedaPackage
Ut SEratumens % ee @ chanacters. Maxrmum 4 characten.
Rete ABzws APs and AP1 Gatewsy on your behalf.
Matimnam 1000 characters. Use slohanurmenic and 'es. - character.
Trusted entities com
Policies [l AmazorSIFulAcoess (7
B AmazorAPIGasewayinvoksFulACcess CF
* Required

wm

5. Now that the MediaPackage role is created, click on the link to open the role

details.

© EZDRM | www.EZDRM.com
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Dashboard Q Search

Groups
U Role name - Description Trusted entities
sers

EZDRM Allows MediaConvert service to call S3 APis and AP| Gateway on your behall.  AWS service: mediaconvert
Policies MedialiveAccessFole AWS Elemental MediaLive created the role, AWS service: medialive
Identity providers MediaPackage k Allows MediaConvert service to call S3 APIs and APl Gateway on your behalf.  AWS service: mediapackage

Account settings
Credential report

Encryption keys

6. Because a role doesn't exist for MediaPackage, you will need to add an inline
policy and change the settings of these role. This gives permission to execute

the copy protection.

First, note your AWS Account ID as part of the Role ARN value (you can also
find this value under the My Account menu under Account Settings). Click the

link to Add inline policy.

Foles » MediaPackage

Search AM 4 Summary S
e Role ARN  arn:aws:iam::BE8MMNTE084:role/MediaPackage (%)
o Role description  Allows MediaConvert service to call 53 APIs and AP| Gateway on your behalf, | Edit
— Instance Profile ARNs 7]
5
Polb.” Creation time 2018-04-20 12:55 EDT
. Maximum CLI/API session duration 1 hour Edit
Account settings
Credential report ._ Trust Access Advisor Rovoke sessions
Attached policies: 2
Encryption keys
Policy name ~ Policy type ~
» W AmazonS3FullAccess AWS managed policy x
y W AWS managed policy x

© EZDRM | www.EZDRM.com 13 (888) 636-9723 | simplify@EZDRM.com
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7. Next select the JSON tab and replace with the following code:

$1ar1 a capture with 1he seloc

Create policy . 2
A policy defines the AWS parmissions that you can assign to a user, group, o role. You can create and edit a policy in the visual editor and using JSON. Learn more

This policy validation failod and might have emors converting to JSON : The policy must have at least ona statemant For mone information about the LAM policy grammar, see AWS
1AM Policies

. —
-

2 "Version": "2012-10-17",
3 "Statement”: [
4}

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"execute-api:Invoke"
1

"Resource": [
"arn:aws:execute-api:us-east-1:888XXxx78094 MMM/ / GET/client/*/*",
"arn:aws:execute-api:us-east-1 :888XXXX78094:_/*/POST/copyProtection"

The yellow highlighted value is your AWS Account ID, the purple highlighted
value is from the EzDRMLiveRestApi Invoke this APl URL created in Step 5
(this value would change if you redeploy the Speke server).

© EZDRM | www.EZDRM.com 14 (888) 636-9723 | simplify@EZDRM.com
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At 1 Inveke this AP at: hips: BGOSR sxecUte-api us-sast- 1 <
[EzDRMLiveRestApi Y,
Resources. b
Stage  E:oAmuvestge B From 418 s To 42018 i1 &
Authorizers AP| Calls = Latency = Integration Latency
Groway Proponss 400 600 00

®

policy button.

Create poligy

Once you've entered the correct code in the JSON tab, click the Review

0 :

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more

This policy validation failed and might have errors converting to JSON : The policy must have at least one statement For more information about the 1AM policy grammar, see AWS
1AM Policies
Visual editor ~ JSON Import managed policy

=T

2 "Version": "2012-10-17",

3- "Statement": [

4~

5 "Effect": "Allow",

B~ "Action": [

7 "execute-api:Invoke"

8 ]l

9. "Resource": [

10 "arn:aws:execute-api:us-east-1:888859578094 : */GET/client/*/*",

11 "arn:aws:execute-api:us-east-1:888859578094 */POST/copyProtection”

12 3

13 }

14

151 3

Cancel I Review policy I

9. On the Review policy page, fill in the policy Name and click Create policy.

© EZDRM | www.EZDRM.com 15 (888) 636-9723 | simplify@EZDRM.com
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Create policy )

Review policy
Befors you create this policy, provide the requined information and review this palicy.

Mame* | MediaPackagetoEZDAM

Maximum 128 chamcien. Uise Sphanumenc and '+, @-_" characlers.

Summary

Allow (1 of 136 services) Show remaining 135

ExpcutedP| Limited: Write Multiple None

10.Now you will detach the two default policies from the role by clicking the “x”
next to AmazonS3FullAccess and AmazonAPIGatewaylnvokeFullAccess.

Trust relationshi| Access Advisor Revoke sessions

Attach policy Attached policies: 3

Policy name « Policy type -
» ¥ AmazonSaFullAccess AWS managed policy
y W ylmvokeFul AWS managed policy D
» MediaPackagetoEZDRM Inline policy x

© Add inline policy

Click Detach on the Detach policy confirmation screen for both.

Detach policy x

Are you sure you want to detach policy AmazonS3FullAccess from role

MediaConvertRole 7

11.Then click on the Trust relationships tab and click the Edit trust
relationship button.

© EZDRM | www.EZDRM.com 16 (888) 636-9723 | simplify@EZDRM.com
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ackage ()
Role description Allows MediaConvert service to call 53 APls and API Gateway on your behalf. | Edit
Instance Profile ARNs [}
Path ')

Creation time  2018-04-18 12:58 EDT

You can view the trusted entities that can assume the rola and the access conditions Tor the role. Show policy document

I Ediit trust relationship

Trusted entities Conditions

The following trusted entities can assume this role. The following conditions define how and when trusted entities can assume the role,
There are no conditions associated with this role.

Trusted entities

The identity ’ com

12.Edit line 8 from “mediaconvert.amazonaws.com” to
“mediapackage.amazonaws.com” and click the Update trust policy
button.

Edit Trust Relationship

You can customize trust relationships by editing the following access control policy document.

Policy Document
2 "Version": "2012-10-17",
- "Statement": [
4 {
5 "gid": " "
6 "Effect™: "Allow",
7- "Principal”: {
8 "Service": "medicpackage.amazonaws.com”
9 1,
12 "Action": "sts:AssumeRole"
11
12
13 X

Cancel Update Trust Policy

The Trust relationships tab should be updated as follows:

© EZDRM | www.EZDRM.com 17 (888) 636-9723 | simplify@EZDRM.com
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Permissions Trust relationships Access Advisor Revoke sessions £ g

You can view the trusted entities that can assume the role and the access conditions for the role. S

Edit trust relationship

Trusted entities

Con’
The following trusted entities can assume this role. The.,

The
Trusted entities .
The identity provider(s) mediapackage.amazonaws.com

-~ . ~ y A~ -~ A, - ~ A,
N O 1

13.0nce the MediaPackage role is created, make note of the Role ARN value for
use in a later step. You can copy this value using the doc copy shortcut.

Roles > MediaPackage X

Summary Delete role
Role ARN mmmw
Role description Allows MediaConvert service to call S3 APIs and APl Gateway on your behalf, | Edit
Instance Profile ARNs (]
Path /
Creation time  2018-04-18 12:58 EDT
Maximum CLI/API session duration 1 hour Edit
Trust
st
Policy name - Policy type ~
» MediaPackagetoEZDRAM Inline policy x
© Add inline policy
© EZDRM | www.EZDRM.com 18
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Creatingan AWS MediaLive & MediaPackage Job

Create a Channel in MediaLive
1. Through AWS Services go to MediaLive and under Get Started, click Create
Channel.

*

Resource Groups ~

History

MediaLive

1AM —
MediaLive &
API Gateway Convert video inputs into live outputs for broadcast and streaming delivery
Console Home Glacier AWS Auto Scaling _—
Storage Gatew: CloudFormation
MediaConvert 9 ay ou X

CloudTrail
83 s

Media Services

AWS Elemental Get started
M e d i a Live Create a channel that encodes your i.'\pu[

into multiple groups and outputs.

Live content conversion for
multiscreen delivery

AWS El service that lets you
broadc

Channel and Input Details
2. The channel is the input for your live broadcast. Enter the Channel Name
(this is a required value).

3. Under IAM Role, the first time you create a channel, you can select Create
Role from Template and click Create IAM role. The MediaLiveAccessRole
will be created. You can select to Remember role and it will be available as
the existing role for future channels.

www.EZDRM.com 19 | simplify@EZDRM.com
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Create channel
L Channel Channel and Input detalls
s [ et et gt et | Generalinfo
— _ ANk setngd Charvd rame - rrquined
i sevtingt sampleive-charrel

Use exiting role

© Crmane role from template. h
Sty cuatom role ARN

N LM

S P S PR P PP ——

= Amaznn 53 st for the fellowing: ListButies, Patbject.
Grtbect. Drirtedject

" a
oy

= AW Dhemertal Mestaitore scons for the folowing
ListContaines, Putiiject, GetObject, DrieerObject

4. Under Channel input, click the Create input button.

MediaLiveAccessRole

amcawsiam-BEBASY

v

Remember rale

AWS Elemental MediaLive will save this 1AM role for you. You ean choose to use it the next time you create a
channel.

Channel input i [3 Create input : I

You don't have any available inputs to attach.

Input specifications

The values in these fields are used to calculate the charges you will incur on the input side and ensures that
AWS Elemental Medialive allocates sufficient processing resources when you run this channel

Input codec Input resolution Maximum input bitrate

AVC v HD v MAX_20_MBPS v

5. This will pull the source and type of stream pushing up to MedialLive, for this

example we are using the HLS input type.
Create input

Channel progress saved
You will be redirected back to your channel settings after creating your input.

Input details

Input name — required
apple-test-stream

RTP

Push your solirce to fixed endpaints with the real-time transport protocol
RTMP (push)

Pusht your seurce 10 fiued crdpoints with the real-time messaging pratocal

RTMP (pull)

Pull your source from external endpoints with the real-time messaging protocol.

© HLS

Pull your source from external endpoints with the HTTP protocol.
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6. Channel Input source A and Input source B will be the same for
redundancy. For this example, we are using a publically available HLS stream
provided by Apple for testing. You will enter your encoders publishing point
URL for both Input sources and click Create button.

0 Hs

Input source A
For pull fype Inputs, you mand specity the soune UL and scoews cradentish of the location that you want ta pull from.

URL

16x3/biph
* Credentials {optionall
Input w!ﬂen
URL
16x3biph
¥ Credentials (optional)
Cancel I Create {

7. Once the Input is created, it can be selected from the Input dropdown menu.
Channet nput
Input
Choose a detached input to add to this channel

-test-st URL_PULL
Sl ot .
armzawsmedialive:us-past-1:888859578094:input:299196
Input sources
The source locations of the content to pull
1. http://devimages.apple.com.edgekey.net/streaming/i les/bipbop_16x9/bipbop_

16x9_variant.m3u8

2. http://devimages.apple.com.edgekey.net/streaming/examples/bipbop_16x9/bipbop_
16x9_variant.m3u8

Input codec Input resolution Maximum input bitrate

AVC v HD v MAX_20_MBPS v

Create Channels in MediaPackage
8. The next step is to create a new channel in MediaPackage to ingest the
stream that is coming from MediaLive.

Note: It is helpful to have multiple tabs open during this process, for ease of
copying settings between MediaLive and MediaPackage.
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Mediallve AWS Management Console

aﬂs Services ~  Resource Groups ~ *

AWS services by
| MediaPackage I L_f
MediaPackage
Dediver video to many davices using just-in-time format conversion k
>4 Medialive W 1AM T API Gateway
[P, MexaConyrt B s [['I?

9. Click Next Step under Create a new channel.

AWS Elemental Create a new channel
MediaPackage p—
Deliver video to many [

devices from a single
source.

10.Enter the Channel details including the ID channel identifier and select the
Input type “Apple HLS” (this is the only supported type). Click Create.

ental MedlaPackage

Create channel

Channel details

Cancl | m] l

11.This will create the MediaPackage channel. For redundancy, a second
channel will need to be created. Select Channels.
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&) Successfully created channell
Continue by adding endpoints to this channel,

AWS Elemental MediaPackage w fromMediaLivel

fromMediaLive1 Rotate credentials || Edit || Delete |

Overview

o Input UL

fromMedialivel hutps:// us-east-1, 79461
947d7badBafe167¢/channel

Description
Username

ARN . 200e2979235440068780cb05 1005 4ed0

12.Click create on the Channels page and click the Create button to create the
second redundant channel.

AWS Elemental MediaPackage > Channels

Channels Delets Crnn El
1 3 [c]
-] Description URL
fromMedialivel hittps://7 St om/fin/v1/Tc59caBT4c 79461554 7d TbadBafe 167 c/channel

13.Enter the Channel details and click Create.

AWS Elemental MedlaPackage Create channel

Create channel

Channel details

cance
14.Now we have the URL and Channel details we will need for the Output
Groups in Medialive.

AWS Elemental MediaPackage > Channels

Channels lete m
e 1o}
1o Description URL
fromMediaLivez https//Sbeetas5529495bd medapackage us-east-1.amezonaws comy/in/Y1/13ch9206564846189116343 16753557 channel
fromMediaLivel https://755¢calaf5faagbea.med k s-east-1

fin/v1/7c59caB74c794615947d7badBafe167c/channel

Medialive Output Groups
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15.Back in MedialLive, click the Add button under Output groups and select
HLS. Click the Confirm button.1

Create channel

Channel Add output group

Choose output group type

O HLS

Output groups Ardive

| add

Microsoft Smooth

upp

=L Create channel

RTMP

Note: MediaPackage only accepts HLS streams.

16.Copy and Paste the Input URL, Username and Password from the first
MediaPackage channel you created to input in the next step.

AWS Elemental MediaPackage Channels

fromMediaLive1 Rotate credentials || dit || etete

Overview

fromMedialivel https//T
947d7badBafe167c/channel

finfv1/Tc59caBTACTISE15

200e29792334400b878bcb051b094ed0

Amaaws i g 1 fTc59caB74c 704615947 d7badBafe 167

................... Show

k

17.In MedialLive, in the first HLS Group destination A, enter the copied values
for URL and Username. The first time you set up a password in the Output
groups, you will select Create AWS Elemental MediaLive parameter. This
will allow the password to be saved by AWS for future use. We recommend
entering the password Name with something that will help you select the
correct one when you have multiple channels created in the future. Enter the
Password value and click to Create the AWS Elemental MediaLive
Parameter.
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1.HLS grou Remove
Channel gisap

HLS group destination A

Channel and input details Type a destination for your first HLS group.

General settings

URL
Input settings l hittps://75! g 1
Qutput groups (1) ¥ Credentials (optional)
e
| 1. HLS group |
Password
Output 1 1) Retrieves the password that is stored in the specified parameter in Amazon EC2 Systems Mansger

Farameter Store

Use an existing AWS Elemental MedlaLive parameter.

Cancel m O Create AWS Elemental MediaLive parameter. b

Use an existing parameter.

Name

A name for the parameter, The ame will be prefised with jmedlalive
w-36d4

Password value

The paswword to store in this parameter

| Gt — —————— |

Create AWS Elemental MediaLive parameter.

HLS group destination A

Type a destination for your first HLS group.

URL
https://755ca1afSfaadbea.mediapackage.us-east-1.amazonaws.c

¥ Credentials (optional)

Username

200e29792334400b878bcb051b094ed0

Password
Retrieves the password that is stored in the specified parameter in Amazon EC2 Systems Manager
Parameter Store.

© Usean g AWS El Medialive p
Create AWS Elemental MediaLive parameter.
) Use an existing parameter.

Use an existing AWS El | MedialLive p

r ental Medialive.
/medialive/pw-36d4 v
SecureString

18.Copy and Paste the Input URL, Username and Password from the second
MediaPackage channel you created to input in the next step.
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AWS Elemental MediaPackage » Channels > fromMedialive2

fromMediaLive2 Rotate credentials || Edit || Delete
Overview
o Input URL
fromediaLive2 frbieroniorpme L
Description
Usemame
o 038926240941 3acSbe 1065120cc42 |
Passworn d
T

19.Back in MedialLive, in HLS Group destination B for redundancy, repeat the
process in Step 17 to enter parameters for URL and Username, Password
Name and Password from MediaPackage.

HLS group destination B

Type a desti for your second HLS group.

URL

¥ Credentials (optional)

is stoced in the specified parameter In Amazon EC2 Systers Manager

Use an existing AWS Elemental MediaLive parameter.
© Create AWS Elemental MediaLive parameter.
Use an existing parameter.

Name
A narme for the parameter. The name will be peefboed with fmedialive/,

pw-a636 G

Password value
The password to store in this parameter,

[ create aws MediaLive p
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HLS group destination B
Type a destination for your second (redundant) HLS group.

URL
https://5b6ebaa552949bbd. kage.us-east-1

¥ Credentials (optional)

Usermame

03892b2d40d94fb3ac5be 1b65f20ccd2

Password

Retrieves the password that is stored in the specified parameter in Amazon EC2 Systems Manager
Pararmeter Store.

© Use an existing AWS Medialive

Create AWS Elemental MediaLive parameter.
Use an existing parameter.

Use an existing AWS Elemental MediaLive parameter.
Choose parameters that were create:

o specifically for AWS Elemental MediaLive.

/medialive/pw-a636

SecureString

20.Next in MediaLive under HLS Settings enter a Name, and for CDN Settings
select Hls webdav. Keep the other settings as default.

HLS settings

Name

[ push-toMediaPackage I

CDN Settings Info
| His webdav |

Connection Retry Interval Info
1 b
Num Retries Info
10 3
Filecache Duration Info
300
Restart Delay Info
15 <!
HTTP Transfer Mode Info
NON_CHUNKED v
Input Loss Action Info
EMIT_OUTPUT v

Caption Language Mappings (0)

Add caption language mappings

DASH-ISO Output example
21.This is the Output set up for DASH-ISO. See the next section for HLS Output
settings. Under HLS outputs click the Add output button to create Output 2.
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You can name Output 1 to represent the video output, and Output 2 to
represent the audio output.

HLS outputs () Add output k

Add one or more cutputs to this group. Each output has unique stream settings that
enable you to choose the vides, audio, and captions tracks that you need.

Output Name modifier Actions
Output 1 v Settings X
Output 2 2 Settings

22.The rest of the settings under Channel and Input Details keep as default.

Input Settings

23.Click on the Input settings link and click the Add audio selectors button.
Channel Input settings
Channel and input details General input settings

General settings Network Input Settings Info

- ’

Input Filter Info

Output groups (7] bl iy
Filter Strength Info
Add | =
1
1. push-toMediaPackage (HLS) Deblock Filter Info
QOutput 1 Lv) DEALED, Y
Denoise Filter Info
Output 2 (a)

DISABLED v

3 Source End Behavior Info
concet [JEEUTITORNN | conue v

Video Selector Info

Audio Selectors (0

I Add audio selectors

Caption Selectors (0)

Add caption selectors

24.Enter the Audio Selector Name and copy it to paste in the next section.

Audio Selectors (1)

Add audio selectors
Audio Selectors 1

Audio Selector Name Info
SampleAudio

Selector Settings Info
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25.Under Output Groups, select Output 2 (_a) and click on the Video tab. Click
the Remove video button.

Output groups |/
P HLS Settings Info
|i| Standard his v
1. push-toMediaPackage (HLS) Audio Rendition Sets Info
PROGRAM_AUDIO
Output 1 (V)
M3U8 Settings Info
I D2 La) | M3UB Settings v

» Transport/Container Configuration

Sl crue cramne| R Tp—

Stream settings Add videc Add audlo

Video | Remove video |

Video Description Name Info
Audio 1
video_lodext

Width Info
Height Info

Codec Settings Info

26.In the Audio 1 section, enter the Audio Description Name (we recommend
AAC Audio), then paste the Audio Selector Name that you entered in Step
24. Select Aac under Codec Settings.

I Outpint 2 {a) I M3UB Settings v

¥ Transport/Contalner Configuration

Sl crexcechannel R rp—

Stream settings Addvideo | | Add audio | Add caption |

Auvdio 1 Audio 1 Remove audio 1|

Audio Description Name Info
| AAC Audio |
Audio Selector Name [nfo
SampleAudio |
Codec Settings Info
| Aac v |
» Codec Configuration

Remix Settings Info
Audio Normalization Settings Info

» Additional settings

27.Next, select Output 1 (_v) and Remove audio 1.
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[ Output 1 (L) I
M3UB Settings Info

Output 2 L) M3UB Settings -

» Transport/Container Configuration

bl crexecramoel b P serogs

Stream settings Add video Addaudio | [ Add caption |
P [
—_—
Audio Description Name Info
Audio 1
1 | audio_jpi24s

28.You can rename the Video Description Name if you prefer and leave the
default settings. Then click Create channel.

PROGRAM_AUDIO

[ DOutput 1 Lv) |

M3UB Settings Info

Output 2 {a} M3U8 Settings -

» Transport/Contalner Configuration

Cancel I Create channel l
k. » PID Settings

Stream settings Add video Addaudio | [ Add caption |

v Vit

Video Description Mame Info
' h264 video |

Width Info
Height info
Codec Settings Info

» Scaling Settings

29.The MediaLive channel should now be created.

AWS Elemental MediaLive > Channels

Channels () i Stop BEHADATE m

< iy ||
Name State D ARN Input
sample-live-channel Iedle 2838182 amaw dialive:us-east-1 78094:channel:2838182 299196

HLS Output example

30.This is the Output setup for HLS. Under HLS outputs rename Output 1 to
represent the video output.

.
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S utputs

Add one or more outputs to this group. Each output has unique stream settings that enable you to choose the
video, audio, and captions tracks that you need.

Output Name modifier Actions

Output 1 I M I Settings X

31.The rest of the settings under Channel and Input Details keep as default.

Input Settings

32.Click on the Input settings link and click the Add audio selectors button.
Channel Input settings
Channel and input details General input settings

General settings Network Input Settings Info

Input settings

4

Input Filter Info

Output groups (1) AUTO v

Filter Strength Info

1. pushtoMediaPackage1 (HLS) ] A
Output 1 (_v) Deblock Filter Info
DISABLED v
Denoise Filter Info
DISABLED v

Source End Behavior Info
CONTINUE v

Video Selector Info

Audio Selectors (0

I Add audio selectors l

Caption Selectors (0)

‘ Add caption selectors |

33.Enter the Audio Selector Name and copy it to paste in the next section.
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Add audio selectors

Audio Selectors 1
Audio Selector Name Info
SampleAudio

Selector Settings Info

.
EZDRM N

Digital Rights Management.
Simplified.

34.Under Output Groups, In the Audio 1 section, enter the Audio Description
Name (we recommend AAC Audio), then paste the Audio Selector Name

that you entered in Step 33. Select Aac under Codec Settings.

Stream settings Add video

I Add audio H Add caption ‘

Video Al.ldi o] 1

‘ Remove audio 1 ‘

Audio Description Name Info
| AAC Audio

Audio Selector Name Info

' sampleAudio

Codec Settings Info

= ;

» Codec Configuration

Remix Settings Info
Audio Normalization Settings Info

» Additional settings

35.Next, select Output 1 (_v). You can rename the Video Description Name if
you prefer and leave the default settings. Then click Create channel.
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PROGRAM_AUDIO

| Output 1 (_v)

M3UB Settings Info

.
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| M3UB Settings
» Transport/Container Config
» PID Settings
Stream settings Add video Add audio | [ Add caption |
- |
Video Description Name Info
Audio 1
| h264 video
Width Info
Height Info

Codec Settings Info

» Scaling Settings

36.The MediaLive channel should now be created.

AWS Elemental Medialive > Channels

Channels 2 Start Stop Actions ¥
Name State 1D ARN
sample-live-channel Idle 2838182 am:aws:medialive:us-east-1:888855578094:channel: 2838182
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Create Endpointsin MediaPackage

Endpoints are the outputs for the live stream for viewing. You can have multiple
endpoints for each channel.

DASH-ISO Endpoint example

1. In MediaPackage, from the first MediaLive channel you created, click the
Add endpoints button.

AWS Blemental MediaPackage Channels  fromMedialivel

fromMediaLive1 Rotate credeatiats || Edit || petete |
Overview
fromMedativel tpsef op—y 046
947dThasBafe167¢/channel
Description
Usemame
AR

200e297923344000878bC005 1 BOFEEdD

word.
it Show
s e
1> @
1] Description Package type Preview uRL

o endpaints exist yet. Click the Add endpaints button to make cne!

2. Edit the Endpoint ID and Manifest Name to a unique identifier.

AWS Elemental MediaPackage > Channels > fromMedialivel Add/fedit endpoints
Add/edit endpoints
Endpoints add | dash-001 | Remove
dash001 @ ‘ NS e oo o S g et
dash-001
cnoat BRI | sosvortoc chatscter am umbers. teters, underscors L, a0 dashes ) st be o per AW sccount et rigin
Description - optional

Manifest Name
The muariifess name is.a shart §

dash

Startover window [sec) info

300

Time delay (se<) info
A time dely 1gecifes when Lve cantent

5

3. Under Packager Settings, select the Type DASH-ISO, and update Segment
duration (sec) to 20 seconds.
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Packager settings
Type info

DASH-ISO v
Segment duration (sec) Manifest window duration (sec)

20 3 60

Must be less than the manifest or playlist

window duration.

» Additional configuration

4. Scroll down and select the toggle for Encrypt Content.
Package encryption

No encryption

This endpoint is not copy-protected.

0 Bty conment B _
The endpoint is copy-protected.

Resource ID
The resource ID is the identifier that you send to the key server to identify this endpoint

Supported characters are numbers, letters, underscores (), and dashes ().

System IDs Info

A system ID is a unique identifiers for the DRM system to use. Type one per line.
edef8bag-79d6-4ace-a3¢8-27dcd51d21ed
9a04f079-9840-4286-ab92-e65be088535

Must contain either one or two entries, as defined by the packager type.
URL
The URL for the proxy that you created so AWS Elemental MediaPackage can talk to your key server.

https://09puxkvybd.execute-api.us-east-1.amazonaws.com/EzDRMLiveStage/copyProtection

Role ARN

The Amazon Resource Name (ARN) for the 1AM role that you created that allows communication between SPEKE and AWS Elemental MediaPackage.

am:aws:iam::BB8XXXX78094:role/MediaPackage

Must be in this format: am:awsdam:z:{accountiD):role/(name)

» Additional configuration

The parameters are as follows:

e ResourcelD: this will be the ID that references your DRM Keys. This is
a required field.

Note: The first time you send a ResourcelD to run a job, the ID will be tied
to the DRM keys for that job. Jobs can use the same ResourcelD to
reference the same keys or for new DRM Keys send a new ResourcelD. It is
best not to use a ResourcelD from a failed job.
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e System ID: Unique identifiers for the DRM system to use. Insert the
System ID’s for Widevine and PlayReady, one ID per line:
(Widevine) edef8ba9-79d6-4ace-a3c8-27dcd51d21ed
(PlayReady) 9a04f079-9840-4286-abh92-e65be0885f95

Note: The System ID values need to be lowercase.

e URL: The URL is the APl URL copied from Step 5 above, except to the
end of the URL add “/copyProtection”. (This is case sensitive, be sure
capitalize the P in Protection.)

Sample URL:
https://09puxkvybd.execute-api.us-east-
1.amazonaws.com/EzDRMLiveStage/copyProtection

e Role ARN: This value is from the MediaPackage Role ARN created in
Step 6.

Roles > MediaPackage X
Summa ry Delate role

Role ARN armcaws:iam:: 8888 ?ma:ruleiMaﬂuaPecuge
Role description Aliows MediaConvert sanvice to call 53 APis and ‘I Gateway on your behalt, | Edit
Instance Profile ARNs
Path /
Creation time 2018-04-18 12:58 EOT
Maximum CLI/API sesslon duration 1 hour Edit

Trust Access Advisor Rovoke sessions

Avoched polcios: 1

Policy name ~ Palicy type -

MediaPackagetoEZDRM Inline palicy x

© Add inline policy

. Under Additional configuration (Package Encryption), select the Key
rotation interval (sec) and enter a value of 0. (This solves a current issue
with Key rotation not saving as off.)
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URL

The URL for the proxy that you created so AWS Elemental MediaPackage can talk to your key server
https://09puxkvybd.execute-apl.us-east-1.amazonaws.com/EzDRMLiveStage/copyProtection

Role ARN

The Amazon Resource Name [ARN) for the 1AM role that you created that allows communication betwesn SPEKE and AWS Elemental MediaPackage
am:aws:iam::BBBXXXX78094 :role/MediaPackage

Must be in this format: am-awsiam:{accountiD)-role/[name)}

¥ Additional configuration

Key rotation interval (sec)

Enables key rotation. Specify the rotation interval (in seconds)

0

6. Once these settings are completed, click the Save button to create the

endpoint.
Add/edit endpoints
Endpoints Add dash-001
{ dash-001 @ ‘ In. 10 Is the endpoint identifier that you use for API and

dash-001
Cancel m Supported characters are nurmibers, letters, underscores (), ;

Description - aptional

7. Now for redundancy, from your second MedialLive channel, create a DASH-ISO
endpoint with the same settings as the one we just created, but change the ID
name to indicate the redundant endpoint.

For this example, we called our first channel MediaLive1 and created the
DASH-ISO endpoint dash-001. Under MediaLive2 we will create a duplicate
DASH-ISO endpoint but name it dash-002.

Duplicate ALL the same settings for the second DASH-ISO endpoint under the
second channel and click Save.

Note: It is helpful to have multiple tabs open during this process, for ease of
copying settings from one channel to the other.
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AWS Elemental MediaPackage » Channels Add/edit endpoints

Add/edit endpoints

2NN

<"'
Endpoints -I dash-002
— \
- <
D N\
‘ dash-002 @ The ID is the endpoint identifier that you use for APl and console interactions.
o <'.
dash-002
Cancel m Supported characters are numbers, letters, underscores (), and dashes (-], Must be unique per AWS account per reglon. &
Description - optional
.3
at / S A e ™ " FaY Fa 2 Fa Fat F o o™ Fa Fat o™ ~ Fa® "o N /
s NS \\ S NS N f/\‘\ 7 NS NS NSNS NS NN NSNS L AW PN 2 NS\ ,'/ "

8. Once MedialLive is running and publishing to MediaPackage, you will be
able to access the URL created to play the encrypted Media.

Lo B @

o Description Package type Preview URL

https:/ /54772665237 1c3.mediapackage.us-east-

dash-0001 DASH-ISO Play 1 1/£38731c8 1 QR code
.amazonaws.com/out/v 203d4a2b59a073152d836bacd /dash.mpd
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Apple HLS Endpoint example

1. In MediaPackage, from the first MediaLive channel you created, click the
Add endpoints button.

AWS Elemental MediaPackage > Channels » fromMediallvel

fromMediaLivel Rotate credentials || Edit || Delete
Overview
o Input URL
fromMediaLivel https//: st-1 1 794615
947d7badsafe’67c/channel
Description
u ame
ARN
Passy d
................ Shio

<13 @
ki
1D Deseription Package Preview URL
type
dash- 1e3,
DASH-ISO Play

pnl i fout/v1/T3ETS fdash.mpd G code

1. Click the Add button. Edit the Endpoint ID and Manifest Name to a unique
identifier.

Y
AWS Elemental MediaPackage > Channels > fromMedialivel > Add/edit endpoints
Add/edit endpoints
Endpoints Add his-0001 | Remove
dash-0001
his-0001
@ | e
bl Description - optianal
Manifest Namse
The manitest name s & thert string th
HLS
Startover window (sec) info
A startover windaw Is a portion of a Bve streamn that is made available for an-demand viewing.

300

The manimuirm startover window i 72 hours (259,200 seconds)

Time delay (sec) nfo

e delay spcifies when Uve content is available for playback

2. Under Packager Settings, select the Type HLS and leave the other settings
as default.
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Packager settings
Type info
Apple HLS v
Segment duration (sec) Playlist window duration (sec)
6 . 60
Mu f Layli

» Additional configuration

3. Scroll down and select the toggle for Encrypt Content.
Package encryption

No encryption

This endpoint is not copy-protected.

© Encrypt content info

The endpoint is copy-protected

ou send to the key server to identify this endpaint

System IDs Info
Asx 11D s a w

or the DRM system to use. Type one per line

wmmmha-ﬁdztagssaz

Must contain either one or two entries, as defined by the packager type.
URL
The URL for the proxy that you created o AWS Elemental MediaPackage can talk to your key server
https://09p ybd.execute-apl.us-east-1 com/EzDRMLiveStage/copyProtection
Role ARN
The Amazon Resource Name (ARN) for the 1AM role that you created that allows communication between SPEXE and AWS Elemental MediaPackage
| mmmwmdlahchge
Must be in this format: amawslam:{accountiD}role/{name)

The parameters are as follows:

e ResourcelD: this will be the ID that references your DRM Keys. This is a
required field.

Note: The first time you send a ResourcelD to run a job, the ID will be tied
to the DRM keys for that job. Jobs can use the same ResourcelD to reference
the same keys or for new DRM Keys send a new ResourcelD. It is best not to
use a ResourcelD from a failed job.

e System ID: Unique identifiers for the DRM system to use. Insert the
System ID for Apple FairPlay, one ID per line:
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94ce86fb-07ff-4f43-adb8-93d2fa968ca2
Note: The System ID values need to be lowercase.

e URL: The URL is the API URL copied from Step 9 above, except at to the
end of the URL add “/copyProtection”. (This is case sensitive, be sure
capitalize the P in Protection.)

Sample URL:
https://09puxkvybd.execute-api.us-east-
1.amazonaws.com/EzDRMLiveStage/copyProtection

e Role ARN: This value is from the MediaPackage Role created in Step 6.

Roles > MediaPackage X

Summary Doloto role

Role ARN ]

Role description  Allows MediaConvert sarvice to call 53 APIs and AP| Gateway on your behalf, | Edit
Instance Profile ARNs )
Path s
Creation time 2018-04-18 12:58 EOT
Maximum CLIAPI session duration 1 hour Edit

F Trust Access Advisor Revoke sessions
Attach policy Attached policies: 1
Palicy name ~ Palicy type =
MediaPackagetoEZDRM Inline policy x

© Add inline policy

4. Under Additional configuration, select the Encryption method: SAMPLE-
AES.

I v Additional configuration I

Encryption method
SAMPLE-AES v

Constant initialization vector
V used with the key to encrypt content

Key rotation interval (sec)
Enables key rotation. Specify the rotation interval (in

60

Repeat EXT-X-KEY

9. Once these settings are completed, click the Save button to create the
endpoint.
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Add/edit endpoints
Endpoints Add
hls-0001

Cancel m

10.Now for redundancy, from your second MedialLive channel, create an Apple
HLS endpoint with the same settings as the one we just created, but change
the ID name to indicate the redundant endpoint.

For this example, we called our first channel MediaLive1 and created the
Apple HLS endpoint hls-0001. Under MediaLive2 we will create a duplicate
Apple HLS endpoint but name it his-0002.

Duplicate ALL the same settings for the second Apple HLS endpoint under the
second channel and click Save.

Note: It is helpful to have multiple tabs open during this process, for ease of
copying settings from one channel to the other.

AWS Elemental MediaPackage > Channels @ & Add/edit endpoints

Add/edit endpoints

Endpoints | Add his-0002

dash-0002

Cancal m Description - optional

Manifest Name
The manifest name is a short s

LHLS

11.0nce MedialLive is running and publishing to MediaPackage, you will be able
to access the URL created to play the encrypted Media.
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Endpoits

<1 D &
D Description Package type Preview URL
https://547f72e6652371c3 mediapackage.us-east-
S0 DAsiER0 Py 1.amazonaws.com/out/v1/138731¢8203d4a2b9a073152dB36bacd /dash.mpd QR cade
= smooth- Microsoft Play https://547f72e6652371c3. mediapackage us-east-
0001 Smooth 1 fout V1§50 f4b58918194838800a515/Smooth.ism/Manifest o code
T e PR
0001 AppleLS i 1.amazonaws.com/out/v1/86c2bdBed57742189fb80419dae43a19/HLS.m3UB QR code
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Microsoft Smooth Streaming

1. In MediaPackage, from the first MediaLive channel you created, click the Add
endpoints button.

AWS Elemental MedlaPackage > Channels fromMedialivel
_fromMediaLive1 Rotate credentiats || Edit || Delete

Overview
o Input URL
fromMediaLive — '
S47d7basBale]67¢/channel
Descriptian
Usermame
ARN
Password
........... Shene

<1 > @
o Description Facags Preview URL
type
dash- hitps/ /547726665237 1c 3. medinpackage. us-sast-
oo DASH-150 Play < NANISTS fdash.mpd Q& code
his-0001 Apple HLS Play 1e4 o

1 1 7742 S.m3ul QR code

2. Click the Add button. Edit the Endpoint ID and Manifest Name to a unique
identifier.

AWS Elemental MediaPackage > Channels > fromMedialivel > Add/edit endpoints

Add/edit endpoints

——_
Endpoints Add smooth-0001 Remove
4 L]
dash-0001 The ID is the endpalnt iden that d
smooth-0001
his-0001
Supported characters are numbers, letters, underscores (), and dashes (). Must be unique per AWS account per reglon.
smooth-0001 [ riew ] ‘ Description - optional
Eaacsl m Manifest Name
The manifest name is 2 thort string that i appended to the endpoint URL to croate & unkque path 1o this endpaint
Smooth

Startover window {sec) info
o

A startover window is a portion of 3 e stream that 15 made available for an-gemand viewing.
300
m startover window & 72 hours (259,200 seconds).
Time delay (sec) info
A time delay specifies when lve content is svallable for playback
5

The maimum time deley window is 24 hours (86,400 seconds)

3. Under Packager Settings, select the Type Smooth and Segment duration
(sec) to 20 seconds.
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Packager settings

Type Info

| Microsoft Smooth v
Segment duration (sec) Manifest window duration (sec)

| 20 3| [e0

Must be less than the manifest or playlist
window duration

4. Scroll down and select the toggle for Encrypt Content.
Package encryption

No encryption
This endpoint is not copy-protected

© Encrypt content info

The endpoint is copy-protected.

Resource ID
The resource 1D is the identifier that you send to the key server to identify this endpaint

|mummﬂ-smooﬂl-mt-001

Supported characters are numbers, letters, underscores (), and dashes (-]

System IDs info

A system |D is a unique identifiers for the DRM system to use. Type one per line.

[ 9204f079-9840-4286-3b92-e65be0885195

Must contain either one or two entries, as defined by the packager type

URL

The URL for the proxy that you created so AWS Elemental MedlaPackage can talk to your key server,

https://09puxkvybd.execute-api.us-east-1.amazonaws.com/EzDRMLiveStage /copyProtection

Role ARN

The Amazon Resource Name (ARN) for the IAM role that you created that allows communication between SPEKE and AWS Elemental MediaPackage
arm:aws:lam::888XXXX78094:role/MediaPackage

Must be in this format: am:awslam:{accountiD):role/{name)

The parameters are as follows:

e ResourcelD: this will be the ID that references your DRM Keys. This is a
required field.

Note: The first time you send a ResourcelD to run a job, the ID will be tied
to the DRM keys for that job. Jobs can use the same ResourcelD to reference
the same keys or for new DRM Keys send a new ResourcelD. It is best not to
use a ResourcelD from a failed job.
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e System ID: Unique identifiers for the DRM system to use. Insert the
System ID for Smooth Streaming, one ID per line:
9a04f079-9840-4286-abh92-e65be0885f95

Note: The System ID values need to be lowercase.

e URL: The URL is the APl URL copied from Step 9 above, except at to the
end of the URL add “/copyProtection”. (This is case sensitive, be sure
capitalize the P in Protection.)

Sample URL:
https://09puxkvybd.execute-api.us-east-
1.amazonaws.com/EzDRMLiveStage/copyProtection

e Role ARN: This value is from the MediaPackage Role created in Step 6.

Foles > MediaPackage X

Summary Dolte role
Role ARN &
Role description Allows MediaConvert senvice to call 53 APls and AP Gateway on your bahalt, | Edit
Instance Profile ARNs 4]
Path /
Creation time 2018-04-18 12:58 EDT
Maximum CLI/API session duration 1 hour Edit
Trust Access Advisor Rovoke sessions
[ [
Policy name « Palicy type =
MediaPackagetoEZDRM Inline policy x

© Add inline policy

5. Once these settings are completed, click the Save button to create the
endpoint.
Add/edit endpoints

Endpoints Add

dash-0001

smooth-0001 ‘

his-0001

Cancel m
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6. Now for redundancy, from your second MedialLive channel, create an Smooth
Streaming endpoint with the same settings as the one we just created, but
change the ID name to indicate the redundant endpoint.

For this example, we called our first channel MediaLive1 and created the
Smooth Streaming endpoint smooth-0001. Under MediaLive2 we will create
a duplicate Smooth Streaming endpoint but name it smooth-0002.

Duplicate ALL the same settings for the second Smooth Streaming endpoint
under the second channel and click Save.

Note: It is helpful to have multiple tabs open during this process, for ease of
copying settings from one channel to the other.

AWS Elemental MedlaPackage > Channels ¥ fromMedialiveZ 3 Add/edit endpoints

Add/edit endpoints
Endpoints Add smooth-0002
: (]
his-0002 The ID is the endpoint identifier that you use for API actic
smooth-0002
dash-0002 P .
Supported characters are numbers, letters, underscores (), and dashes (-}, Must be unique per AWS account per reglon
4 smooth-0002 ’ @ ‘ Description - optional
Shucl m Manifest Name
The manifest name is a short string that is appended to the endpoint URL to create a unique path to this endpoint

Smooth

7. Once MedialLive is running and publishing to MediaPackage, you will be able
to access the URL created to play the DRM encrypted Media.

Endpoints lete Addfedit endpolnts
1 > @
D Description Package type Preview URL
dach-0007 DASHISO - https://547f72e6652371c3.mediapackage us-east-
g 2 Y T.amazonaws.com/out/v1/f38731c8203d4a2b9a073152d836bacd /dash.mpd QR code
smooth- Microsoft ol https://547f72e6652371c3.mediapackage. us-east-
0001 Smooth 4 1 fout/v1/f f 194838800a5f5/Smooth.ism/Manifest QR code
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Starting a MedialLive Channel

Open MedialLive and select the channel. Click the Start button to start the channel.

AWS Elemental X AWS Elemental Mediallve  Channels
MediaLive
Input security groups <A @
Channels
Name State [ +] ARN tnput
| [+] sample-live-channel e 2B3B182 182 299196 |

Once the channel is started, data for the stream will be shown in the Health section.

Health Past 1 hour (1min period) v [ Open in CloudWatch

B Fivcines [ Pipeiine

Active alerts Network in Network out Input video frame rate

—— B “'.. P .
cooccn [N | o0000e 10
L1 . ||

_Fillrnilllseconds - UDP input loss ) _Drupped frames - SvQtime

If Input video frame rate is ever not running, you know that there is a problem with
the stream.

Same on the MediaPackage side, there will be data showing under Operational
metrics.
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| metrics for all

Past 1 hour (Iminperiod) v | | [2 OpeninClosawateh || O

Ingress bytes Ingress response time average Egress bytes Egress response time average

Appendix1- Error Log Set-up

1. Tosetup an error log, go to Simple Notification Service in AWS.

AWS services

[ Simple Notification Service Q ]
Simple Email Service
Email Sending and Recelving Service

Simple Notification Service
SNS Pub/Sub, Moblle Pushand SMS

Simple Queue Service
S0S Managed Message Queues

2. Click Create topic from the SNS dashboard.
|sNs dashboard « SNS dashboard

Topics

Applications
Subscriptions

Text messaging (SMS)

£
\ Buliding a mobile app? Try AWS Mobile Hub. bR

Common actions

4 Create topic
Cre ammunication

1 channel to send messages and subscribe 1o

Create platform application
Create a platform application for mobile devices

O Create subscription
Subscribe an endpoint to a topic to receive messages published to that topic

Publish message
Q‘ Publish a message to a topic or as a direct publish to a platform endpoint

¢ Publish text message (SMS)
Publish a text message to a phone number

3. Enter the Topic name and Display name and click Create topic.
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Create new topic

‘ Building a mobile app? Try AWS Mabile Hub. ‘

A topic name will be used to create a permanent unique identifier called an Amazon Resource Name [ARN).

EmorfromMediaPackage
=

Cancel Create topic I

4. The Topic details will open, then click Create subscription.

x
St deat ioerd « Topic details: ErrorfromMediaPackage
| Topics
Applicati Publish to toplc Other topic actions =
Subscriptions Topic ARN 518888 ‘ackage
Text messaging (SMS) Topic owner  BB8B859578094
Region  us-east-1

Display name  Error

Subscriptions
Request confirmations Other subscription actions ~

Filter

Subscription ID

5. Change the Protocol to Email and enter the email address in the Endpoint
field. Click Create subscription.

Create subscription

Topic ARN arn:aws:sns:us-east-1:888mm 78094 :ErrorfromMediaPackage

Protocol ~ Email

Endpoint  Yyourname@youremail.com

oo

6. There will now be a Pending Confirmation line item, and an email will be sent
to confirm the subscription.
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Topic details: ErrorfromMediaPackage

—

Topic ARN t-1:8888 MediaPackage
Topic owner  BBBBSO57B094
Reglon  us-east-1
Display name  Error

Subscriptions

Create subscription Request confirmations Confirm subscription Other subscription actions =

Q
]

Subscriber

Resource Groups v *

Histo
Yy [ CloudWatch|
Simple Notification Service
CloudWatch
Console Home Monitor Resources and Applications
MediaLive - -
EC2 CodeStar
MediaPackage Lightsail & CodeCommi
TYY] Elastic Container Service CodeBuild

8. Under the Rules menu, click Create rule.

a“ys Services - Resource Groups ~ *
CloudWatch RUI es
Dashboards
Alarms 4 Rules route events from your AWS resources for processing by selected targets. You can create, edi*
Status = All *  Name
Billing
= Status Name
.
MediaPackageEvent *
vent Buses ® i
Logs O errorfromMP
Metrics
Favorites

9. Select the Service Name: MediaConvert (there isn't currently an option for
MediaPackage) and click the Edit link.
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ClaEhinioh Step 1: Create rule
Dashboards
Alarms 4 Create rules to invoke Targets based on Events happening in your AWS environment.
Event Source
Bl Build or customize an Event Pattern or set a Schedule to invoke Targets.
ng
Events @ Event Pattern @ Schedule ©
I Build event pattern to match events by service -
Event Buses :
Logs Service Name MediaConvert =
Metrics
Event Type All Events -
Favorites

Build an event pattern to match all events from this service

~ Event Pattern Preview Copy to clipboard | Eyé

10.Update “aws.mediaconvert” to “aws.mediapackage” and click Save.

"source": [

“aws.mediapackage"

11.Under Targets, click Add target.
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Step 1: Create rule

Create rules to invake Targets based on Events happening in your AWS envirenment,

Event Source

Build or customize an Event Pattern or set a Schadule 1o invoke Targets.

Targets

Seloct Target to invoke when an event matches your Event Pattern or when schedule is
triggered.
@ Event Pattern @ Schedule O

Build eustom event pattern -

{
“source”: [
“aws . medicpockoge”
1
}

12.Select SNS Topic from the dropdown and select the Topic you created in Step

3, for this example “ErrorfromMediaPackage”. Then click the Configure
details button.
Step 1: Create rule

Create rules to invoke Targets based on Events happening in your AWS environment.

Event Source Targets

Build or customize an Event Pattarn or set a Schadule 1o invoke Tangots. Select Target to invoke when an event matches your Event Pattem or when schedule is
triggend.

@ Event Pattern @ Schedule O

SNS topic - | e
Bulld custom event pattern -

I Topic* ErorfromMediaPackage -
“source”: [ + Conf

“ows .mediapackage” put

; 1 © Add target*

» Show sampla eventis)

* Required

13.Enter a Name for the rule and click Create rule.

Step 2: Configure rule details k
Rule definition

Name'  ErrorfromMP

Description

State ¥ Enabled

I CloudWatch Events will add Y P for

get(s) so they can be invoked when this rule is triggered. ]

Cancel Back Create rule

You will now get an error message in the event that there is a connection issue.

* Required
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