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Prerequisites

To use Encoding through the Bitmovin API, you must first get credentials at
https://bitmovin.com/bitmovins-video-api/.

To begin encoding through the Bitmovin API, you will pick your API language and go
through the setup steps at:
https://dashboard.bitmovin.com/getting-started/encoding

Then go to the corresponding GitHub library for your programming language at:
https://github.com/bitmovin/

If using Python; Python 3.6 or higher is required.

To download Python 3.6: https://www.python.org/downloads/
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Preparing for Bitmovin Encoding

Step 1: APl Key from Bitmovin

An API Key is assigned to your Bitmovin account. To find the ID, under your Account
name on the top right of the screen, click on the dropdown menu and select Settings.
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On the Account tab, under Api Keys, you will find the key you will need to save for the
encoding file. Click the Show button to reveal the key.

Account Team Plans  Limis  Biling

Technical Contact ;

First Nome:
Lost Nome:

Company: wpdem.com

Emait Berdrmcom

Organizations

Noma Organization id &

@erdrmcom_Orgonizotion | # i -~ 5 W - Y 3

API_KEY = 'c6bed2adex-7XXx-48XX-8cXX-XXXXacbXXXXX"' (Bitmovin API KEY)
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Step 2. Generating DRM Keys

Widevine and PlayReady

Below are the steps to create the DRM Keys for CENC-Widevine or CENC-PlayReady
encryption for Bitmovin.

To request the DRM keys from EZDRM to package the media, there are two options,
you can call the EZDRM web service in a browser, or you can script this process with
curl or other web service calls.

Option 1: Request DRM keys using EZDRM Web Service

1. Call the EZDRM web service in a browser:

https://wvm.ezdrm.com/ws/Licenselnfo.asmx?op=GenerateKeys

2. Generate Key values by entering the parameters values and clicking “Invoke”.

Click here for a complete list of operations.

GenerateKeys

Test

To test the operation using the HTTP POST protocol, click the 'Invoke' button.
Parameter Value

['H

P:

C:

Invokel
The parameters are as follows:
Parameter Description
u EZDRM username
p EZDRM password
c Content ID **optional
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Note: The Content_ID is optional. The first time you use this web service it will be blank.
For additional calls it can be blank for new keys or use an existing Content_ID. Sending
a Content_ID will allow you to encrypt content with the same DRM values as other
content and have that content share one license. If you don't send this value, the web
service will automatically generate a unique Content_ID. If you call a Content_ID, you
will get the back all the DRM key information for that Content_ID. See Appendix 1 for
more information on calling existing keys with Content_ID.

3. The response from EZDRM will ook like this:

v<EEZDRM xmlng="">
v<WideVine diffgr:id="WideVinel" msdata:rowOrder="0" diffgr:hasChanges="inserted">
<Content ID>6IXXXx0Z8xXXAXXXXXXLbg==</ContentID>
<Key>WSXXXAXXXZHXT JhXXAXXvw==s /Koy>
<KeyHEX> ShXXXXXXXXXXI191 £XXeIBXAXXXXSEDE </ KeyHEX>
<KeyID>WVEXXXXXX1iBEXXw+XXXXX==</KeyID>
qxc}.ID,CU;:?:_SXX)_(*_XK3—36_Kl!—_5_l_ﬂ(9—ﬂx_x_l—lDx*xlﬁxlﬂﬂﬂlb‘\:."Kr_'}'IDGUIDi
«¥eyIDHEN - SEANKINI6AB500NNOONXXD 24 XD~ / voy TDHEK>
v <PSSH> : '
EhXXXXXXXXXNXXXXXXN6sKGLOXXXXXNANQE TebXXXEBkSYMAXX XXX XN NXXKKXAN ] ITHAXX ==
</PSSH>
<ServerURL>https://widevine-dash.ezdrm.com/proxy?pX=XXXXXX</ServerURL>
v<ServerCet>
request={"policy": "", "tracks": [ {"type": "SD"}], "content_id": "6IXXXx0ZBxXXXXXXXXXLbg=="}
<fServerGet>
¥ <ResponseRaw>
{"status":"OK", "drm": [ {"type": "WIDEVINE", "system_id" :"edef8ba979d64acealcB27dcd51d21ed"} ], "tracks":
[{"type":"SD", "key_id" : "WVEXXXXXX1iBEXXw+XXXXX==" “koy" 1" WWXXXXXXXLiBEXXw+XXXXX== , "pssh”:
[{"drm_type":"WIDEVINE", "data”: " EhXXXXXXXXXXXXXXAXX68kGLGXXXNXXXNQ6IebXXXZBKSYMYNXXXXXXXXAXXNAKFITKXN =="}1}1}
</ResponscRaw>
</WideVine>
v<PlayReady diffgr:id="PlayReadyl" madata:rowOrder="0" diffgr:hasChanges="inserted">
<Key>WSXXXXXXXZHXT JhXXXXXvwe=< /Key>
<KeyHEX> ShXXXXXXXXXXI191£XXeIBXXXXXXS56bE </KeyHEX>
<KeyIDGUID>SXXXXXX3-3I6XX-5XXB-BXX1-10XXXXXXXXXDb</KeyIDGUID>
¥ <LAURL>
https://playready.ezdrm.com/cency/preauth.aspx?pX=XXXXXX
</LAURL>
<Checksum> 1Xg+XXAXXX0=</</Checksum>
</PlayReady>
</EZDRM>

Option 2: Request DRM keys with curl

The second option to request DRM keys from EZDRM is to script the process with curl
or another web service call.

Using EZDRM's web service, the curl script below retrieves the DRM values from the
web service.

curl -v ‘http://wvm.ezdrm.com/ws/LicenseInfo.asmx/GenerateKeys?U=EZDRM USERNAME&P=EZDRM PASSWORD&C= £’

The parameters are as follows:

Parameter Description
U EZDRM username
P EZDRM password
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C \ Content_ID **optional, for blank pass \

Note: Although Content_ID is optional you must pass a “” for blank if you do not specify a
Content_ID.

The following is returned from the web service:

<EZDRM xmlns="">
<WideVine diffgr:id="WideVinel" msdata:rowOrder="0" diffgr:hasChanges="inserted">
<ContentID>6IXXXXOZ8XXXXXXXXXXLbg==</ContentID>
<Key >W5XXXXXXXZHXTFhXXXXXvw==</Key>
<KeyHEX>5bXXXXXXXXXX9191fXXe38XXXXXX56bf</KeyHEX>
<KeyID>WVXXXXXXX1iBEXXw+XXXXX==</KeyID>
<KeyIDGUID>5XXXXXX3-36XX-5XX8-8XX1-1OXXXXXXXXXb< /KeyIDGUID>
<KeyIDHEX>5XXXXXX36d85XXXXXXXXXXXXXb24XXXb< /KeyIDHEX>
<PSSH>ERXXXXXXXXXXXXXXXXX6 S KGLGXXXXXXXX06IebXXXZ8KSYMXXXXXXXXXXXXXXXXG3IXXXX==</PSSH>
<ServerURL>https://widevine-dash.ezdrm.com/proxy?pX=XXXXXX</ServerURL>
<ServerGet>request={"policy": "", "tracks": [ {"type": "SD"}], "content_id": "6IXXXXOZ8XXXXXXXX
XXLbg=="}</ServerGet>
<ResponseRaw>
{"status":"OK","drm": [{"type":"WIDEVINE","system_id":"edef8ba979d64acea3c827dcd51d21ed"}], "tracks": [{"type
"i"SDM, "key_id": " WVXXXXXXXL1iBEXXw+XXXXX==", "key" :" WSXXXXXXXZHXTFhXXXXXvw==","pssh":[{"drm_type":"WIDEVIN
E", "data" : " ERXXXXXXXXXXXXXXXXX6 S KGLGXXXXXXXXQ6IebXXXZ8kSYMXXXXXXXXXXXXXXXXF3IXXXX=="}]}]}</ResponseRaw>
</WideVine>
<PlayReady diffgr:id="PlayReadyl" msdata:rowOrder="0" diffgr:hasChanges="inserted">
<Key >W5XXXXXXXZHXTFhXXXXXvw==</Key>
<KeyHEX>5bXXXXXXXXXX9191fXXe38XXXXXX56bf</KeyHEX>
<KeyIDGUID>5XXXXXX3-36XX-5XX8-8XX1-10XXXXXXXXXb</KeyIDGUID>
<LAURL>https://plavready.ezdrm.com/cency/preauth.aspx?pX=XXXXXX</LAURL>
<Checksum>1Xg+XXXXXX0=</Checksum>
</PlayReady>
</EZDRM>

Apple FairPlay Streaming

Below are the steps to create the Key Files for Apple FairPlay Streaming.

To request the DRM keys from EZDRM to package the media, there are two options,
you can call the EZDRM Key Servers API, or you can script this process with curl or
other web service calls.
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Option 1: Request DRM keys using EZDRM Key Servers API

1.

To request the DRM keys through Advanced REST client (ARC) API, open a
session and select HTTP Request. If you do not have the ARC plug-in for
Chrome, see Appendix 2 for instructions.

Change the Method dropdown to POST.

Request

Request URL

GET https://

Socket
~
History A

PUT Headers

Today

3. Enter the Request URL below updated with your username and password:

http://fps.ezdrm.com/api/keys?u=USERNAME&p=PASSWORD

The parameters are as follows:

Parameter Description
u EZDRM username
p EZDRM password
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i orgn
POST = http://fps.ezdrm.com/api/keys/AssetiD?u=USERNAME&p=PASSWORD ¥ w

HTTP request Method Request URL

Today
E'D ¢ > Togglesourcemode < Insert headers set
POST  hitp://fps.ezdim com/api/Keys/AssetiD?u._

Ml Fabmary 24 214 Header name Header value

GET http./fps ezdrm.com/api/keys/1fdfc660-cT...
ADD HEADER
POST  hitp://fps.ezdrm.com/api/keysPu=cpixi@e... =
A, Headers are valid
Friday, February 23, 2018

16020ms
POST  hitp://fps.ezdrm i/key 3

S 0D a <«
Saved -~

Save a request and recall it from here
There was an error parsing XML data

<FairPlay>
<AssetID>1XXXXXX0-cTed-4XXX-bl5c~- XXXKXXXKXaZ fnsse D>
<KeyH E:OIJZ aom:uummm T300XCO0000000

Use meta+s to save a request. It will appear in this
place.

< /KeyUri>

<Sunnc*tec”?%0e' a"sbl(fSunpnr.edFPSUa*s.:rs)

</FairPlay>
Proiects v

4. The following is an example of the response:

<FairPlay>
<AssetID>1XXXXXX0-c7ed-4XXX-bl5c- xxxxxxxXXaZa
<KeyHEX>D2 30XXXXXXXXXXXX17300 X4EPR
<KeyID>0jXXXXXXXXXXXXwDR] UrJ/XXXXXXXXXXXXkQUknFXXX=< /KeylI D)
<KeyUri> ;
<LicensesUrl>http: //fps ezdrm com/api/licenses</LicensesUrl>
<SupportedFPSVersions>1</SupportedFPSVersions>
</FairPlay>

POST ~ http://fps.ezdrm.com/api/keys?u=USERNAME&p=PASSWORD

KB</KeyHEX>

KXB</KeyHEX>

9</KeyUri>

5. Aunique AssetlID is assigned the first time you call the API, to get existing keys

see Appendix 1.

Option 2: Request DRM keys with curl

Using EZDRM's web service, the curl script below retrieves the DRM values from the

web service.

curl -X POST 'http://fps.ezdrm.com/api/keys?U=Username&P=Password' -d ' '

Note: there is a space between the single quotes at the end of the line.

The parameters are as follows:
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Parameter Description
U EZDRM username
P EZDRM password

The following is returned:

<FairPlay>
<AssetID>1XXXXXX0-c7ed-4XXX-b15c-XXXXXXXXXa25</AssetID>
<KeyHEX>D230XXXXXXXXXXXX17 30OXXXXXXXXXXXX4EABXXXXXXXXXXXX434927 1XXXXXB< /KeyHEX>
<KeyID>0GXXXXXXXXXXXXWDRFUrJ/XXXXXXXXXXXXkQOknFXXX=</KeyID>

<KeyUri>skd://fps.ezdrm. com/; IXXXXXXQ-c7ed-4XXX-b15c-XXXXXXXXXa25</KeyUri>

<LicensesUrl>http://fps.ezdrm.com/api/licenses</LicensesUrl>
<SupportedFPSVersions>1</SupportedFPSVersions>

</FairPlay>

Here are the descriptions of the items returned:
o KeyHEX: the DRM Encryption Key. This is given back in two forms: Base64
and HEX. The first 32 characters form KeyHEX are used in the key file for

“key” and the last 32 characters are used for “iv".

e KeyUri: the License URL for encryption.

Step 3. AWS - S3 Bucket Set-up

Create a New User
To create a new User in AWS complete the following steps:

1. Launch the AWS IAM console by searching for IAM.

E':IW'S1 Services v  Resource Groups v %

AWS services
IAM|

1AM

2. Go to the Users menu. Click the Add user button.
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g

Dashboard

| Users

Services ~ Resource Groups ~ *

-

——
Q

Grcues
User name - Groups Access ki

Le

Roles

Policies

Identity providers

Account settings

Enter a User name, for this example “bitmovin-demo”. Then under the “Select

Access T
enables

Add user

ype” section, click the checkbox to enable Programmatic access. This
an access key ID and secret access key .

o -

Set user details

You can add multiphe

users at once with the same access type and permissions. Learm maon

User name®  bitmovin-demo

© Add another user

Select AWS access type

Sedect how these users will access AWS, Access keys and autogenerated passwords ane provided in the last step. Learn more

Access type* + Programmatic access
Enables an access key ID and secret access key for the AWS AP, CLI, SDK, and
other development 100is.

* Required

AWS Management Console access
Enables a password that aows users o sign-in to the AWS Management Console.

-

Click the Next: Permissions button.

Select the Attach existing policies directly menu, search for “S3” and click
the checkbox to select AmazonS3FullAccess. This provides full access to all

buckets

via the AWS Management Console.
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Add user 1 o s) [a

- Set parmissions

far, J— @ Copy permissions from Attach existing policies
Faman A usr o grove - existing user dirsctly
Create policy <
Filter policies ~ 0,53 Shawing § results
Policy name = Type Used as Description
»  W# AmazonDiSRedshi..  AWS managed Pravides access 1o manage 53 sattings for .
= =z
| s »  WF AmazonS3Fuldccess  AWS managed Permissions policy (3} Provides full access io all buckets viathe A,
ni., AWS managed A Provides read only access to all buckets v,

Customer managed

»  WF QuickSightAccessF.. AWS managed Policy used by QuickSight feam to access c.
P —

Click the Next: Review button.

Review the new User settings on the Review page and click the Create user
button.

Add user 1 2 o 4

Review

Raview your cholces. After you create the user, you can view and the o] and access key.
User details

User name bitmovin-demo

AWS access type Programmatic access - with an access kay

boundary is not set

Permissions summary

The following policies will be attached to the user shown above.

Typo Name

Managed policy AmaronS3FullAccess

e i

The last step is the Success screen. Here you will have access to the Console
Login Link, the Access key ID and the Secret access key. Download the .csv
file with the key information and save this file where it can be accessed for
future reference.

This is the ONLY TIME you will have access to the Secret access
key. It is important to download the .csv with this information or copy and paste
the keys into a saved document. Once you leave this screen you will no longer have
access to the Secret access key.
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Add user

- @

® Success

You successfully created the users shown below. You can view and download user security credentials. You can also email users Instructions for signing in to the AWS Management
Consale. This is the last time these credentials will be avallable to download. However, you can create new credentials at any lime

Users with AWS Management Console access can sign-in at: hitps /888859578094 signin_aws amazon . com/console

& Download .csv

User Access key ID Secret access key
» @& cli-access AKIABDOOOOOUZAMOYZKA Po)0000(/qLGAIOOOXPoyS53p0GrCTVUl
HyaOg3 Hide
Close
@B HS- credentials (1).csv - Excel 7T 0B - 0 X
“ HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW
B . = =5 = 2 iti ing= & - - A~
3 Calibri . I“ Rk A = General ?{j Conditional Formatting .i: Insert E 7T
o EEE $ - 9% * [7Formatas Table- o Delete - [$]- M
8 I U~ AT = o9 b R ] [7 Cell Styles - [ElFormat- & -
Clipboard 7 Font Alignment Number Styles Cells Editing
D7 - fr .
A B c D A
1 |Username Password Access key ID Secret access key Console login link
<
2 |cli-access AKIAJXXXXXXXIZAMOYZKA  POXXXXX/qLGAINKXXXXPoySS3pOGrCTVulHyaXXX https://888859578094.signin

These values will be used for encoding:

S3_INPUT_ACCESSKEY =
S3_INPUT_SECRETKEY =

Create a New Role

P AKTAXXXXXXXXXXXXXXHA' (AWS User Access Kev ID)
' POXXX/ ALOXXXXXXXXXXtNn26xXXXXXXXX1VOyXXxx"' (AWS User Secret Access Kev)

If you don't already have a Role created in AWS with Administrator or S3 Full Access:

1. From the AWS IAM console, click on the Roles menu.

* Roles
Oushooard
‘What are IAM roles?
HMWnlmmbwﬂpﬂmmlnmmmlmwmmmmmwnﬂ:
Lisars
h = (AM user in another account
,mmE{:hmanpﬂmnﬂmMMm
. MMM!MW‘O”MW“WW'WM|H"MM
Identity providers o Users froma y SAML
Account settings 1AM roles bssus ks that ave valid for short duntions, making therm a mors secure way o grant sccess.
Credentai roport
Additional resources:
- 1AM Aoies FAQ
Encrymton keys « 1AM Roles Documentation
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2. Select AWS Service, the S3 service, and click Next: Permissions.

Create role ® : -
Select type of trusted entity
0 SAML 2.0 federation
Allows AWS services to perform actions on your behall. Learmn mon
Choose the service that will use this role
EC2
Aliows EC2 instances to call AWS sanicas on your bahalf.
Lambda
Alicws Lismibeda functions to call AWS sarvices on your behast,
AP| Gateway Canfig EMR 1T Fekngnitan
. s,
AppSync Data Lifecycie Manager Elastic Beanstalk Lambaa o
Agplication Auto Scaling Data Pipeine Elnstic Container Servico Lox SNS
Auto Scaling DeeplLens Elastic Transcoder Machine Learning SWF

* Required Cancel Next: Permissions.

3. Either give the Role AdministratorAccess or select AmazonS3FullAccess.
Click Next: Review.

Create role @ -

= Aftach permissions policies

Chooss ong o Mone policies 1o BTNACh 10 your new role.

Craate posicy

(4]

Filter poticies ~ QU

or pelicy 1)

Create role @ -
Policy name = Used as
| e e = Attach permissions policies
R T E——— Hone Choose one o more policies 1o attach 10 your new role,
v B AexsForfusressFutAconss Create policy z
U AexaforfumnessGatewayExecuton
b B AmalorDusinessPeadOnlyhcosss : Fitter policies ~ .53 Showing 5 results
v AmarocAPIGEwapAGTStraton
y W FPolicy name ~ Used as Deseription
.

B AmaronaAPiGatewsyPush ToCioudWatchi ogs ey L — in: ] Provides access to m 53 settings £..,
*Paping ¥ v Wi AmaronS3FullAccess Parmissions policy (4) Provides full access to all buckets via th...

v B AmaronS3IReadOnlyAccess Provides read only access to all buckets ...
v CrossS3Test
y 0o g L. None Policy used by QuickSight 1eam 1o acce...

* Required Cancel Previous I MNeaxt: Review |

4. Enter the Role Name and click Create role.
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Create role V2 o

Reaview

Provide the required infrmation beiaw Bnd neview this roke betons you create it

Role name®  EZDAM-nitmovin

#arumen and“as 8- characten. W 4 characters

Role description | Asows 53 1o call WS senices on your behalt

i Line pharmene ard “+u, 8- cf

Trusted entities  AWS B6nice: S3AMEIONIWE. COM
Policies [l AmazorS3FulAccess

Permissions boundary  Permissions boundary s not set

* Required Cancel Pravious I Croate role l

Create a New S3 Bucket

1. From the AWS Console, search for S3 Scalable Storage in the Cloud and

open.

Services v Resource Groups ~ *

AWS services

| ss

S3
Scalable Storage in the Cloud

\

Athena
Query Data in S3 using SQL

a oWk N

2. Click the Create Bucket button.

@W_S, Services ~ Resource Groups ~ *

Identify optimal storage classes with $3 Analytics - Storage Class A

Sucks~name

3. Enter the following parameters and click Next:
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e Bucket name: Bucket name can be any format you prefer. We
recommend that you use a naming convention that is unique and
reusable.

Note: The bucket name must be unique across all existing bucket names
in Amazon S3.

Region: enter the region closest to you.

Create bucket D¢

(1) Nameandregion  (2) Set properties (3) setpemissions  (4) Review

Name and region

Bucket name

Region

US East (N. Virginia) v

Copy settings from an existing bucket

2 Buckets

4. Click the Next button through the next three screens keeping all the default
settings, then click the Create Bucket button.

X

@ ramcasicgn (2 Create bucl

Create bucket

g Name and region @l Sel properties @ .
T @ ramcaniegon (@) et propetties © setpemissons  (3) Review

Manage users
Keep mullipie versons

The same buc Name and region

User 1D Objects.
Bucket name ezdim-aws-123455-001  Region US East (N. Virginia)

Read
okomienko{Cwner) Wrike

Properties
for other AWS account + Add account Versioning Disabled
Server access logging Disabled
Accounl Objects o Tagging 0Tags

Manage public permissions Objact level logging P

Do not grant public read access 1o this bucket (Recom

Default encryption None

Permissions
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5. Once the bucket is created, create two folders named “input” and “output” by
clicking the Create folder button.

Amazon 53 » awsezdrm-123458-001

Overview

Q
2 upioad [ + croato roicor (RN US East (N, Virginia) &
Viewing 1103
Name 1 Last modified size Storage class | =
& input e - -
5 output

6. Upload your files for encoding in the input folder.

These values will be used for encoding:

S3_INPUT_BUCKETNAME = 'ezdrm-aws-123456-001'(S3 Bucket Name)
S3_INPUT_PATH = 'input/BigBuckBunny_320x180.mp4' (S3 Input Path and Filename)

S3_OUTPUT_BUCKETNAME = 'ezdrm-aws-123456-001'(S3 Bucket Name)
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Bitmovin Encoding

Widevine and PlayReady

To create Multi-DRM protected content, the following EZDRM DRM Key values are
required for Widevine and PlayReady:

API_Key = 'YOUR BITMOVIN ACCOUNT API KEY'

S3_INPUT_ACCESSKEY = 'AWS USER ACCESS KEY'
S3_INPUT_SECRETKEY = 'AWS USER SECRET KEY'
S3_INPUT_BUCKETNAME = 'S3 BUCKET NAME'
S3_INPUT_PATH = 'S3 INPUT PATH'

S3_OUTPUT_ACCESSKEY = "'AWS USER ACCESS KEY'
S3_OUTPUT_SECRETKEY = "AWS USER SECRET KEY'
S3_OUTPUT_BUCKETNAME = 'S3 BUCKET NAME'

CENC_KEY = 'EZDRM KevHEX'

CENC_KID = 'EZDRM KeyIDHEX'
CENC_WIDEVINE_PSSH = 'Widevine PSSH'
CENC_PLAYREADY_LA_URL = 'PlayReady LAURL'

The parameters of the configuration have the following meaning:
e API Key: This is the API Key provided on your Bitmovin Account (see Step 1).

e S3 Input/Output Access Key: This is the provided when the AWS
User is created (see Step 3).

e S3 Input/Output Secret Key: This is the provided when the AWS
User is created (see Step 3).

e S3 Input Bucket Name: the name of the S3 Bucket (see Step 3).

e S3 Input Path: This is the path to the file you want to encode, located in the
Input folder of the S3 bucket.
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e Key: This is the common content encryption key in hex format, the EZDRM
KeyHEX value.

e Kid: This is the common unique identifier for your content key in hex format,
the EZDRM KeyIDHEX value.

e widevinePssh: This is the value for the Widevine PSSH box, the EZDRM PSSH
value.

o playreadyLaUrl: This is the URL to the PlayReady license server, the EZDRM
PlayReady value.

More information on creating Multi-DRM protected content please reference:
https://developer.bitmovin.com/hc/en-us/articles/115001080113-How-to-create-
combined-Multi-DRM-protected-content

Apple FairPlay Streaming

To create Multi-DRM protected content, the following EZDRM DRM Key values are
required for Apple FairPlay Streaming:

FAIRPLAY_KEY = “D23@XXXXXXXXXXXX17300XXXXXXXXXXX™; (The first 32 characters of EZDRM KevHEX)
FAIRPLAY_IV = "X4EABXXXXXXXXXXXX4349271XXXXXB”; (The last 32 characters of EZDRM KevHEX)

FAIRPLAY_URI = "_skd://fps.ezdrm.com/;1XXXXXX0-c7ed-4XXX-b15c-XXXXXXXXXa25" (EZDRM KeyUri)

Here are the descriptions of the items returned:

o Key: the 128-bit content encryption key. This is the first 32 characters from
the EZDRM KeyHEX value.

o |V:the initialization vector (IV) used for encryption. This is the last 32
characters in the EZDRM value.

e URI: the License URL used for the license key call, this is the EZDRM KeyUri
value.

More information on creating DRM protected content for Apple FairPlay please
reference:
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https://developer.bitmovin.com/hc/en-us/articles/115001080133-How-to-create-
Fairplay-DRM-protected-content

Encoding File Configuration Example - Python

1. To find your proper encoding file script, go to the GitHub library for your
programming language at: https://github.com/bitmovin/.

For this example, we will use the Python encoding files at:
https://github.com/bitmovin/bitmovin-python

2. Then select the proper encoding script, for example the encoding for Dash
CENC HLS FairPlay is located here:
https://github.com/bitmovin/bitmovin-
python/blob/master/examples/encoding/create_encoding_dash_cenc_hls_fair

play.py

3. In the "create_encoding_dash_cence_hls_fairplay.py" file you will need to
update these configuration items with your details to encode a test video as
described in the previous section:
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448 lines (382 sloc) 26.6 KB Raw Blame History [ » [

import datetime

from bitmovin import Bitmovin, Encoding, S30utput, H264CodecConfiguration, \
AACCodecConfiguration, H264Profile, StreamInput, SelectionMode, Stream, EncodingOutput, ACLEntry, ACLPermission, \
FMP4Muxing, MuxingStream, DashManifest, DRMFMP4Representation, FMP4RepresentationType, Peried, \
VideoAdaptationSet, AudioAdaptationSet, ContentProtection, S3Input, HlsManifest, VariantStream, \
AudioMedia, FairPlayDRM, TSMuxing

from bitmovin import CENCDRM as CENCDRMResource

from bitmovin.resources.models import CENCPlayReadyEntry, CENCWidevineEntry

from bitmovin.errors import BitmovinError

from bitmovin.resources.models.encodings.drms.cenc_marlin_entry import CENCMarlinEntry

API_KEY = '<YOUR_API_KEY>'

53_INPUT_ACCESSKEY = '<YOUR_S3_OUTPUT_ACCESSKEY>"
S3_INPUT_SECRETKEY = ‘<YOUR_S3_OUTPUT_SECRETKEY:"
S3_INPUT_BUCKETNAME = '<YOUR_S3_OUTPUT_BUCKETNAME>'
S3_INPUT_PATH = '<YOUR_S3_INPUT_PATH>"

S3_OUTPUT_ACCESSKEY = '<YOUR_S3_OUTPUT_ACCESSKEY>'
S3_OUTPUT_SECRETKEY = '<YOUR_S3_OUTPUT_SECRETKEY='
S3_OUTPUT_BUCKETNAME = '<YOUR_S3_OUTPUT_BUCKETNAME=>"

CENC_KEY = '<YOUR_CENC_KEY>'
CENC_KID = '<YOUR_CENC_KID='
CENC_WIDEVINE_PSSH = "<YOUR_CENC_WIDEVINE_PSSH>'
CENC_PLAYREADY_LA_URL = '<YOUR_PLAYREADY_LA_URL>'

FAIRPLAY_KEY = '<YOUR_FAIRPLAY_KEY>'
FAIRPLAY_IV = '<YOUR_FAIRPLAY_IV>'
FAIRPLAY_URI = '<YOUR_FAIRPLAY_LICENSING_URL>'

date_component = str(datetime.datetime.now()).replace(' ', '_').replace(':", '=").split('.')[@].replace('_"', '_')
OUTPUT_BASE_PATH = 'your/output/base/path/{}/'.format(date_component)

Sample values:

API_KEY = '@XXXXXXO-7XXx-48XX-8cXX-XXXXacbXXXXX"' (Bitmovin APTI KEY)

S3_INPUT_ACCESSKEY = 'AKIAXXXXXXXXXXXXXXHA' (AWS USER ACCESS KEY)

S3_INPUT_SECRETKEY = 'i+XXX/aLOXXXXXXXXXXtnn26xXXXXXXXiVOvXXxx' (AWS USER SECRET KEY)
S3_INPUT_BUCKETNAME = 'bitmovin-ezdrm-demo' (S3 BUCKET NAME)

S3_INPUT_PATH = 'input/BigBuckBunny 320x186.mp4' (S3 INPUT PATH FILENAME)

S3_OUTPUT_ACCESSKEY = 'AKIAXXXXXXXXXXXXXXHA' (AWS USER ACCESS KEY)
S3_OUTPUT_SECRETKEY = 'i+XXX/aLOXXXXXXXXXXtNn26xXXXXXXXXiVOyXXxx' (AWS USER SECRET KEY)
S3_OUTPUT_BUCKETNAME = 'bitmovin-ezdrm-demo’ (S3 BUCKET NAME)

CENC_KEY = "SbXXXXXXXXXX9191fXXe38XXXXXX56bf”; (EZDRM_ KeyHEX)
CENC_KID = "SXXXXXX36d85XXXXXXXXXXXXXb24XXXb”; (EZDRM KeyIDHEX)

CENC_WIDEVINE_PSSH = "ERhXXXXXXXXXXXXXXXXX6SKGLGXXXXXXXX06IebXXXZ8KSYMXXXXXXXXXXXXXXXX]3IXXXX=="";
(Widevine PSSH)
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CENC_PLAYREADY_LA_URL = "_https://playready.ezdrm.com/cency/preauth.aspx?pX=XXXXXX";
(PlavReadv LAURL)

FAIRPLAY_KEY = “D23@XXXXXXXXXXXX1730OXXXXXXXXXXX”; (The first 32 characters of EZDRM KevHEX)
FAIRPLAY_IV = "XAEABXXXXXXXXXXXX4349271XXXXXB”; (The last 32 characters of EZDRM KevHEX)

FAIRPLAY_URI = "_skd://fps.ezdrm.com/;IXXXXXX0-c7ed-4XXX-b15c-XXXXXXXXXa25" (EZDRM KevUri)
date_component = str(datetime.datetime.now()).replace(' ', '_").replace(':"', '-").split('."')[0@].re
place(* ', '_ ")

#OUTPUT_BASE_PATH = 'your/output/base/path/{}/'.format(date_component)

OUTPUT_BASE_PATH = 'output/’

Once the encoding file has been updated, it can be run using the chosen script.

Encoding Success

Once the file encoding script is completed, the Encoding will be created in the
Bitmovin dashboard.

>>> BITMOVIN Active Trials r:_/ (:/ 'f_'-f_/' i X .
¥ Dashboard

¥+ Encoding - Encodings — ~v

o i Typs & Reglon & Croated At - Enqueued  Overall  Stotus 3
AR . VoD a 2018-09-05 1425 1m10s s (R

The output folder in your S3 bucket will store the encoded files.
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Amazon S3 > bitmovin-demo-ab / output

- I

| Q Type a prefix and press Enter to search. Press ESC to clear.

[ Name 1=
[] & audio

[] # video

[1 [ o06-example_manifest_dash.mpd
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Appendix1- Call for Existing EZDRM Keys

Widevine and PlayReady

Sending a Content_ID for existing keys will allow you to encrypt content with the
same DRM values as other content and have that content share one license. If you
call a Content_ID you will get the back all the DRM key information for that

Content_ID.

Option 1: Request existing DRM keys using EZDRM Web Service

a. Call the EZDRM web service in a browser:

https://wvm.ezdrm.com/ws/Licenselnfo.asmx?op=GenerateKeys

b. Return Key values by entering the parameter values including the existing
Content_ID and click “Invoke”.

Click here for a complete list of operations.

GenerateKeys

Test

To test the operation using the HTTP POST protocol, click the 'Invoke' button.

Parameter Value

u: username

P: password

c: BIXXXX0ZBXXXXXXXXXXLbg==

The parameters are as follows:

invoke'\

Parameter Description

u EZDRM username
p EZDRM password
C Content ID

c. Your return results will always return the existing DRM keys that are tied to

the Content_ID.
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¥<EZDRM xmlng="">
v<WideVine diffgr:id="WideVinel" msdata:rowOrder="0" diffgr:hasChanges="inserted">
<ContentID>6IXXXx0Z8xXXXXXXXXXLbg==</ContentID>
<Key>WiXXXXXXXZHXTJhXXXXXvw==</Key>
<KeyHEX> ShXXXXXXXXXX9191£XXe3BXXXXXX56bE </KeyHEX>
<KeyID>WVXXXXXXX1iBEXXw+XXXXX==</KeyID>
<KeyIDGUID>5XXXXXX3-36XX-5XX8-BXX1-10XXXXXXXXXb</KeyIDGUID>
<KeyIDHEX:5XXXXXX36d85XXXXXXXXXXXXXb24XXXb</KeyIDHEX>
v <PSSH>
ERXXXXXXXXXXXXXXXXX6skGLGXXXXXXXXQ6 IebXXXZBkSYMXXKXXXXXXXXXXKXX ]I TXKKY==
</PSSH>
<ServerURL>https://widevine-dash.ezdrm.com/proxy?pX=XXXXXX</ServerURL>
v <ServerGet>
request={"policy": "", "tracks": [ {"type": "SD"}], "content_id": "6IxXXx0Z8xXXXXXXXXXLbg=="}
</ServerGet>
¥ <ResponseRaw>
{"status":"OK","drm": [ {"type":"WIDEVINE", "system_id":"edefB8ba979d64acealdcB27dcd51d21led"}], "tracks":
[{"type":"SD", "key_id": "WVXXXXXXX1iBEXXw+XXXXX==" "key":" WUXXXXXXX1iBEXXw+XXXXX== "pssh”:
[{"drm_type":"WIDEVINE", "data”: " EhXXXXXXXXXXXAXXAAX6skCLOXX XXX NXNQ6 IebX XX EBkSYMUX XXX XXX XNAXXNRX JITAXAK=="}1}1}
</ResponseRaw>
</WideVine>
v<PlayReady diffgr:id="PlayReadyl" msdata:rowOrder="0" diffgr:hasChanges="inserted">
<Key>WSXXXXXXXZHXT JhXXXXXvw==</Key>
<KeyHEX> SBXXXXXXXXXX9191£XXeIBXXXXXX56bE </KeyHEX>
<KeyIDGUID>S5XXXXXX3-36XX-5XX8-8XX1-10XXXXXXXXXb</KeyIDGUID>
¥ <LAURL>
https://playready.ezdrm.com/cency/preauth.aspx?pX=XXXXXX
</LAURL>
<Checksum> 1Xg+XXKXXX0=</</Checksum>
</PlayReady>
</EZDRM>

Option 2: Request existing DRM keys with curl

The second option to request existing DRM keys from EZDRM is to script the process
with curl or another web service call.

Using EZDRM's web service, the curl script below retrieves the DRM values from the
web service with the existing DRM keys based on the Content_ID.

curl -v ‘http://wvm.ezdrm.com/ws/LicenseInfo.asmx/GenerateKeys?U=EZDRM USERNAME&P=EZDRM PASSWORD&C=CONTENT
ﬂ)])

The parameters are as follows:

Parameter Description

U EZDRM username
P EZDRM password
C Content ID

The web service will always return the existing DRM keys that are tied to the
Content_ID.

Sample script with Content_ID:
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curl -v ‘http://wvm.ezdrm.com/ws/LicenseInfo.asmx/GenerateKeys?U=EZDRM USERNAME&P=EZDRM PASSWORD&C=5IXXXxO

ZBXXXXXXXXXXLbg==""

Existing DRM Keys returned:

<EZDRM xmlns="">
<WideVine diffgr:id="WideVinel" msdata:rowOrder="0" diffgr:hasChanges="inserted">
<ContentID>B6IXXXXOZBXXXXXXXXXXLbg==</ContentID>
<Key >W5XXXXXXXZHXTFhXXXXXvw==</Key>
<KeyHEX>5bXXXXXXXXXX9191fXXe38XXXXXX56bf </KeyHEX>
<KeyID>WVXXXXXXX1iBEXXw+XXXXX==</KeyID>
<KeyIDGUID>5XXXXXX3-36XX-5XX8-8XX1-1OXXXXXXXXXb</KeyIDGUID>
<KeyIDHEX>5XXXXXX36d85XXXXXXXXXXXXXb24XXXb< /KeyIDHEX>
<PSSH>EhXXXXXXXXXXXXXXXXX6 S kGLGXXXXXXXXQ6IebXXXZ8kSYMXXXXXXXXXXXXXXXXF3IXXXX==</PSSH>
<ServerURL>https://widevine-dash.ezdrm.com/proxy?pX=XXXXXX</ServerURL>
<ServerGet>request={"policy": "", "tracks": [ {"type": "SD"}], "content_id": "6IXXXXOZ8XXXXXXXX
XXLbg=="}</ServerGet>
<ResponseRaw>
{"status":"OK","drm": [{"type":"WIDEVINE","system_id":"edef8ba979d64acea3c827dcd51d21ed"}], "tracks": [{"type
""SD", "key _id":" WUXXXXXXXLiBEXXw+XXXXX==","key":" WSXXXXXXXZHXTFhXXXXXvw==","pssh":[{"drm_type":"WIDEVIN
E","data" : "ERXXXXXXXXXXXXXXXXX6SKGLGXXXXXXXXQ6IebXXXZ8kSYMXXXXXXXXXXXXXXXXF3IXXXX=="}1}]}</ResponseRaw>
</WideVine>
<PlayReady diffgr:id="PlayReadyl" msdata:rowOrder="0" diffgr:hasChanges="inserted">
<Key >W5XXXXXXXZHXTFhXXXXXvw==</Key>
<KeyHEX>5bXXXXXXXXXX9191fXXe38XXXXXX56bf</KeyHEX>
<KeyIDGUID>5XXXXXX3-36XX-5XX8-8XX1-1OXXXXXXXXXb</KeyIDGUID>
<LAURL>https://playready.ezdrm.com/cency/preauth.aspx?pX=XXXXXX</LAURL>
<Checksum>1Xg+XXXXXX0=</Checksum>
</PlayReady>
</EZDRM>
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Apple FairPlay Streaming
Sending a AssetlID for existing keys will allow you to encrypt content with the same
DRM values as other content and have that content share one license. If you call an
AssetID you will get the back all the DRM key information for that AssetID.
Option 1: Request existing DRM keys using EZDRM Key Servers API
a. Torequest existing DRM keys through Advanced REST client (ARC) API, open a
session and select HTTP Request. If you do not have the ARC plug-in for
Chrome, see Appendix 2 for instructions.
b. Change the Method dropdown to GET.

@ https://

POST ~

Socket

History A
PUT Headers

c. Enter the Request URL below updated with your AssetlID, username, and
password:

http://fps.ezdrm.com/api/keys/AssetlD?u=Username&p=Password

The parameters are as follows:

Parameter Description
AssetID Existing FairPlay AssetlD
u EZDRM username
p EZDRM password
GET . http:l{fp§.ezdrm.com/apn!keysmssetlD?u=Username&p=Password
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Socket

History A
Today

POST  htp.ffps ezdrm.com/api/keys/AssetiD?u.
Monday, Februar ¥ 26,2018

GET http:/ffps.ezdrm.com/api/keys/1{dfc660-c7.
POST  http/ffps.ezdrm.com/apifkeys Tu=cpix@e
Friday, February 23, 2018

POST  hitp:/ffps.ezdrm.com/apifkeys fu=cpix@e

Saved ~

Save a request and recall it from here

Use meta+s fo save a request. It will appear in this
place

Projects -

POST = http://ips.ezdrm.com/api/keys/AssetlD?u=USERNAMEE&p=PASSWORD I

Parameters ~

Headers Bady Variables
I-D ) Togglesourcemode - Insert headers set
He X
A, Headers are valid Headers size: bytes
D a o
There was an error parsing XML data

<FairPlay>

<AssetID>1XKXXAN0-cTed-4XXX-bl5c-AXXXXXXXXa25</AsserID>

<HeyHEX>DZI0KKXXAXXXXEAXLTI0ORKRXAXKXKLAKS A3492T1XXKXKB</KeyHEX>

D20 XXXXXAXXXXXAWDR UL T/ XXAXXAXXAXXXKQO RN FAXX=</KeyID>
>skd://fps.ezdrm.com/ ; LXXXXXX0-cTed-4XNX-b15c-AXXXXXXKKA25</KeyUri>
>http://fps.ezdrm.com/api/licenses</LicensesUrl>
tedFPSVersions>l</SupportedFPSVersions>

The GET will always return the existing DRM keys that are tied to the AssetID.

Option 2: Request DRM keys with curl

Using EZDRM's web service, the curl script below retrieves the DRM values from the

web service.

curl -X POST 'http://fps.ezdrm.com/api/keys/AssetID?U=Username&P=Password’' -d ' '

Note: there is a space between the single quotes at the end of the line.

The parameters are as follows:

Parameter

Description

AssetID

Existing FairPlay AssetID

U EZDRM username

P EZDRM password

The response will always return the existing DRM keys that are tied to the AssetID.
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Sample curl script with AssetlD:

curl -X POST 'http://fps.ezdrm.com/api/keys/IXXXXXX0-c7ed-4XXX-b15c-XXXXXXXXXa25?U=Username&P=Password' -d

Existing DRM Keys returned:

<FairPlay>
<AssetID>IXXXXXX0-c7ed-4XXX-b15c-XXXXXXXXXa25</AssetID>
<KeyHEX>D230XXXXXXXXXXXX17 30OXXXXXXXXXXXXAEABXXXXXXXXXXXX434927 IXXXXXB< /KeyHEX>
<KeyID>BFXXXXXXXXXXXXWDRFUrJ /XXXXXXXXXXXXkQOKknFXXX=</KeyID>
<KeyUri>skd://fps.ezdrm.com/ s IXXXXXXQ-c7ed-4AXXX-b15c-XXXXXXXXXa25</KeyUri>
<LicensesUrl>http://fps.ezdrm.com/api/licenses</LicensesUrl>
<SupportedFPSVersions>1</SupportedFPSVersions>

</FairPlay>
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Appendix 2 - Installing ARC Plug-in

a. To install the Advanced REST client (ARC) plug-in for Chrome in order to call
the EZDRM Key Servers API, search for “Advanced REST client” using the Google

search engine.

b. Click the “Advanced REST client - Chrome Web Store” link.

Go O gle advanced rest client 4 Q

All Videos News Images Shopping More Settings Tools

hitpsy Mhddyancedrestclient.com ADg ESting tool! Save your time with the easiest API
testing tool out there. No'complicated forms and scripts. Easy to use yet very powerful. The only REST
client that makes ...

VAV oV oV oV oF oV o oV oV oV oV oV oV oV oV oV oV oV 4

c. Click on the +Add to Chrome button to install the plug-in.

£
£
£
£
£
£
’

agdvancedrestclient com

Y Advanced REST client y

Kk (12213) /
OVERVIEW REVIEWS SUPPORT RELATED /
e0o00e V.
e % Compatible with your device
Request Request 8 = /
Socket " The web developers helper program |
' to create and test custom HTTP /
Projects !
o Bt Orst Ot O omm O requests, .
[ Haadesn Bt Predelined ssts THIS APPLICATION IS DEPRECATED BY |
Hestory GOOGLE. /
ronii T ampont Please, install desktop client from |
https:/finstall.advancedrestclient.com /

m A better AP testing tooil

P LN LSS LSS A A AT

d. Click the Add app button to confirm installation.
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‘ Add "Advanced REST client"? m

i

]
It can:

» Exchange data with any device on the local network or
internet

» Store data in your Google Drive account

e. Open the plug-in by clicking the ARC app button.

~e B OMGL

Web Store Docs YouTube Gmail Google Drive Slides

Sheets

Return to Apple FairPlay Streaming section to continue instructions for calling the
EZDRM Key servers API.
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