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Prerequisites

Installation of AWS Command Line Interface (CLI) pip install is required prior to
configuration. Python 3.6 or higher is required.

For more information on requirements set up, visit this link in a browser:
https://docs.aws.amazon.com/cli/latest/userguide/installing.html

To download Python 3.6: https://www.python.org/downloads/

STEP1- EZDRM AWS Speke 2.0 Server Deployment

We will utilize AWS SPEKE 2.0 to support their multi-key infrastructure.

Create API
1. Under API Gateway click Create API.

B 4 @ Nvignav EZDRM-Dev ¥

API Gateway X
APIs Create API
APls Q
Custom demain names
1
VPC links @
Name 'y Description
EZDRMClearKeyRestAPI EZDRMClearKey Server AP|
ezdrmKeyServer ezdrm speke 2.0 key server
EzDRMLiveRestAPI EzDRMLive Server APl

© EZDRM | www.EZDRM.com 3 (888) 636-9723 | simplify@EZDRM.com




2. Build a REST API by clicking the Build button.

852 Services

API Gateway x Choose an API type

APls TP API

Custom domain names

VPC links

Works with the followirg:
Lambda, HTTP backends

ebSocket API

Build 3\WebSocket API using
persistentepnnections for real-
time use caséssuch as chat
applications or dashboards.

Works with the followihg:
Lambda, HTTP, AWS Servite

REST API

Develop a REST API where you gain
complete control over the request
and response alang with API
management capabilities.

Works with the following:
Lambda, HTTP, AWS Services

=] .. |

ST API private

Create'aREST API that is only
accessiblerom within a VPC.

Works with the following:
Lambda, HTTP, AWS'Services

[
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*Note - do not use REST API Private, only the REST API option shown.

3. Select REST protocol, and under Create new API select New API. Enter the
APl name, Description and select the Endpoint Type - Edge Optimized.

Edge Optimized allows the endpoint to be geo-balanced.

showall nints @)

42 Amazon APiGateway APl - Greate

APls . Choose the protocol

Select whether you would like to create a REST APl or a WebSocket API.

® REST | O WebSocket

Create new API

Custom Domain Names

VPC Links

In Amazon APl Gateway. a REST AP refers to a collection of resources and methods that can be invoked through HTTPS

endpoinis.
O Clone from existing APl () Import from Swagger or Open APl 3

O Example API
Settings
Choose a friendly name and description for your API.

APl name* ezdrmKeygen
Description £2drm speke 2.0 key generator
Endpoint Type Edge optimized i }
4. Click Create API.
© EZDRM | www.EZDRM.com 4 (888) 636-9723 | simplify@EZDRM.com
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Create API Resource

5. Under Resources Actions menu, select Create Resource.
Resources QNew Child Resource

! FesouReERenons ‘eate a new child resoun
Create Method
Fproxy resource
Enable CORS

Resource Name*
Edit Resource Documentation

Resource Path*
APLACTIONS

Deploy API

Import APl

Edit APl Decumentation
Delete API

Enable APl Gateway CORS

6. Leave Configure as proxy resource unchecked. Enter Resource Name, we

recommend copyProtection (case sensitive). Leave Enable APl Gateway
CORS unchecked.

7. Click Create Resource.

APIs > ezdmKeygen (xig7kdzsdf) > Resources > /copyProtection (w5zped) > Create

showalinints @)
. Resources Actions~ | @ New Child Resource
-/ Use this page to create a new child resource for your resource. @
~ IcopyProtection

oot Configure as (Zproxy resource te
Resource Name* copyProtection
Resource Path® JcopyProtection/ _ copyProtection

‘You can add path parameters using brackets. For example, the resource path {username} represents a path parameter called ‘usemame’. Configuring /copyProtection/{proxy+} as a proxy
resource caiches all requests 10 its sub-resources. For example. it works for a GET request to /copy To handle requests to /copy add a new ANY metnod on the
JcopyProtection resource.

Enable API Gateway CORS de

* Required

Create Method

8. Under Resources Actions menu, select Create Method.

Resources icopyProtection Methods

- f BESOUR & O
Create Method
Create Resource
Enable CORS

IcopyPre¢

Edit Resource Documentation

Delete Resource

API ACTIONS
Deploy API
Import API
Edit API Documentation
Delete API

© EZDRM | www.EZDRM.com 5 (888) 636-9723 | simplify@EZDRM.com




Digital Rights Management
Simplif

[
B EZDRM s

9. The Method type is POST.

Resources Actions~ | @ /copyProtection Methods

-/
IcopyProtection

(st v] ©©

10.Under Integration Type select HTTP. Select the checkbox for Use HTTP
Proxy Integration. HTTP Method is POST. The Endpoint URL is
https://cpix.ezdrm.com/speke2/speke2.aspx

11.Content Handling is Passthrough. Select Use Default Timeout.

12.Click Save.

Resources | Actions~ & [copyProtection - POST - Setup &

wi f
« [copyProtection
POST

Choose the integration point for your new method.

Integration type () Lambda Function €
® HTTP ©
O Mock @
O AWS Service @
O VPCLink @

Use HTTP Proxy integration B0

HTTP methed posT ~

Endpoint URL [hnpsth‘cpix,ezdrm,ﬂ om/speke2/speke?.

Content Handling  Passthrough v @

Use Default Timeout B @

© EZDRM | www.EZDRM.com 6 (888) 636-9723 | simplify@EZDRM.com




13.Next, select Integration Request link.

Resources | Actions~ ® /copyProtection - POST - Method Execution

./

+ [copyProtection -

POST
i

Client

Integration Request

Method Request ®

| Integration Request I

.
Auth: NONE Type: HTTP_PROXY

ARN: arn-aws:execute-apius-
east-1:8 90552 xtgTkdzsdi/ —
IPOST/copyProtection

Method Response . Integration Response

HTTP Status: Proxy
Models: application/json == Empty

Proxy integrations cannot be
configured to fransform responses

xdse' zeyeds/zeyads/woo wipze xidoysdiy 1S0d

Digital Rights Management
Simplif
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14.Specify an HTTP Header, this is how access to the endpoint is validated with

EZRDM.

15.Enter a Name, for this example we suggest ezdrmSecureToken (case

insensitive).

16.Enter the ezdrmSecureToken provided through your EZDRM admin portal
under Mapped From in single quotes (see example).
17.Click checkmark to save.

© EZDRM | www.EZDRM.com
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Resources Actions~ /@ ¢ Method Execution  /cOpyProtection - POST - Integration Request g

v/
~ fcopyProtection
POST

Provide information about the target backend that this method will call and whether the incoming request data should be modified.

Integration type O Lambda Function @
@ HTTP ©
O Mock @
O AWS Senice @
O VPCLink ©

Use HTTP Proxy integration E 6
HTTP method POST 4
Endpoint URL hips:ficpix.ezdrm.com/speke2/speke2.aspx 4
Content Handling Passthrough # @
Use Default Timeout 6

» URL Path Parameters

» URL Query String Parameters

v HTTP Headers

Name Mapped from & Caching

ezdrmSecureToken JOMWME ;. " ‘k4N2E1ZTg0ZGE4} E}D

Deploy API

18.Select Deploy API from the Actions menu.

Resources Actions ~ € Method Execution

=

METHOD ACTIONS

v/
Edit Method Documentation n about th
« [copyPra
POST Delete Method
Integrat
RESOURCE ACTIONS
Create Method
Create Resource
Enable CORS
Edit Resource Documentation
Delete Resource
Proxy int
Pl ACTIONS
Deploy API HTTP
Import APl
Edit APl Documentation Endp
Delete API sontent

19.Select [New Stage] under Stage Name.

20.Enter the Stage Name. This name is used as part of the APl URL to identify
the version of the API. For example, you can name based on a test or stage
version, as well as production, etc. For our example we used “production”.

© EZDRM | www.EZDRM.com 8 (888) 636-9723 | simplify@EZDRM.com
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21.The Stage Description can be used to notate the version of the API. For this
example we used “deploying production endpoint”.

Deploy APl @&

Choose a stage where your AP| will be deployed. For example, a test version of your
APl could be deployed to a stage named beta.

Deployment stage [New Stage] v
Stage name* production
Stage description deploying production endpoim]
4
Depleyment description
ploy P 4

22.Click Deploy.
23.You will copy the API URL at the top of the Editor page labeled Invoke URL.
Paste this URL in a notepad for editing in a future step.
Stages production Stage Editor

~ & production
wf
+ [copyProtection

POST

@ Invoke URL: hitps:ii% . execute-api us-east-1 amazonaws com/production

Settings  Logs/Tracing = Stage Variables = SDK Generation | Export = Deployment History =~ Documentation History = Canary

Cache Settings

© EZDRM | www.EZDRM.com 9 (888) 636-9723 | simplify@EZDRM.com
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STEP 2 - Create Role - MediaPackage

To create a the MediaPackage Role in AWS complete the following steps:

1. Launch the AWS IAM console by searching for IAM.
i?_\’f_s_, EEE Services Q 1AM

Y

@ ReSource Groups & Tag |

Search results f

Services
Features (15)

Blogs (1,260) Ll

AWS resources

Documentation (94,983)

2. Go to the Roles menu. Click the Add role button.

Identity and Access x 1AM

Management (IAM)
e 2 :

Dashboard

v Access management
User groups

— Role name v Trusted entities. Last activity

Policies
AwsServiceRoleForMediaPackage AWS Service: mediapackage (Sen

d Role) 245 days ago
Identity providers amezpca

Account settings AwsServiceRoleForSupport AWS Service: support (Service-Linked Role)

3. Under AWS service select the MediaConvert role (there isn't currently a role

for MediaPackage) and click the Next: Permissions button.
* Create role ° 2) (s

Select type of trusted entity

ﬁ AWS service @ Another AWS account @ Wablderty ° SAML 2.0 federation
-

Allows AWS services to perform actions on your behalf, Learn more

Choose the service that will use this role

EC2
Allows EC2 Instances to call AWS services on your behalf

Lambda
Allows Lambda functions to call AWS services on your behalf.

AP| Gateway Config Elastic Container Service Lex SWF

AppSync DMS Elastic Transcoder Machine Learning SageMaker
Appiication Auto Scaling  Data Pipeline ElasticLoadBalancing Service Catalog
Auto Scaling DeepLens Glue OpsWorks Step Functions
Batch Directory Service Greengrass RDS Storage Gateway
CioudFormation DynamoDB GuardDuty Redshift

CioudHSM EC2 Inspector Rekognition

CioudWatch Events EMR oT s3

CodeBuild ElastiCache Kinesis sMs

CodeDeploy Elastic Beanstalk Lambda SNS

“hamind ote E

4. Review attached permissions and click the Next: Tags button.

www.EZDRM.com 10 | simplify@EZDRM.com
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Create role . e s) (&

~ Attached permissions policies

The type of role that you selected requires the following policy.

Filter policies v Q search Showing 2 results
Policy name Used as Description
y W AmazonAPIGatewayinvokeFullAccess Permissions policy (3) Provides full access to invoke APIs in Amazon ...
» ¥ AmazonS3FullAccess Permissions policy (6)
Provides full access to all buckets via the AWS ...
* Required ‘Cancel

5. Add any application tags (optional) and then click Next: Review
Create role BEEN - BE
Add tags (optional)

IAM tags are key-value pairs you can add to your role. Tags can include user information, such as an email address, or can be descriptive, such as a job
title. You can use the tags to organize, track, or control access for this role. Learn more

Key Value (optional) Remove
Add new key

You can add 50 more tags

Cancel Previous

6. Enter the Role name and click Create role.
Create role D) (2) (3 °

Review

Provide the required information below and review this role before you create it.

[ Role name* T Media_Package i ]

Use alphanumeric and *+=,.@-_' characters. Maximum 64 characters.

Role description | Allows MediaConvert service to call S3 APIs and API Gateway on your behalf.

Maximum 1000 characters. Use alphanumeric and “+=,.@-_ characters.

Trusted entities AWS service: mediaconvert.amazonaws.com

Policies AmazonS3FullAccess (!

AmazonAPIGatewaylnvokeFullAccess ('

Permissions boundary Permissions boundary is not set

*Required Cancel Previous

© EZDRM | www.EZDRM.com 11 (888) 636-9723 | simplify@EZDRM.com
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7. Now that the MediaPackage role is created, click on the link to open the role
details.

Identity and Access x 1AM Roles
Management (IAM)

Roles (25) info z Delete
Q Search IAM i n

An1AM role is an identity you can create that has specific permissions with credentials that are valid for short durations. Roles can be assumed by entities

Dashboard

Q search il ®
w Access management

User groups

Role name <~  Trusted entities Last activity -
Users

Roles MediaPackage AWS Service: mediapackage 16 days ago

8. Because a role doesn't exist for MediaPackage, you will need to add an inline
policy and change the settings of these role. This gives permission to execute
the copy protection.

First, note your AWS Account ID as part of the Role ARN value (you can also
find this value under the My Account menu under Account Settings). Click the
link to Add inline policy.

Identity and Access % Roles > MediaPackage
Management (IAM) “ Summ ary PmE——
Dashboard Role ARN  amiaws:iam:5( )55210le/MediaPackage €]
~ Access management Role description  Allows MediaConvert service to call 3 APIs and API Gateway on your behalf, | Edit
User groups. Instance Profile ARNs. )
Users Path  /
Roles Creationtime ~ 2018-09-1404:17 EST
Policies Lastactivity ~ 2021-12-21 12:38 EST (17 days ago)
Identity providers: Maximum session duration 1 hour Edit
Aoomfestings "Permissions | Trust relationshi Tags | Access Advi Revoke sessions
~ Ac
- " ~ Permissions policies (1 policy applied)

ess analyzer
Archive rules Attach policies © Addinline policy

9. Next select the JSON tab and replace with the following code:

Create policy o 2

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more

—
Visual editor JSON Import managed policy

]
2 "Version": "2012-18-17",
"Statement": []

4}

"Version": "2012-10-17",

"Statement": [

© EZDRM | www.EZDRM.com 12 (888) 636-9723 | simplify@EZDRM.com
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"Effect": "Allow",

"Action": [
"execute-api:Invoke"

5

"Resource": [
"arn:aws:execute-api:us-east-1:888XXXX78094:vxxxxxoy5h/*/GET/client/*/*",
"arn:aws:execute-api:us-east-1:888XXXX78094:vxxxxxoy5h /*/POST/copyProtection"

The yellow highlighted value is your AWS Account ID, the purple highlighted
value is from the EzDRM SPEKE 2.0 API Invoke URL created in Step 1 (this
value would change if you redeploy the Speke server).

Stages production Stage Editor

~ & production
v

[ @ Invoke URL: https:/x execute-api us-east-1 amazonaws.com/production ]
~ [copyProtection
POST

Settings | Logs/Tracing  Stage Variables | SDK Generation = Export =~ Deployment History = Documentation History | Canary

Cache Settings

10.0nce you've entered the correct code in the JSON tab, click the Review
policy button.

© EZDRM | www.EZDRM.com 13 (888) 636-9723 | simplify@EZDRM.com
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0 -

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more

This policy validation failed and might have errors converting to JSON : The policy must have at least one statement For more information about the IAM policy grammar, see AWS

IAM Policies
Visual editor JSON Import managed policy
i-1
2 "Version": "2012-10-17",
3- "Statement": [
4- {
5 "Effect": "Allow",
6~ "Action": [
7 "execute-api:Invoke"
8 ] ’
9- "Resource": [
10 "arn:aws:execute-api:us-east-1:888859578094 : */GET/client/*/*",
11 "arn:aws:execute-api:us-east-1:888859578094 : */P0OST/copyProtection”
12 i i
13 }
14 ]
15 } y

Cancel I Review policy I

11.0n the Review policy page, fill in the policy Name and click Create policy.

Create policy

Review policy
Before you create this policy, provide the required information and review this policy.

* Required

Name* [ MediaPackagetoEZDRM|

Maximum 128 characters. Use alphanumeric and '+=,.@-_' characters.

Summary
Q Filter X

Allow (1 of 136 services) Show remaining 135

ExecuteAP! Limited: Write

Multiple

o :

None

Cancel Previous I Create policy

© EZDRM | www.EZDRM.com
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12.Now you will detach the two default policies from the role by clicking the “x”
next to AmazonS3FullAccess and AmazonAPIGatewaylnvokeFullAccess.

P Trust Access Advi

Attach policy Attached policies: 3
Policy name ~ Policy type ~
» Wi AmazonS3FullAccess AWS managed policy
» W AmazonAPIGatewaylnvokeFullAccess AWS managed policy
» MediaPackagetoEZDRM Inline policy x

© Add inline policy

Click Detach on the Detach policy confirmation screen for both.

Detach policy x

Are you sure you want to detach policy AmazonS3FullAccess from role
MediaConvertRole ?

13.Then click on the Trust relationships tab and click the Edit trust
relationship button.

Roles > MediaPackage
Summary Delete role

Role ARN i 809 iaPackage (2]
Role description Allows MediaConvert service to call S3 APIs and API Gateway on your behalf. | Edit
Instance Profile ARNs [7a)
Path /§
Creation time 2018-04-18 12:58 EDT

Maximum CLI/API session duration 1 hour Edit

Access Advisor Revoke sessions

You can view the trusted entities that can assume the role and the access conditions for the role. Show policy document

I Edit trust relationship

Trusted entities Conditions

The following trusted entities can assume this role. The following conditions define how and when trusted entities can assume the role.
There are no conditions associated with this role.

Trusted entities

The identity provi I com

© EZDRM | www.EZDRM.com 15 (888) 636-9723 | simplify@EZDRM.com
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14.Edit line 8 from “mediaconvert.amazonaws.com” to

“mediapackage.amazonaws.com” and click the Update trust policy
button.

Edit Trust Relationship

You can customize trust relationships by editing the following access control policy document.

Policy Document

1-i
2 "Version": "2012-10-17",

3 "Statement": [

4

5 "sidn: v,

6 "Effect": "Allow",

7~ "Principal": {

8 "Service": "mediapackage.amazonaws.com"
9 1,

10 "Action": "sts:AssumeRole"
11 3}

12

130 3

Cancel Update Trust Policy

The Trust relationships tab should be updated as follows:

Permissions Trust relationships Access Advisor Revoke sessions £ (

You can view the trusted entities that can assume the role and the access conditions for the role. S('/’

Edit trust relationship s 4

Trusted entities C°§;'
The following trusted entities can assume this role. Thix\‘
The 4

Trusted entities \

The identity provider(s) mediapackage.amazonaws.com P

N
\ A /A\ / \‘, A A / N /A\ /\ /A 7\ /\ / 4 ,,/A\

© EZDRM | www.EZDRM.com 16 (888) 636-9723 | simplify@EZDRM.com
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15.0nce the MediaPackage role is created, make note of the Role ARN value for
use in a later step. You can copy this value using the doc copy shortcut.

Identity and Access Roles > MediaPackage
Management (IAM) i Summary
Dashboard Role ARN arn:aws:iam:50 1552 mle/MadiaPaCkage
~ Access management Role description Allows MediaConvert service to call S3 APIs and API Gateway on your behalf. | Edit
User groups Instance Profile ARNs )
Users Path /
Roles Creation time 2018-09-14 04:17 EST
Policies Last activity 2021-12-21 12:38 EST (17 days ago)
Identity providers Maximum session duration 1 hour Edit

STEP 3-Creatingan AWS MediaLive & MediaPackage
Job

Create a Channel in Medialive
1. Through AWS Services go to MediaLive and under Get Started, click Create
Channel.

aWws i Servics | Q Medialivel

@ Resource Groups & Tag |

Search results for 'MediaLive'
Identity and Accesg
Management (IAM Services

Blogs (19)
v
Dashboard Documentation (59,981) L

yuts for broadcast and streaming delivery
v Access manageme Knowledge Articles (1)

Media Services

AWS Elemental et started
M ed ia Live Create a channel that encodes your input

into multiple groups and outputs.

Live content conversion for
multiscreen delivery.

AWS Elemental MediaLIive is a video service that lets you easily create live outputs for
broadcast and streaming delivery.

Channel and Input Details
2. The channel is the input for your live broadcast. Enter the Channel Name
(this is a required value).

www.EZDRM.com 17 | simplify@EZDRM.com
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3. Under IAM Role, the first time you create a channel, you can select Create
Role from Template and click Create IAM role. The MediaLiveAccessRole
will be created. You can select to Remember role and it will be available as
the existing role for future channels.

Create channel

Channel Channel and input details
et
General settings _—
Inputsettngs sampleve-charnel  <(m—
role
Output groups (©

(o]

Use existing role
An output group can contain © Create role from template h
one or many outputs. For each Specify custom role ARN

output, you can configure the
encoding settings, and add or
remove audio, video, and
caption tracks.

New IAM role

n an existing set of AM policie

* Amazon S3 access for the following: ListBucket, PutObject,
GetObject, DeleteObject

* Read-only access for Amazon EC2 Systems Manager Parameter

e

« AWS Elemental MediaStore access for the following:
ListContainer, PutObject, GetObject, DeleteObject.

Create channel

Channel

Channel and input details

General settings.

Channel and input details

General info

Channel name - required
sample-live-channel

Input settings.

Output groups (0

An output group can contain
one or many outputs. For each
output, you can configure the
encoding settings, and add or
remove audio, video, and
caption tracks.

o |

4. Under Input attachments, click the Add button.

Create channel

Channel Channel and input details

Channel and input details | General info

General settings Channel name

| sample-live-channel

Input attachments

1AM role
An input attachment references an input and a
unique name to be associated with this channel

An output group can contain one or many
outputs. For each output, you can configure the
encoding settings, and add or remove audio,
video, and caption tracks.

© Useexisting role

Qutput groups
) Specify custom role ARN

Use existing role

Defines the permissions for accessing your channel. If you create an 1AM role instead of using an existing role, it might take a few minutes before the service
makes the new role available for you ta use

Use an existing IAM role. This field displays only the roles that include a compatible medialive amazonaws.com service principal. Its your responsibility to
ensure that this role has the permissions that AWS Elemental MediaLive needs

MedialiveAccessRole
552;

iaLiveAccessRole

Remember role

AWS Elemental MediaLive will save this IAM role for you. You can choose to use it the next time you create a channel.

© EZDRM | www.EZDRM.com
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5. Under Attach input, click the Create input button.

[ ]

Input

Choose an input to attach to this channel. The input can't be attached to another channel. You can attach a maximum of 20 inputs to one channel

Choose an input v

You can attach up to 20 inputs to one channel, including a maximum of 2 push inputs. For CDI inputs, you can attach 1 regular CDI input, or you can attach both
inputs that are in a COI partnership. These inputs count toward your push limit. You can't attach a CDI input if its partner is already attached to a different
channel. For Elemental Link inputs, you can attach up to 2 inputs. These inputs count towards your push limit.

Attachment name
Unique name for the input attachment. Cannot be edited once created,

6. This will pull the source and type of stream pushing up to MedialLive, for this

example we are using the HLS input type.
Create input

Channel progress saved
You will be redirected back to your channel settings after creating your input.

Input details

Input name - required

apple-test-stream

Input type - required
) RTP

Push your source to fixed endpoints with the real-time transport protocol.

RTMP (push)

Push your source to fixed endpoints with the real-time messaging protocol.

RTMP (pull)

Pull your source from external endpoints with the real-time messaging protocol.

O HLS

Pull your source from external endpoints with the HTTP protocol.
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7. Channel Input source A and Input source B will be the same for
redundancy. For this example, we are using a publicly available HLS stream
provided by Apple for testing. You will enter your encoders publishing point
URL for both Input sources and click Create button.

O HLS

xternal endpoints with the HTTP protoco

Input source A
For pull type inputs, you must specify nd f the you to pull from.

URL
16x9/bipb

» Credentials (optional)

Input source B

For pull type inputs, you must specify the source URL and access credentials of the location that you want to pull from.

URL
_16x9/bipb

» Credentials (optional)

caneel m

8. Once the Input is created, it can be selected from the Input dropdown menu.

Input
Choose a detached input to add to this channel.

apple-test-stream URL_PULL ﬂ
.|

299196
arn:aws:medialive:us-east-1:888859578094:input:299196

Input sources
The source locations of the content to pull.

1. http://devimages.apple.com.edgekey.net/streaming/examples/bipbop_16x9/bipbop_
16x9_variant.m3u8

2. http://devimages.apple.com.edgekey.net/streaming/examples/bipbop_16x9/bipbop_
16x9_variant.m3u8

Input specifications
The values in these fields are used to calculate the charges you will incur on the input side and ensures that
AWS Elemental MediaLive allocates sufficient processing resources when you run this channel.

Input codec Input resolution Maximum input bitrate

AVC v HD v MAX_20_MBPS v

9. Click Confirm.
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10.Under Output groups click Add.

Create channel

Channel Attach input

Channel and input details Input
Choose an input to attach to this channel. The input can't be attached to another channel. You can attach a maximum of 20 inputs to one channel.

You can attach up to 20 inputs to ane channel, including a maximum of 2 push inputs. For €Dl inputs, you can attach 1 regular €DI input, or you can attach both inputs that are in a CDI
partnership. These inputs count toward your push limit. You can't attach a CDI input if its partner is already attached to a different channel. For Elemental Link inputs, you can attach up to

General settings

Input attachments

Attachment name
An input attachment references an input and a unique Unique name for the input attachment. Cannot be edited once created.
name to be associated with this channel |

Output groups | Add |

An output group can contain one or many outputs. For each

output, you can configure the encoding settings, and add or
remove audio, video, and caption tracks.

Cancel Create channel

11.Select HLS and then click Confirm.

12.Now you will keep this tab open while you complete the next few steps.
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Create Channels in MediaPackage

13.The next step is to create a new channel in MediaPackage to ingest the
stream that is coming from MediaLive.

Note: It is helpful to have multiple tabs open during this process, for ease of
copying settings between MediaLive and MediaPackage.

_3W§| 55 Services Q, MediaPackage

—

@ Resource Groups & Tag |

Search results for 'MediaPackage

AWS Elemental )
MediaLive Services

Blogs (7)
| t
nputs Documentation (58,955)

Input security groups many devices using just-in-time format conversion

Knowledge Articles (14)

Channels

14.Click Next Step under Create a new channel.

AWS Elemental Create a new channel
MediaPackage p—
Deliver video to many [

devices from a single
source.

15.Enter the Channel details including the ID channel identifier and select the
Input type “Apple HLS” (this is the only supported type). Click Create.

AWS Elemental MediaPackage

Create channel

Channel details
D

fromMediaLive1

Description

Input type

Apple HLS v
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16.This will create the MediaPackage channel. For redundancy, a second
channel will need to be created. Select Channels.

© Successfully created channel!
Continue by adding endpoints to this channel.

AWS Elemental MediaPackage > > fromMediaLivel

fromMediaLive1 | Rotate credentiats || edic || petete |

Overview

) Input URL

fromMediaLive1 https://755¢a us-east-1 fin/v1/7¢59ca874c794615
947d7bad8afe167c/channel

Description
Usemname

A 2000297923344006878bcb0516094ed0

: [7¢55caB74c7946 167

Password
snmessessersossessss Show

17.Click create on the Channels page and click the Create button to create the
second redundant channel.

AWS Elemental MediaPackage > Channels
Channels Delete | m!
G (o}

D Description URL

fromMediaLivel https://755¢ca us-east-1 com/in/v1/7¢59ca874c794615947d7ba48afe167c/channel

18.Enter the Channel details and click Create.

AWS Elemental MediaPackage > Create channel

Create channel

Channel details

D

The ID is the channel identifier that you use for API and console interactions.
f
| fromMediaLive2

Supported characters are numbers, letters, underscores (), and dashes (-). Must be unique per AWS account per region

Description

Input type
The input type is the type of video that the channel ingests.

Apple HLS v

19.Now we have the URL and Channel details we will need for the Output
Groups in Medialive.

AWS Elemental MediaPackage » Channels

Channels Delete m

<1 > @
D Description URL
fromMediaLive2 s /Sbbebsa52949bbd mediapackage.us-east1.amazonaws com/in/y1/ 13ch320eb648461891698316703557/channel
fromMediaLivel https://755ca kage.us-east-1 com/in/v1/7¢59ca874c794615947d7ba48afe167¢c/channel
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Medialive Output Groups

20.Back in MedialLive, click the Add button under Output groups and select
HLS. Click the Confirm button.1

Create channel

Channel Add output group

Choose output group type

Channel and input details determines how outputs are transported or packaged.

General settings

Send live audio, video, and capti ets othe
Archive

Input attachments Archive your live audio, video, and captions to Amazon 53
Microsoft Smooth
Send live audio, video, and captions to an ori

uop
Broadcast live audio, video, and captions with RTP or UDP.

RTMP
Qutput groups Push live audio, vic

Frame capture
Send a series of frame captu

MediaPackage
Send live audio, video, al

Cancel

Note: MediaPackage only accepts HLS streams.

21.Copy and Paste the Input URL, Username and Password from the first
MediaPackage channel you created to input in the next step.

AWS Elemental MediaPackage Channels

fromMediaLivel | Rotate credentials || Edit |[ petete
Overview
fromMediaLive1 https://755¢a1 i us-east-1 com/in/v1/7¢59¢a874c794615

947d7ba48afe167c¢/channel

RN 200e29792334400b878bcb051b094ed0
am:aws:mediapackage:us-east-1:888859578094:channels/7c¢59¢a874c794615947d7ba4d8afe167¢

22.In MedialLive, in the first HLS Group destination A, enter the copied values
for URL and Username. The first time you set up a password in the Output
groups, you will select Create AWS Elemental MediaLive parameter. This
will allow the password to be saved by AWS for future use. We recommend
entering the password Name with something that will help you select the
correct one when you have multiple channels created in the future. Enter the
Password value and click to Create the AWS Elemental MediaLive
Parameter.
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HLS group destination A

Type a destination for your first HLS group.

URL
https://755ca1af5faagbea. us-east-1 T

¥ Credentials (optional)
Username

200e29792334400b878bcb051b094ed0

Password
Retrieves the password that s stored in the specified parameter in Amazon EC2 Systems Manager
Parameter Store.
Use an existing AWS Elemental MediaLive parameter.
O Create AWS Elemental MediaLive parameter.
) Use an existing parameter.
Name

A name for the parameter. The name will be prefixed with /medialive/.

PW-36d4

Password value
The password to store in this parameter.

| 36cattm— —————— ]

Create AWS Elemental MediaLive parameter.

HLS group destination A

Type a destination for your first HLS group.

URL

https://755ca1af5faadb diapackage. st-1 c

¥ Credentials (optional)

Username
200e29792334400b878bcb051b094ed0
Password

Retrieves the password that is stored in the specified parameter in Amazon EC2 Systems Manager
Parameter Store.

© Use an existing AWS El | MediaLive p er.
_ Create AWS Elemental MediaLive parameter.
J Use an existing parameter.

Use an existing AWS Elemental MediaLive parameter.
ifi ental MediaLive.

/medialive/pw-36d4

SecureString

23.Copy and Paste the Input URL, Username and Password from the second
MediaPackage channel you created to input in the next step.
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AWS Elemental MediaPackage > Channels > fromMedialive2

fromMediaLive2 Rotate credentlials || Edit | Delete |
Overview
D Input URL
fromMediaLive2 F
Description
Username
ARN

8094 1 1891f69a3167b3557
Password

24.Back in MedialLive, in HLS Group destination B for redundancy, repeat the
process in Step 17 to enter parameters for URL and Username, Password
Name and Password from MediaPackage.

HLS group destination B

Type a destination for your second HLS group.

URL

v Credentials (optional)

Username

Password
Retrieves the password that is stored in the specified parameter in Amazon EC2 Systems Manager
Parameter Store.

Use an existing AWS Elemental MediaLive parameter.

© Create AWS Elemental MediaLive parameter. _

Use an existing parameter.

Name
A name for the parameter. The name will be prefixed with /medialive/.

Pw-a636 h

Password value
The password to store in this parameter.

| Create AWS El | MedialLive p
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HLS group destination B

Type a destination for your second (redundant) HLS group.

URL

https://5b6ebaa552949bbd. Kage.us-east-1

¥ Credentials (optional)
Username

03892b2d40d94fb9ac5bc1b65f20cc42

Password

Retrieves the password that is stored in the specified parameter in Amazon EC2 Systems Manager
Parameter Store.

© Use an existing AWS El | MediaLive p:

Create AWS Elemental MediaLive parameter.
) Use an existing parameter.

Use an existing AWS El | MediaLive p 2

Choose parameters that were created specifically for AWS Elemental MedialLive.
/medialive/pw-a636 v
SecureString

25.Next in MediaLive under HLS Settings enter a Name, and for CDN Settings
select HIs webdav. Keep the other settings as default.

HLS settings

Name

[ push-toMediaPackage

CDN Settings Info

m Hls webdav

Connection Retry Interval Info

|1

Num Retries Info
10

Filecache Duration Info

\7 300

Restart Delay Info

}15

HTTP Transfer Mode Info
| NON_CHUNKED

Input Loss Action Info

EMIT_OUTPUT

Caption Language Mappings (0)

Add caption language mappings

Digital Rights Management

—
EZDRM N
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DASH-ISO Output example
26.This is the Output set up for DASH-ISO. See the next section for HLS Output
settings. Under HLS outputs click the Add output button to create Output 2.
You can name Output 1 to represent the video output, and Output 2 to
represent the audio output.

[

Add one or more outputs to this group. Each output has unique stream settings that enable you to choose the video, audio, and captions tracks that you need.

Qutput Name modifier Actions
Output 1: lyn8z | v | Settings X
Output 2: xpss9a | 3 | Settings x

27.The rest of the settings under Channel and Input Details keep as default.

Input Settings
28.Click on the input link.

%reate channel

ch \ apple-test-stream
anne!

Input attachment name
Channel and input details

General settings Attachment name

Input attachments

Unique name for the input attachment. Cannot be edited once created.
apple-test-stream

Input #5871449 General input settings

‘ apple-test-stream

Output groups Network Input Settings Info

‘ Netwark input v ‘

1. push-toMediaPackage (HLS) Server Validation Info

Output 1: lyn8z (_v) ‘ CHECK_CRYPTOGRAPHY_AND_VALIDATE_NAME v ‘

HLS Input Settings Info
Output 2: xpss9a (_a)

‘ HLS input v ‘
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29. Scroll down to Add audio selectors button.

Input settings

General input settings

Network Input Settings Info

\ v
Input Filter Info

‘ AUTO v
Filter Strength Info

B :
Deblock Filter Info

| DISABLED v
Denoise Filter Info

| DISABLED v
Source End Behavior Info

| CONTINUE v
Video Selector Info

\ v

Audio Selectors (0)
Add audio selectors k

Caption Selectors (0)

Add caption selectors

30.Enter the Audio Selector Name and copy it to paste in the next section.

Audio Selectors (1)

Add audio selectors
Audio Selectors 1

Audio Selector Name Info
’ SampleAudio ‘

Selector Settings Info

| %]
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31.Under Output Groups, select Output 2 (_a) and click on the Video tab. Click
the Remove video button.

Channel

Channel and input details

General settings

Input attachments

apple-test-stream
Input #5871449

Output groups
1. push-toMediaPackage (HLS)

Output 1: lyn8z (_v)

Output 2

Output settings

Output name

oo

Name Modifier Info

i
T Stream sttngs

‘ | Output 2: xpss%a (_a) |

Segment Modifier

| Video Video | Remove video I
H.265 Packaging Type Info \

Moo Video Description Name Info

| Hve Audio 1

video_lodex6
HLS Settings Info
| standard HLs Width Info
‘ Audio Rendition Sets In
\ program_audio Height Info

M3US8 Settings Info
| mzus Codec Settings Info

» Transport/Conta

32.In the Audio 1 section, enter the Audio Description Name (we recommend
AAC Audio), then paste the Audio Selector Name that you entered in Step
24, Select Aac under Codec Settings.

Stream settings

=]

‘ Add video ¥ H Add audio ¥ H Add caption ¥ ‘

Audio 1 aac Audio

Audio Description Name Info

| AAC Audio |

Audio Selector Name Info

‘ SampleAudio v ‘

Codec Settings Info

e v

P Codec Configuration

Remix Settings Info

\ v ]

Audio Normalization Settings Info

\ v ]

P Additional settings

33.Next, select Output 1 (_v) and Remove audio 1.

‘ Output 1: lyn8z (v) I

‘ | standard HLs v

Qutput 2: xpss9a (_a)

Audio Rendition Sets Info

[progrom_audio |

M3US Settings Info

[ maus v |

» Transport/Container Configuration

» PID Settings

Stream settings Add video ¥ Add audio ¥ ‘ ‘ Add caption ¥ ‘

[T |

Video Audio 1 sudio_amurr

— Audio Description Name  Info

| audio_dnvvrr |

Audio Selector Name  Info

[ v
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34.You can rename the Video Description Name if you prefer and leave the
default settings. Then click Create channel.

‘ Output 1: lyn8z (_v) ‘ ‘ Standard HLS v
Audio Rendition Sets Info
Output 2: xpssa (a)
program_audio
M3US Settings Info
o e "
» Transport/Container Configuration

» PID Settings

Stream settings

Add video ¥ Add audio ¥ Add caption ¥

Video Description Name Info

‘ h264 video

Width Info

Height Info

Codec Settings Info

» Scaling Settings

35.The MediaLive channel should now be created.

AWS Elemental MediaLive » Channels

Channels 2 Start Stop Actions ¥ m
<1 > @
Name State D ARN Input
sample-live-channel Idle 2838182 ar dial 1s-east-1: 78094:channel: 2838182 299196

HLS Output example

36.This is the Output setup for HLS. Under HLS outputs rename Output 1 to
represent the video output.

HLS outputs ()

Add one or more outputs to this group. Each output has unique stream settings that enable you to choose the
video, audio, and captions tracks that you need.

Output Name modifier Actions

Output 1 I M | Settings X

37.The rest of the settings under Channel and Input Details keep as default.
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Input Settings
38.Click on the Input settings link and click the Add audio selectors button.
Input settings

General input settings

Network Input Settings Info

| v
Input Filter Info

| AUTO v |
Filter Strength Info

N g
Deblock Filter Info

' DISABLED v
Denoise Filter Info

' DISABLED v |
Source End Behavior Info

| CONTINUE v |
Video Selector Info

| v

Audio Selectors (O

I Add audio selectors I

Caption Selectors (0)

| Add caption selectors l

39.Enter the Audio Selector Name and copy it to paste in the next section.

Audio Selectors (1)

Add audio selectors
Audio Selectors 1

Audio Selector Name Info

| SampleAudio ‘

Selector Settings Info

| i

—
EZDRM N
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40.Under Output Groups, In the Audio 1 section, enter the Audio Description
Name (we recommend AAC Audio), then paste the Audio Selector Name

that you entered in Step 33. Select Aac under Codec Settings.

‘ Add video ¥ H Add audio ¥ H Add caption ¥ ‘

Stream settings

- AUdiO T ascsuco

Audio Description Name  Info

‘ AAC Audio ‘

Audio Selector Name Info

‘ SampleAudio v ‘

Codec Settings Info

e v]

» Codec Configuration

Remix Settings Info

\ v ]

Audio Normalization Settings Info

\ v]

P Additional settings

41.Next, select Output 1 (_v). You can rename the Video Description Name if
you prefer and leave the default settings. Then click Create channel.

‘ Output 1: lyngz () ‘ | standard HLs v

Audio Rer

Output 2: xpss9a (_a)
prograt

o
M3U8 Settings Info
o - hd

» Transport/Container Configuration

» PID Settings

Stream settings Add video ¥

Video Description Name  Info

‘ h264 video

Width Info

Height Info

Codec Settings Info

» Scaling Settings

42.The MedialLive channel should now be created.

AWS Elemental MediaLive > Channels

Channels 2 Start Stop Actions v
< 1 > &
Name State ID ARN Input
sample-live-channel 2838182 am:aw: live:us-east-1: 78094:channel: 2838182 299196
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Step 4 - Create Endpoints in MediaPackage

Endpoints are the outputs for the live stream for viewing. You can have multiple
endpoints for each channel.

No DRM Endpoint example
1. In MediaPackage, from the first MediaLive channel you created, click the Add
endpoints button.

AWS Elemental MediaPackage > Channels > fromMedialivel

fromMediaLive1 Rotate credentials || Edit || petete |
Overview
1D Input URL
fromMediaLive1 https://7: 1 /in/\1/7c59¢aB74794615
947d7ba48afe167¢/channel
Description
Usemame
ARN . 2000297923344006878bcb0516094ed0
soc.
Password
................. Show
Endpoints I Add endpoints \I
<1 > @
D Description Package type Preview URL

No endpoints exist yet. Click the Add endpoints button to make one!

2. Edit the Endpoint ID and Manifest Name to a unique identifier.
Add/edit endpoints

Endpoints m 001_no_drm Download JSON [ H Duplicate H Remove
001_no_drm [new ) ‘ D

The ID is the endpoint identifier that you use for AP| and console interactions.

| 001_no_c
Supported ct

Description - optional

@ numbers, letters, underscores (), and dashes [-). Must be unique per AWS account per region

Manifest Name
The manifest name is a short string that is appended to the endpoint URL to create  unique path to this endpoint

[ ndex \

[] Startover window (sec) Info
A startover windaw is a portion of a live stream that is made available for on-demand viewing.

300

is 14 days (1,209
[] Time delay (sec) Info
A time delay specifies when live content is available for playback
5

‘The maximum time delay window is 24 hours (86,400 seconds).

3. Once these settings are completed, click the Save button to create the
endpoint.
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4. Now for redundancy, from your second MediaLive channel, create a
001_no_drm endpoint with the same settings as the one we just created, but
change the ID name to indicate the redundant endpoint.

For this example, we called our first channel MediaLive1 and created the
DASH-ISO endpoint 001_no_drm. Under MediaLive2 we will create a duplicate
DASH-ISO endpoint but name it 001_no_drm_2.

Duplicate ALL the same settings for the second No DRM endpoint under the
second channel and click Save.

Note: It is helpful to have multiple tabs open during this process, for ease of
copying settings from one channel to the other.

5. Once MedialLive is running and publishing to MediaPackage, you will be
able to access the URL created to play the encrypted Media.

Endpoints

&Moo a Description ¥ Package type ¥ Preview URL

001_no_drm Apple HLS Play https://63( b&f.mediapackage.us-east-1.amazonaws.com/out/v1/a57] 07c169b/index.m3u8 QR code
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DASH-ISO Widevine Endpoint example

1. In MediaPackage, from the first MediaLive channel you created, click the
Add/edit endpoints button.

Endpoints Delete Add/edit endpoints

‘Q Search G Al @

Package

L D A Description ¥
L] escription e -

Preview URL

https://63050ee307b58b8f.mediapackage.us-east-
001_no_drm Apple HLS Play 1.amazonaws.com/out/v1/a577e2ceb53b478cbc2fe111f07c169b/index.m3ud
QR code

2. Click Add. Edit the Endpoint ID and Manifest Name to a unique identifier.

AWS Elemental MediaPackage » Channels > pinot > Add/edit endpoints

Add/edit endpoints
Endpoints 002_dash_widevine Download J5oN [ | [ ouplicate | [ Remove
001_no_drm [
The ID is the endpoint identifier that you use for APl and console interactions.
002_dash_widevine New ‘ | 002 dash widevine ‘
Supported characters are numbers, letters, underscores (_), and dashes (-). Must be unique per AWS account per region.

Manifest Name
The manifest name is a short string that is appended to the endpoint URL to create a unique path to this endpaint.

| dash_wideving |

["] startover window (sec) Info
A startover window is a portion of a live stream that is made available for on-demand viewing.

300

The maximum startover window is 14 days (1,
[] Time delay (sec) info
Atime delay specifies when live content is available for playback
5

The maximum time delay window is 24 hours (86,400 seconds).

3. Under Packager Settings, select the Type DASH-ISO, and update Segment
duration (sec) to 20 seconds.

Packager settings
Type Info

DASH-ISO v
Segment duration (sec) Manifest window duration (sec)

20 S 60 S

Must be less than the manifest or playlist
window duration.

» Additional configuration
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4. Scroll down and select the toggle for Encrypt Content.

Package encryption

() Nao encryption
This endpoint is not copy-protected.

© Encrypt content Info
The endpaint is copy-protected
Resource ID
The resource ID is the identifier that you send to the key server to identify this endpoint.

Supported characters are numbers, letters, underscores (_), and dashes (-).

System IDs Info
A system ID is a unique identifiers for the DRM system to use. Type one per line.

edefB8bagd-79d6-4ace-a3c8-27dcd51d21ed

Must contain either one or two entries, as defined by the packager type

URL
The URL for the proxy that you created so AWS Elemental MediaPackage can talk to your key server.

https:/fi2qg¢ ~~ -api.us-east-1.amazonaws.com/production/copyProtection |

Role ARN
The Amazon Resource Name (ARN) for the IAM role that you created that allows communication between SPEKE and AWS Elemental MediaPackage.

| armawsiamz5(  52:role/MediaPackage |

Must be in this format: arn:aws:iam::{accountiD}:role/{name}

SPEKE version Info

Select the version of SPEKE to use for encryption on this endpoint. SPEKE 1.0 is the legacy version that uses CPIX 2.0, and supports single key encryption. SPEKE 2.0 uses CPIX 2.3, and supports multiple key
encryption.

| Version 2.0 v
Video encryption preset Info Audio encryption preset info
Choose a video encryption preset Choose an audia encryption preset

Preset Video 1 v Preset Audio 1 v

Encrypts all video tracks with one key Encrypts all audio tracks with one key

The parameters are as follows:

e ResourcelD: this will be the ID that references your DRM Keys. This is
a required field.

Note: The first time you send a ResourcelD to run a job, the ID will be tied
to the DRM keys for that job. Jobs can use the same ResourcelD to
reference the same keys or for new DRM Keys send a new ResourcelD. It is
best not to use a ResourcelD from a failed job.

e System ID: Unique identifiers for the DRM system to use. These
System IDs are industry standard, must be utilized for encryption.
Insert the System ID’s for Widevine (one ID per line):

(Widevine) edef8ba9-79d6-4ace-a3c8-27dcd51d21ed

© EZDRM | www.EZDRM.com 37 (888) 636-9723 | simplify@EZDRM.com




Note: The System ID values need to be lowercase.
e URL: The URL is the APl URL copied from Step 1:

Sample URL:
https://i2xXXjdb1e.execute-api.us-east-
1.amazonaws.com/production/copyProtection

[
EZDRM N

Digital Rights Management
Simplified.

e Role ARN: This value is from the MediaPackage Role ARN created in

Step 2.

Roles > MediaPackage

Summary

Role ARN :aws: 8094:

£l
Role description Allows MediaConvert service to call S3 APIs and API Gateway on your behalf. | Edit
Instance Profile ARNs [7a)
Path /

Creation time 2018-04-18 12:58 EDT

Maximum CLI/API session duration 1 hour Edit
Trust Access Advisor Revoke sessions
Attached policies: 1
Policy name Policy type v
» MediaPackagetoEZDRM Inline policy

e SPEKE version: Select Version 2.0

Delete role

x

© Add inline policy

5. Under Additional configuration uncheck Key rotation interval (sec).

[}" Additional configuration

Certificate ARN - optional Info

The Amazon Resource Name (ARN) for the certificate that you imported in AWS Certificate Manager to add content key encryption to this endpoint.

The ARN must be in this format: arm:aws:acm:{AWS-region}:{accountiD}:certificate/{name}
Key rotation interval (sec)

Enables key rotation. Specify the rotation interval (in seconds).

60
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6. Once these settings are completed, click the Save button to create the

endpoint.
L}%-\dcl/edit endpoints
Endpoints
001_no_drm
002 dash widevine o

Cancel

7. Now for redundancy, from your second MedialLive channel, create a DASH-ISO
endpoint with the same settings as the one we just created, but change the ID
name to indicate the redundant endpoint.

For this example, we called our first channel MediaLive1 and created the
DASH-ISO endpoint 002_dash_widevine. Under MediaLive2 we will create a
duplicate DASH-ISO endpoint but name it 002_dash_widevine_2.

Duplicate ALL the same settings for the second DASH-ISO endpoint under the
second channel and click Save.

Note: It is helpful to have multiple tabs open during this process, for ease of
copying settings from one channel to the other.

8. Once MedialLive is running and publishing to MediaPackage, you will be
able to access the URL created to play the encrypted Media.
Endpoints

Q 1 @

L Package
D a Description ¥
type v

Preview URL

https://63 .mediapackage.us-east-
001_no_drm Apple HLS Play 1.amazonaws.com/out/v1/a577¢ 7¢169b/index.m3u8

QR code

https://6. 1ediapackage.us-east-
1.amazonaws.com/out/v1/5b2b( 181/dash-
widevine.mpd

QR code

002_dash_widevine DASH-ISO Play
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DASH-ISO Widevine & PlayReady Endpoint example

1. In MediaPackage, from the first MediaLive channel you created, click the
Add/edit endpoints button.

Endpoints Delete Add/edit endpoints

‘Q Search < 2 > @

Package

L D A Description ¥
L] escription e -

Preview URL

https://63050ee307b58b8f.mediapackage.us-east-
001_no_drm Apple HLS Play 1.amazonaws.com/out/v1/a577e2ceb53b478cbc2fe111f07c169b/index.m3ud
QR code

2. Click Add. Edit the Endpoint ID and Manifest Name to a unique identifier.

Add/edit endpoints
Endpoints 003_dash_widevine_playready Download JSON [ ‘ ‘ Duplicate ‘ | Remove
002_dash_widevine D
The ID is the endpoint identifier that you use for API and console interactions.
S il \ 003_dash_widevine_playready
Supported characters are numbers, letters, underscores {_), and dashes (-). Must be unigue per AWS account per region.
003_dash_widevine_playready o ‘

Description - optional

Manifest Name
‘The manifest name is a short string that is appended to the endpoint URL to create a unique path to this endpoint

| 003_dash_widevine_playready| |

(] Startover window (sec) info
Astartover window is a portion of a live stream that is made available for on-demand viewing.

300
The maximum startover window is 14 days (1,209,600 seconds).
[ Time delay (sec) Info
A time delay specifies when live content is available for playback.
5

The maximum time delay window is 24 hours {86,400 seconds).

3. Under Packager Settings, select the Type DASH-ISO, and update Segment
duration (sec) to 20 seconds.

Packager settings
Type Info

DASH-ISO v
Segment duration (sec) Manifest window duration (sec)

20 8 60 S

Must be less than the manifest or playlist
window duration.

» Additional configuration
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4. Scroll down and select the toggle for Encrypt Content.

Package encryption

No encryption
This endpoint is not copy-protected

O Encrypt content info —
The endpoint is copy-protected
Resource ID
The resource ID is the identifier that you send to the key server to identify this endpoint.

003_dash_widevine_playready

Supported characters are numbers, letters, underscores (), and dashes ().
System IDs Info
A system 1D is a unique identifiers for the DRM system to use. Type one per line.

edef8ba9-79d6-4ace-a3c8-27dcd51d21ed
9a04f079-9840-4286-ab92-e65be0885f95 @

Must contain either one or two entries, as defined by the packager type
URL
The URL for the proxy that you created so AWS Elemental MediaPackage can talk to your key server.

https://i2qe & e-api.us-east-1.amazonaws.com/production/copyProtection

Role ARN
The Amazon Resource Name (ARN) for the 1AM role that you created that allows communication between SPEKE and AWS Elemental MediaPackage

armiawsiam:507 552:role/MediaPackage

Must be in this format: arn:aws:iam::{accountiD}:role/{name}

SPEKE version Info

Select the version of SPEKE to use for encryption on this endpoint. SPEKE 1.0 is the legacy version that uses CPIX 2.0, and supports single key encryption. SPEKE 2.0 uses CPIX 2.3, and supports multiple key’
encryption.

Version 2.0 v

The parameters are as follows:

e ResourcelD: this will be the ID that references your DRM Keys. This is
a required field.

Note: The first time you send a ResourcelD to run a job, the ID will be tied
to the DRM keys for that job. Jobs can use the same ResourcelD to
reference the same keys or for new DRM Keys send a new ResourcelD. It is
best not to use a ResourcelD from a failed job.

e System ID: Unique identifiers for the DRM system to use. These
System IDs are industry standard, must be utilized for encryption.
Insert the System ID’s for Widevine and PlayReady, one ID per line:
(Widevine) edef8ba9-79d6-4ace-a3c8-27dcd51d21ed
(PlayReady) 9a04f079-9840-4286-ab92-e65be0885f95

Note: The System ID values need to be lowercase.
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e URL: The URL is the APl URL copied from Step 1:

Sample URL:
https://i2gXXjdb1e.execute-api.us-east-
1.amazonaws.com/production/copyProtection

e Role ARN: This value is from the MediaPackage Role ARN created in
Step 2.

Roles > MediaPackage

Summary Delete role

Role ARN —7 vd]
Role description Allows MediaConvert service to call S3 APIs and API Gateway on your behalf. | Edit

Instance Profile ARNs [7a)
Path /
Creation time 2018-04-18 12:58 EDT

Maximum CLI/API session duration 1 hour Edit

Trust Access Advisor Revoke sessions
Attached policies: 1
Policy name ~ Policy type v
» MediaPackagetoEZDRM Inline policy x

© Add inline policy

e SPEKE version: Select Version 2.0

5. Under Additional configuration uncheck Key rotation interval (sec).

Video encryption preset Info Audio encryption preset Info

Choose a video encryption preset. Choose an audio encryption preset.
Preset Video 1 v Preset Audio 1 v
Encrypts all video tracks with one key Encrypts all audio tracks with one key

¥ Additional configuration

Certificate ARN - optional Info
The Amazon Resource Name (ARN) for the certificate that you imported in AWS Certificate Manager to add content key encryption to this endpoint.

The ARN must be in this format: arm:aws:acm:{AWS-region}:{account|D}:certificate/{name}

Key rotation interval (sec)
“Enables key rotation. Specify the rotation interval (in seconds).

60
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6. Once these settings are completed, click the Save button to create the

endpoint.
Li\dd/edit endpoints
Endpoints
001_no_drm
002 dash widevine o

Cancel

7. Now for redundancy, from your second MedialLive channel, create a DASH-ISO
endpoint with the same settings as the one we just created, but change the ID
name to indicate the redundant endpoint.

For this example, we called our first channel MediaLive1 and created the
DASH-ISO endpoint 003_dash_widevine_playready. Under MedialLive2 we
will  create a duplicate DASH-ISO endpoint but name it
003_dash_widevine_playready 2.

Duplicate ALL the same settings for the second DASH-ISO endpoint under the
second channel and click Save.

Note: It is helpful to have multiple tabs open during this process, for ease of
copying settings from one channel to the other.

8. Once Medialive is running and publishing to MediaPackage, you will be
able to access the URL created to play the encrypted Media.

https://63050ee307b58b8f.mediapackage.us-east-
003_dash_widevine_playready DASH-ISO Play 1.amazonaws.com/out/v1/24C 1b1e050e18/003_dash_widevine_playready.mpd
QR code

www.EZDRM.com 43 | simplify@EZDRM.com




—
B EZDRM s

Digital Rights Management
simplified.

DASH-ISO PlayReady Endpoint example

1. In MediaPackage, from the first MediaLive channel you created, click the
Add/edit endpoints button.

Endpoints Delete Add/edit endpoints

‘Q Search G Al @

Package

L D A Description ¥
L] escription e -

Preview URL

https://63050ee307b58b8f.mediapackage.us-east-
001_no_drm Apple HLS Play 1.amazonaws.com/out/v1/a577e2ceb53b478cbc2fe111f07c169b/index.m3ud
QR code

2. Click Add. Edit the Endpoint ID and Manifest Name to a unique identifier.

OOA_dash_playready | Download JSON [ H Duplicate || Remove

D
The ID is the endpoint identifier that you use for APl and console interactions.

| 004_dash_playready |

Supported characters are numbers, letters, underscores (), and dashes (-}. Must be unique per AWS account per region

Description - optional

Manifest Name
The manifest name is a short string that is appended to the endpoint URL to create a unique path to this endpoint.

| 004_dash_playready |

["] Startover window (sec) Info
A startover window is a portion of a live stream that is made available for on-demand viewing.

300
The maximum startover window is 14 days (1,209,600 seconds).
[} Time delay (sec) Info
A time delay specifies when live content is available for playback
5

The maximum time delay window is 24 hours (86,400 seconds).

9. Under Packager Settings, select the Type DASH-ISO, and update Segment
duration (sec) to 20 seconds.

Packager settings
Type Info

DASH-ISO M
Segment duration (sec) Manifest window duration (sec)

20 < 60 g

Must be less than the manifest or playlist
window duration.

» Additional configuration
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10.Scroll down and select the toggle for Encrypt Content.

Package encryption

No encryption
This endpoint is not copy-protected.

© Encrypt content Info
The endpoint is copy-protected
Resource ID

The resource ID is the identifier that you send to the key server to identify this endpoint.

‘ 004_dash_playready

Supported characters are numbers, letters, underscores (_), and dashes (-).

Systemn IDs Info
A system ID is a unique identifiers for the DRM system to use. Type one per line.

9a04f079-9840-4286-ab92-e65be0885f95

Must contain either one or two entries, as defined by the packager type.

URL
The URL for the proxy that you created so AWS Elemental MediaPackage can talk to your key server.

https://i2ze.  e.execute-api.us-east-1.amazonaws.com/production/copyProtection

Role ARN
The Amazon Resource Name (ARN) for the IAM role that you created that allows communication between SPEKE and AWS Elemental MediaPackage.

arm:awsiiam:507(¢ " iZrole/MediaPackage

Must be in this format: arn:aws:iam::{account!D}:role/{name}

SPEKE version Info
Select the version of SPEKE to use for encryption on this endpoint. SPEKE 1.0 is the legacy version that uses CPIX 2.0, and supports single key encryption. SPEKE 2.0 uses CPIX 2.3, and supports multiple key
encryption.

Version 2.0 v

The parameters are as follows:

e ResourcelD: this will be the ID that references your DRM Keys. This is
a required field.

Note: The first time you send a ResourcelD to run a job, the ID will be tied
to the DRM keys for that job. Jobs can use the same ResourcelD to
reference the same keys or for new DRM Keys send a new ResourcelD. It is
best not to use a ResourcelD from a failed job.

e System ID: Unique identifiers for the DRM system to use. These
System IDs are industry standard, must be utilized for encryption.
Insert the System ID’s for PlayReady (one ID per line):

(PlayReady) 9a04f079-9840-4286-ab92-e65be0885f95

Note: The System ID values need to be lowercase.

e URL: The URL is the APl URL copied from Step 1:
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Sample URL:
https://i2gXXjdb1e.execute-api.us-east-
1.amazonaws.com/production/copyProtection

e Role ARN: This value is from the MediaPackage Role ARN created in
Step 2.

Roles > MediaPackage
Summary Delete role

Role ARN s 7 Va)

Role description Allows MediaConvert service to call S3 APIs and API Gateway on your behalf. | Edit
Instance Profile ARNs [7a)
Path /
Creation time 2018-04-18 12:58 EDT
Maximum CLI/API session duration 1 hour Edit

Trust Access Advisor Revoke sessions
Attached policies: 1
Policy name v Policy type v
» MediaPackagetoEZDRM Inline policy x

© Add inline policy

e SPEKE version: Select Version 2.0

11.Under Additional configuration uncheck Key rotation interval (sec).

Video encryption preset Info Audio encryption preset Info

Choose a video encryption preset. Choose an audio encryption preset.
Preset Video 1 v Preset Audio 1 v
Encrypts all video tracks with one key Encrypts all audio tracks with one key

¥ Additional configuration

Certificate ARN - optional Info
The Amazon Resource Name (ARN) for the certificate that you imported in AWS Certificate Manager to add content key encryption to this endpoint.

The ARN must be in this format: arm:aws:acm:{AWS-region}:{account|D}:certificate/{name}

Key rotation interval (sec)
“Enables key rotation. Specify the rotation interval (in seconds).

60
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12.0nce these settings are completed, click the Save button to create the

endpoint.
Li\dd/edit endpoints
Endpoints
001_no_drm
002 dash widevine o

Cancel

13.Now for redundancy, from your second MediaLive channel, create a DASH-ISO
endpoint with the same settings as the one we just created, but change the ID
name to indicate the redundant endpoint.

For this example, we called our first channel MediaLive1 and created the
DASH-ISO endpoint 004_dash_playready. Under MediaLive2 we will create a
duplicate DASH-ISO endpoint but name it 004_dash_playready_2.

Duplicate ALL the same settings for the second DASH-ISO endpoint under the
second channel and click Save.

Note: It is helpful to have multiple tabs open during this process, for ease of
copying settings from one channel to the other.

14.0nce MedialLive is running and publishing to MediaPackage, you will be
able to access the URL created to play the encrypted Media.

% https://63 8b&f.mediapackage.us-east-
004_dash_playready DASH-ISO Play 1.amazonaws.com/out/v1/15fafel -f0b165c/dash_playready.mpd
QR code
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CMATF Apple HLS Endpoint example

1. In MediaPackage, from the first MediaLive channel you created, click the
Add endpoints button.

Endpoints Delete Add/edit endpoints

‘Q Search G Al @

Package

L D A Description ¥
L] escription e -

Preview URL

https://63050ee307b58b8f.mediapackage.us-east-
001_no_drm Apple HLS Play 1.amazonaws.com/out/v1/a577e2ceb53b478cbc2fe111f07c169b/index.m3ud
QR code

2. Click Add. Edit the Endpoint ID and Manifest Name to a unique identifier.

Add/edit endpoints
Endpoints I 005_cmaf_fairplay ‘ Download JSON H Duplicate H Remove
003_dash_widevine_playready N D

The ID is the endpoint identifier that you use for APl and console interactions.

002_dash_widevine ‘ 005_cmaf_fairplay ‘

Supported characters are numbers, letters, underscares (), and dashes (-). Must be unique per AWS account per region.

001_no_drm . o
Description - aptional

004_dash_playready

Manifest Name
005_cmaf_fairplay o ‘ ‘The manifest name is a short string that is appended to the endpoint URL to create a unigue path to this endpoint.

| cmaf fairplay |

ancel [] Startover window (sec) info

A startover window is a portion of a live stream that is made available for on-demand viewing.

300

The maximum startover window is 14 days (1,209,600 seconds).
(7] Time delay (sec) Info
Atime delay specifies when live content is available for playback.
5

The maximum time delay window is 24 hours (86,400 seconds).

3. Under Packager Settings, select the Common Media Application Format
(CMAF) and leave the other settings as default.

Packager settings

Type Info

‘ Commen Media Application Format (CMAF) v
Segment duration (sec) Segment prefix

2 | [

Must be less than the manifest or live playlist window duration. Prepended to the name of each segment. Defaults to the ID of

the channel
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4. Enter the same manifest name for the HLS Manifest.

HLS manifest

1D

005_cmaf_fairplay

Must be unigue within the endpoint and it cannot be changed after it is created.

P Additional configuration

5. Scroll down and select the toggle for Encrypt Content.

Package encryption

() No encryption
This endpoint is not copy-protected.

© Encrypt content Info
The endpoint is capy-protected

Resource ID
The resource ID is the identifier that you send to the key server to identify this endpoint.

‘ 005_cmaf_fairplay

Supported characters are numbers, letters, underscores (_), and dashes (-).

System IDs Info
A system ID is a unique identifiers for the DRM system to use. Type one per line.

94ceB86fb-07ff-4f43-adb8-93d2fa968ca2

Must cantain either one or two entries, as defined by the packager type

URL
The URL for the proxy that you created so AWS Elemental MediaPackage can talk to your key server.

‘ https://i2 = e.execute-api.us-east-1.amazonaws.com/production/copyProtection |

Role ARN
The Amazon Resource Name (ARN) for the IAM role that you created that allows communication between SPEKE and AWS Elemental MediaPackage.

‘ arnawsiam:507 0 le/MediaPackage |

Must be in this format: arn:aws:iam:{accountiD}:role/{name}

SPEKE version Info
Select the version of SPEKE to use for encryption on this endpoint. SPEKE 1.0 is the legacy version that uses CPIX 2.0, and supports single key encryption. SPEKE 2.0 uses CPIX 2.3, and supports multiple key]
encryption.

‘ Version 2.0 v

The parameters are as follows:

e ResourcelD: this will be the ID that references your DRM Keys. This is a
required field.

Note: The first time you send a ResourcelD to run a job, the ID will be tied
to the DRM keys for that job. Jobs can use the same ResourcelD to reference
the same keys or for new DRM Keys send a new ResourcelD. It is best not to
use a ResourcelD from a failed job.
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e System ID: Unique identifiers for the DRM system to use. These System
IDs are industry standard, must be utilized for encryption. Insert the
System ID for Apple FairPlay (one ID per line):
94ce86fb-07ff-4f43-adb8-93d2fa968ca2

Note: The System ID values need to be lowercase.
e URL: The URL is the APl URL copied from Step 1:
Sample URL:

https://i2gXXjdb1e.execute-api.us-east-
1.amazonaws.com/production/copyProtection

e Role ARN: This value is from the MediaPackage Role created in Step

2.
Roles > MediaPackage X
Summary Delete role
Role ARN vd]
Role description Allows MediaConvert service to call S3 APIs and APl Gateway on your behalf. | Edit
Instance Profile ARNs [7a)
Path /
Creation time 2018-04-18 12:58 EDT
Maximum CLI/API session duration 1 hour Edit
Trust Access Advisor Revoke sessions
Attached policies: 1
Policy name Policy type v
» MediaPackagetoEZDRM Inline policy x

© Add inline policy

6. Once these settings are completed, click the Save button to create the

endpoint.
Add/edit endpoints

003_dash_widevina_playready

002_dash_widevine

001 _no_drm

004_dash_playready

005_cmaf_fairplay @

Cancel m

© EZDRM | www.EZDRM.com 50 (888) 636-9723 | simplify@EZDRM.com




7. Now for redundancy, from your second MedialLive channel, create an Apple
HLS endpoint with the same settings as the one we just created, but change
the ID name to indicate the redundant endpoint.

For this example, we called our first channel MediaLive1 and created the
Apple HLS endpoint 005_cmaf_fairplay. Under MediaLive2 we will create a
duplicate Apple HLS endpoint but name it 005_cmaf_fairplay_2.

Duplicate ALL the same settings for the second CMAF endpoint under the
second channel and click Save.

Note: It is helpful to have multiple tabs open during this process, for ease of
copying settings from one channel to the other.

8. Once MedialLive is running and publishing to MediaPackage, you will be able
to access the URL created to play the encrypted Media.

https://63050 . _ .us-eas t-
005_cmaf_fairplay CMAF Play 1.amazonaws.com/out/v1/ec4560f 5e/005_cmaf_fairplay/cmaf_fairplay.m3ug
QR code
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CMAF Widevine & PlayReady Endpoint example

6. In MediaPackage, from the first MediaLive channel you created, click the
Add endpoints button.

Endpoints Delete Add/edit endpoints

‘ Q s < a2 |8
O 1D A Description ¥ Facane Preview URL
type %
https://63050ee307b58b8f.mediapackage.us-east-
= 001_no_drm Apple HLS Play 1.amazonaws.com/out/v1/a577e2ceb53b478cbc2fe111f07c169b/index.m3ud

QR code

7. Click Add. Edit the Endpoint ID and Manifest Name to a unique identifier.

% q .

Add/edit endpoints
Endpoints 006_cmaf_widevine_playready ‘ Download JSON [ H Duplicate H Remove
003_dash_widevine_playready D

The ID is the endpoint identifier that you use for AP| and console interactions.

002_dash_widevine | 006_cmaf_widevine_playready |

Supported characters are numbers, letters, underscores (), and dashes (-). Must be unique per AWS account per region

001_no_drm . )
Description - optional

005_cmaf_fairplay

Manifest Name

004_dash_playready ‘The manifest name is a shart string that is appended to the endpaint URL to create a unigue path to this endpoint.

| 006_cmaf_widevine_playready |

006_cmaf_widevine_playready [ new ] ‘
[} startover window (sec) Info
A startover window is a portion of a live stream that is made available for on-demand viewing.

‘The maximum startaver windaw is 14 days (1,209,600 seconds).

[ Time delay (sec) info
A time delay specifies when live content is available for playback.

5

The maximum time delay window is 24 hours (86,400 seconds).

8. Under Packager Settings, select the Common Media Application Format
(CMAF) and leave the other settings as default.

Packager settings

Type Info

‘ Commen Media Application Format (CMAF) v
Segment duration (sec) Segment prefix

2 | [ -

Must be less than the manifest or live playlist window duration. Prepended to the name of each segment. Defaults to the ID of

the channel
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9. Enter the same manifest name for the HLS Manifest.

HLS manifest

1D

006_cmaf_widevine _playreadyi

Must be unigue within the endpoint and it cannot be changed after it is created.

P Additional configuration

10.Scroll down and select the toggle for Encrypt Content.

Package encryption

) No encryption
This endpoint is not copy-protected

© Encrypt content Info

The endpoint is copy-protected. —
Resource ID
The resource ID is the identifier that you send to the key server to identify this endpoint.

| 006_cmaf_widevine_playready

Supported characters are numbers, letters, underscores (_), and dashes (-).

System IDs Info
A system ID is a unique identifiers for the DRM system to use. Type one per line.
edef8bad-79d6-4ace-a3c8-27dcd51d21ed
9304079-9840-4286-ab92-e65be0885f95 e

Must contain either one or two entries, as defined by the packager type.

URL
The URL for the proxy that you created so AWS Elemental MediaPackage can talk to your key server.
T

| https://i2g69jdble.execute-api.us-east-1 ,amazonaws.ccn%fpmductiun JcopyProtection ‘

Role ARN
The Amazon Resource Name (ARN) for the IAM role that you created that allows communication between SPEKE and AWS Elemental MediaPackage.

arn:aws:iam::507650690552:role/MediaPackage ‘

Must be in this format: arn:aws:iam::{account|D}:role/{name}

SPEKE version Info
Select the version of SPEKE to use for encryption on this endpaint. SPEKE 1.0 is the legacy version that uses CPIX 2.0, and supports single key encryption. SPEKE 2.0 uses CPIX 2.3, and supports multiple key
encryption.

Version 2.0 v

The parameters are as follows:

e ResourcelD: this will be the ID that references your DRM Keys. This is a
required field.

Note: The first time you send a ResourcelD to run a job, the ID will be tied
to the DRM keys for that job. Jobs can use the same ResourcelD to reference
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the same keys or for new DRM Keys send a new ResourcelD. It is best not to
use a ResourcelD from a failed job.

e System ID: Unique identifiers for the DRM system to use. These
System IDs are industry standard, must be utilized for encryption.
Insert the System ID’s for Widevine and PlayReady, one ID per line:
(Widevine) edef8ba9-79d6-4ace-a3c8-27dcd51d21ed
(PlayReady) 9a04f079-9840-4286-abh92-e65be0885f95

Note: The System ID values need to be lowercase.
e URL: The URL is the APl URL copied from Step 1:
Sample URL:

https://i2gXXjdb1e.execute-api.us-east-
1.amazonaws.com/production/copyProtection

e Role ARN: This value is from the MediaPackage Role created in Step
2.

Roles > MediaPackage N

Summary Delete role

Role ARN arn:aws:iam::888M 76094:role/MediaPackage
Role description Allows MediaConvert service to call S3 APIs and API Gateway on your behalf. | Edit
Instance Profile ARNs [7a]
Path /
Creation time 2018-04-18 12:58 EDT

Maximum CLI/API session duration 1 hour Edit

Permissions Trust relationships Access Advisor Revoke sessions

Attach policy Attached policies: 1

Policy name ~ Policy type ~

MediaPackagetoEZDRM Inline policy x

© Add inline policy

9. Once these settings are completed, click the Save button to create the
endpoint.

10.Now for redundancy, from your second Medialive channel, create an Apple
HLS endpoint with the same settings as the one we just created, but change
the ID name to indicate the redundant endpoint.
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For this example, we called our first channel MediaLive1 and created the
Apple HLS endpoint 006_cmaf_widevine_playready. Under MediaLive2 we
will create a duplicate Apple HLS endpoint but name it
006_cmaf widevine_playready _2.

Duplicate ALL the same settings for the second CMAF endpoint under the
second channel and click Save.

Note: It is helpful to have multiple tabs open during this process, for ease of
copying settings from one channel to the other.

.Once Medialive is running and publishing to MediaPackage, you will be able

to access the URL created to play the encrypted Media.

[
EZDRM N

https://63E b8t mediapackage.us-east-

006_cmaf_widevine_playready CMAF Play 1.amazonaws.com/out/v1/1b8c4% 1e6c68267/006_cmaf_widevine_playready/006_cmaf_widevine_playready.m3u8

QR code
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CMAF Widevine, PlayReady & Apple FairPlay Endpoint example

1. In MediaPackage, from the first MediaLive channel you created, click the
Add endpoints button.

Endpoints Delete Add/edit endpoints

‘Q Search G Al @

Package
type %

O 1D A Description ¥ Preview URL

https://63050ee307b58b8f.mediapackage.us-east-
001_no_drm Apple HLS Play 1.amazonaws.com/out/v1/a577e2ceb53b478cbc2fe111f07c169b/index.m3ud
QR code

2. Click Add. Edit the Endpoint ID and Manifest Name to a unique identifier.

Add/edit endpoints
Endpoints m 007_cmaf_widevine_playready_fairplay ‘ Download JSON [ H Duplicate H Remove
003_dash_widevine_playready D

The ID is the endpoint identifier that you use for APl and console interactions.

oz ek wdehE | 007_cmaf_widevine_playready_fairplay |

Supported characters are numbers, letters, underscores (), and dashes (-). Must be unique per AWS accountt per region

006_cmaf_widevine_playready Descript prowm
escription - optional

Manifest Name
‘The manifest name is a short string that is appended to the endpoint URL ta create a unigue path to this endpoint.

001_no_drm

005_cmaf_fairplay
| 007_cmaf widevine_playready fairplay |

004_dash_playready
[7] startover window (sec) Info
Astartover window is a portion of a live stream that is made available for on-demand viewing.

007_cmaf_widevine_playready_fairplay [ new ] ‘ o

The maximum startover window is 14 days (1,209,600 seconds).
(] Time delay (sec) Info
A time delay specifies when live content is available for playback
5

‘The maximum time delay window is 24 hours (86,400 seconds).

[
EZDRM N

3. Under Packager Settings, select the Common Media Application Format
(CMAF) and leave the other settings as default.

Packager settings

Type Info

‘ Commen Media Application Format (CMAF) v
Segment duration (sec) Segment prefix

2 | [ -

Must be less than the manifest or live playlist window duration. Prepended to the name of each segment. Defaults to the ID of

the channel
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4. Enter the same manifest name for the HLS Manifest.

HLS manifest

ID

—
EZDRM N

007_cmaf_widevine_playready_fairplay

Must be unique within the endpoint and it cannot be changed after it is created.

P Additional configuration

5. Scroll down and select the toggle for Encrypt Content.

Package encryption

) No encryption
This endpoint is not copy-protected.

© Encrypt content Info

The endpoint is copy-protected —

Resource ID
The resource ID is the identifier that you send to the key server to identify this endpoint.

007_cmaf_widevine_playready_fairplay

Supported characters are numbers, letters, underscores (_), and dashes (-).

Systemn IDs Info
A system ID is a unique identifiers for the DRM system to use. Type one per line.

edefB8bad-79d6-4ace-a3c8-27dcd51d2 1ed =
9a04f079-9840-4286-ab92-e65be0885f95 @ =

94ceB6th-07f-4f43-adb8-93d2fa968ca2

Must contain either one or two entries, as defined by the packager type.

URL
The URL for the proxy that you created so AWS Elemental MediaPackage can talk to your key server.

‘ https://i2s  ‘ole.execute-api.us-east-1.amazonaws.com/production/copyProtection |

Role ARN
The Amazon Resource Name (ARN) for the IAM role that you created that allows communication between SPEKE and AWS Elemental MediaPackage.

‘ am:aws:iam:5( 552 role/MediaPackage |

Must be in this format: arn:aws:iam:-{accountiD}.role/{name}

SPEKE version Info

encryption.

Version 2.0 v

Select the version of SPEKE to use for encryption on this endpoint. SPEKE 1.0 is the legacy version that uses CPIX 2.0, and supports single key encryption. SPEKE 2.0 uses CPIX 2.3, and supports multiple key

The parameters are as follows:

e ResourcelD: this will be the ID that references your DRM Keys. This is a
required field.

Note: The first time you send a ResourcelD to run a job, the ID will be tied
to the DRM keys for that job. Jobs can use the same ResourcelD to reference
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the same keys or for new DRM Keys send a new ResourcelD. It is best not to
use a ResourcelD from a failed job.

e System ID: Unique identifiers for the DRM system to use. These
System IDs are industry standard, must be utilized for encryption.
Insert the System ID’s for Widevine, PlayReady and FairPlay, one ID per
line:

(Widevine) edef8ba9-79d6-4ace-a3c8-27dcd51d21ed
(PlayReady) 9a04f079-9840-4286-ab92-e65be0885f95
94ce86fb-07ff-4f43-adb8-93d2fa968ca2

Note: The System ID values need to be lowercase.
e URL: The URL is the APl URL copied from Step 1:
Sample URL:

https://i2gXXjdb1e.execute-api.us-east-
1.amazonaws.com/production/copyProtection

e Role ARN: This value is from the MediaPackage Role created in Step
2.

Roles > MediaPackage N

Summary Delete role

Role ARN arn:aws:iam::8884 78094:role/MediaPackage
Role description Allows MediaConvert service to call S3 APIs and API Gateway on your behalf. | Edit
Instance Profile ARNs 7]
Path /
Creation time 2018-04-18 12:58 EDT

Maximum CLI/API session duration 1 hour Edit

Permissions Trust relationships Access Advisor Revoke sessions

Attach policy Attached policies: 1

Policy name v Policy type ~

MediaPackagetoEZDRM Inline policy x

© Add inline policy

12.0nce these settings are completed, click the Save button to create the
endpoint.

13.Now for redundancy, from your second Medialive channel, create an Apple
HLS endpoint with the same settings as the one we just created, but change
the ID name to indicate the redundant endpoint.
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For this example, we called our first channel MediaLive1 and created the
Apple HLS endpoint 007_cmaf_widevine_playready fairplay. Under
MediaLive2 we will create a duplicate Apple HLS endpoint but name it
007_cmaf_widevine_playready_fairplay_2.

Duplicate ALL the same settings for the second CMAF endpoint under the
second channel and click Save.

Note: It is helpful to have multiple tabs open during this process, for ease of
copying settings from one channel to the other.

14.0nce MedialLive is running and publishing to MediaPackage, you will be able
to access the URL created to play the encrypted Media.

https://630! b&f.mediapackage.us-east-
1.amazonaws.com/out/v1/603efaa®11294 310072/007_cmaf_widevine_playready_fairplay/007_cmaf_widevine_playready_fairplay.m3u8

OR code
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Microsoft Smooth Streaming for PlayReady Endpoint example

1. In MediaPackage, from the first MedialLive channel you created, click the Add
endpoints button.

AWS Elemental MediaPackage > Channels > fromMediaLivel

fromMediaLivel Rotate credentials || Edit || Delete
Overview
D Input URL
fromMediaLive1 https://755ca us-east-1 /in/v1/7¢59caB74c794615
947d7ba48afe167c/channel
Description
Username
ARN 200e29792334400b878bcb051b094ed0
8094:¢ /7¢59¢aB74¢794615947d7ba4Bafe167¢
Password
anensrseanaaanaRERs Show
Endpoints Delete Add/edit endpoints
< ad>|e
D Description Fackagn Preview URL
type
- dash- https://547f72e6652371c3.mediapackage.us-east-
pre DASH-ISO Play 1 1/§38731¢820 315, /dash.mpd QR code
https://54 71¢3. . Us-east-
his-0001 Apple HLS Play ttps://54772€6652371c3.mediapackage.us-east-

1.amazonaws.com/out/v1/86c2bd8e457742189fb804f9dae43a19/HLS.m3u8 QR code

2. Click the Add button. Edit the Endpoint ID and Manifest Name to a unique

identifier.

AWS Elemental MediaPackage » Channels > fromMedialivel > Add/edit endpoints

Add/edit endpoints

Endpoints

dash-0001

hls-0001

smooth-0001

D

The ID is the endpoint identifier that you use for APl and console interactions.

| smooth-0001

Supported characters are numbers, letters, underscores (), and dashes (-). Must be unique per AWS account per region.

smooth-0001

® |

Cancel

Description - optional

Manifest Name
‘The manifest name is a short string that is appended to the endpoint URL to create a unique path to this endpoint.

‘ Smooth

Startover window (sec) Info
A startover window is a portion of a live stream that is made available for on-demand viewing.

300 <

The maximum startover window is 72 hours (259,200 seconds).

Time delay (sec) info
A time delay specifies when live content is available for playback.

5 <

The maximum time delay window is 24 hours (86,400 seconds).
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3. Under Packager Settings, select the Type Smooth and Segment duration

(sec) to 20 seconds.

Packager settings

Type Info
| Microsoft Smooth v

Segment duration (sec) Manifest window duration (sec)

|7 20 3 60 z

Must be less than the manifest or playlist
window duration.

4. Scroll down and select the toggle for Encrypt Content.
Package encryption

() No encryption
This endpoint is not copy-protected.

© Encrypt content Info ?

The endpoint is copy-protected.

Resource ID
The resource ID is the identifier that you send to the key server to identify this endpoint.

smooth_001

Supported characters are numbers, letters, underscores (_), and dashes (-).

System IDs Info
A system ID is a unique identifiers for the DRM system to use. Type one per line.

9a04f079-9840-4286-ab92-e65be0885f35

Must contain either one or two entries, as defined by the packager type.

URL
The URL for the proxy that you created so AWS Elemental MediaPackage can talk to your key server.

| https:/ /i2e0 »le.execute-api.us-east-1.amazonaws.com/production/copyProtection

Role ARN

The Amazon Resource Name (ARN) for the IAM role that you created that allows communication between SPEKE and AWS Elemental MediaPackage.

‘ am:aws:iam:50  0552:role/MediaPackage

Must be in this format: arn:aws:iam::{accountlD}.role/{name}

The parameters are as follows:

e ResourcelD: this will be the ID that references your DRM Keys. This is a

required field.
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Note: The first time you send a ResourcelD to run a job, the ID will be tied
to the DRM keys for that job. Jobs can use the same ResourcelD to reference
the same keys or for new DRM Keys send a new ResourcelD. It is best not to
use a ResourcelD from a failed job.

e System ID: Unique identifiers for the DRM system to use. These System
IDs are industry standard, must be utilized for encryption. Insert the
System ID for Smooth Streaming (uses PlayReady’s System ID), one ID per
line:
9a04f079-9840-4286-ab92-e65be0885f95

Note: The System ID values need to be lowercase.
e URL: The URL is the APl URL copied from Step 1:
Sample URL:

https://i2gXXjdb1e.execute-api.us-east-
1.amazonaws.com/production/copyProtection

e Role ARN: This value is from the MediaPackage Role created in Step
2.

Roles > MediaPackage N

Summary Delete role

Role ARN arn:aws:iam::8884 78094:role/MediaPackage
Role description Allows MediaConvert service to call S3 APIs and API Gateway on your behalf. | Edit
Instance Profile ARNs 7]
Path /
Creation time 2018-04-18 12:58 EDT

Maximum CLI/API session duration 1 hour Edit

Permissions Trust relationships Access Advisor Revoke sessions

Attach policy Attached policies: 1

Policy name v Policy type ~

MediaPackagetoEZDRM Inline policy x

© Add inline policy

5. Once these settings are completed, click the Save button to create the
endpoint.

6. Now for redundancy, from your second MedialLive channel, create an Smooth
Streaming endpoint with the same settings as the one we just created, but
change the ID name to indicate the redundant endpoint.

www.EZDRM.com 62 | simplify@EZDRM.com




[
B EZDRM s

Digital Rights Management
Simplified.

For this example, we called our first channel MediaLive1 and created the
Smooth Streaming endpoint smooth-001. Under MediaLive2 we will create a
duplicate Smooth Streaming endpoint but name it smooth-002.

Duplicate ALL the same settings for the second Smooth Streaming endpoint
under the second channel and click Save.

Note: It is helpful to have multiple tabs open during this process, for ease of
copying settings from one channel to the other.

7. Once MedialLive is running and publishing to MediaPackage, you will be able
to access the URL created to play the DRM encrypted Media.

smooth_001 smooth_001 Microsofe

et Play https://630% il i kage.us-east-1 com/out/v1/37d867: 86b4/index.ism/Manifest
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STEP 5 - Starting a MediaLive Channel

Open MedialLive and select the channel. Click the Start button to start the channel.

L3
AWS Elemental X AWS Elemental MediaLive > Channels
MediaLive
— S—
Input security groups < 1> ®
Channels
Name State D ARN Input
| o sample-live-channel dle 2838182 -east- '8094: 2838182 299196 |

Once the channel is started, data for the stream will be shown in the Health section.

. Pipeline A . Pipeline B
Active alerts Network in Network out Input video frame rate

©
s000000 v
000000 30
000000 0000
2
S e I e —
oo ([T JHAIE | | oo ,
oLIY \l : ,
23 1633 1643 57 7623 1633 1643 1653 1703 173 Y623 1633 1643 1653 1703 13
Fill milliseconds UDP input loss Dropped frames SVQ time

“0

300
20
No data.
100
)
1623 1633 1643 1653 1703 1715

If Input video frame rate is ever not running, you know that there is a problem with
the stream.

Same on the MediaPackage side, there will be data showing under Operational

metrics.
Operational metrics for all channels Past1hour (Iminperiod) ¥ c
Ingress bytes Ingress response time average Egress bytes Egress response time average

W v "
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Appendix1- Error Log Set-up

1. To set up an error log, go to Simple Notification Service in AWS.

aws

ervices Q, Simple Notificatior

@ Resource Groups & Tag |

Search results for "Simple
AWS Elemental X
MediaLive Services

Features (14)

Inputs @ Simple No

Blogs (1,712) = - ! =

Input security groups

SNS managed mes: pi r Pub/Sub
ch Documentation (18,553)
annels

2. Click Create topic from the SNS dashboard.

Amazon SNS X Amazon SNS Topics
Dashboard

Topics (3) _-em topic
Subscriptions Q 1 @

3. To create a Standard topic, enter the Topic name and Display name and click
Create topic.

Amazon SNS Topics Create topic
Create topic
Details

Type Info
Topic type cannot be modified after topic is created

FIFO (first-in, first-out) © Standard

s Strictly-preserve

s Best-effort message ordering
Exactly-once message delivery .

.

At-least once message delivery

High throughput, up to 300 publishes/second
Subscription protocols: 5Q5 .

Highest throughput in publishes/second

Subscription protocols: $Q5, Lambda, HTTF, SM5,
email, mobile application endpoints

Name

ErrorFromMediaPackage

Maximum 256 characters. Can include alphanumeric characters, hyphens (-} and underscores ().

Display name - optional
To use this topic with SMS subscrip

| Erroﬂ

ions, enter a display name. Only the first 10 characters are displayed in an 5MS message. Info

Maximum 100 characters, including hyphens (-} and underscores ( _).

4. The Topic details will open, then click Create subscription.

www.EZDRM.com 65 | simplify@EZDRM.com




—
B EZDRM s

Digital Rights Management
simplified.

Amazon SNS > Topics » ErrorFromMediaPackage_Test

ErrorFromMediaPackage [ Edit |[ petete ][ Ppublish message
Details
Name Display name
ErrorFromMediaPackage_Test Error
ARN Topic owner
amiawssnsius-east-1:507650690552:ErrarFromMediaPackage_Test 507650690552
Type
Standard
Subscriptions | Access policy Delivery retry policy (HTTP/S) Delivery status logging Encryption Tags

Subscriptions (0) Edit Delete Request confirmation Confirm subscription Create subscription

5. Change the Protocol to Email and enter the email address in the Endpoint
field. Click Create subscription.

Amazon SNS > Subscriptions > Create subscription

Create subscription

Details

Topic ARN

| Q, arn:aws:sns:us-east-1:5(0 ~ 52:ErrorFromMediaPackage_Test X ‘

Protocol
The type of endpoint to subscribe

| Email v ‘

Endpoint
An email address that can receive notifications from Amazon SNS.

| yourname(@youremail.com)| |

(® After your subscription is created, you must confirm it. Info

» Subscription filter policy - optional

This policy filters the messages that a subscriber receives. Info

» Redrive policy (dead-letter queue) - optional

Send undeliverable messages to a dead-letter queue. Info

6. There will now be a Pending Confirmation line item, and an email will be sent
to confirm the subscription.
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ErrorFromMediaPackage_Test | Edit || vetete || Ppublishmessage
Details
MName Display name
ErrorFromMediaPackage_Test Error
ARN Topic owner
amn:aws:sns:us-east-1:501 " 2:ErrorfromMediaPackage_Test 507650690552
Type
Standard
Subscriptions Access policy Delivery retry policy (HTTP/S) Delivery status logging Encryption Tags
Subscriptions (1) Edit Delete Request confirmation Confirm subscription
las Sy @
D v Endpoint v Status v Protocol a

Pending confirmation yourname@youremail.com @ Pending confirmation EMAIL

7. Next, open Amazon EventBridge under AWS Services.

8. Under the Rules menu, click Create rule.

Amazon X @ EventBridge - Learning content
EventBridge Tell us what topics you would like to see more learning material for (tutor

Getting started Amazon EventBridge > Rules

Event buses

Rules Rules
Archiy
renives A rule watches for specific types of events. When a matching event occurs, the event is routed to the targets associated with the rule. A rule can be associated with one or more targets.
Replays
Integration Select event bus

Partner event sources

API destinations Event bus
Select or enter event bus name
Schema registry
| default v
Schemas
Documentation [4 Rules (2/2) Edit Delete Enable

[a | [ Anystatus v <L > @

9. Enter the Rule Name and Description (optional).

Amazon EventBridge > Rules » Createrule

Create rule

A rule watches for certain events and then routes them to AWS targets that you choose. You can create a rule that performs
an AWS action automatically when another AWS action happens, or a rule that performs an AWS action regularly on a set
schedule.

Name and description

Name

| MediaPackageTest |

Maximum of 64 characters consisting of lower/upper case letters, ., -, _.

Description - optional

| MediaPackage |
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10. Under Define pattern select Event pattern.

Define pattern

Build or customize an Event Pattern or set a Schedule to invoke Targets.

() Schedule Info

() Event pattern Info
Invoke your targets on a schedule

Build a pattern to match events

11.Select:
e Pre-defined pattern by service
e Service Provider: AWS
e Service name: MediaConvert (there isn't a service for MediaPackage)

e Event Type: All Events

Define pattern

Build or customize an Event Pattern or set a Schedule to invoke Targets.

© Event pattern Info (' Schedule Info
Build a pattern to match events Invake your targets on a schedule

Event matching pattern Event pattern Copy

You can use pre-defined pattern provided by a service or create a
14

custom pattern
I T —— | : S ["aus .mediaconvert”]

) Custom pattern

Service provider
AWS services or custom/partner services

” AWS v I

Service name
The name of partner service selected as the event source

H MediaConvert v I

Event type
P ] 3

The type of events as the source of the matching pattern
| All Events ¥ I » Sample event(s)

(@ Build an event pattern to match all events from this

service

P Test event pattern

12.Click the Edit button.

13.Update “aws.mediaconvert” to “aws.mediapackage” and click Save.
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Define pattern

Build or customize an Event Pattern or set a Schedule to invoke Targets.

© Event pattern Info () Schedule Info
Build a pattern to match events Invoke your targets on a schedule

You can use pre-defined pattern provided by a service or create a

custom pattern S i
() Pre-defined pattern by service ; 1 source: [ aws Rl
© Custom pattern
-
‘ »

14.Under Select targets, click Add target.
Select targets

Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets
per rule).

Select target(s) to invoke when an event matches your event pattern or when schedule is triggered {limit of 5 targets per

rule).
‘ Lambda function v |
Function

Select function v |

P Configure version/alias
» Configure input

P Retry policy and dead-letter queue

Add target

15.Select SNS Topic from the dropdown and select the Topic you created in Step
3, for this example “ErrorfromMediaPackage”.
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Select targets

Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets
per rule).

Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets per

rule).
| Lambda function v |
Function

| Select function v |

P Configure version/alias
P Configure input

P Retry policy and dead-letter queue

Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets per

rule)

” SNS topic I v |
Topic

” ErrurFromMediaPackage] v |

P Configure input

» Retry policy and dead-letter queue

Add target

16.Click the Create button.

You will now get an error message in the event that there is a connection issue.
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Additional Information
For additional questions and comments please contact: simplify@ezdrm.com
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