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GPAC Prerequisites 

 
This document outlines the raw key format for GPAC Packager and generating DRM 
keys with EZDRM.   
 
To download visit: https://gpac.io/downloads/gpac-nightly-builds/  

 

Universal DRM (Widevine & PlayReady) 
 
EZDRM Universal DRM is a combination of Google Widevine Modular with Microsoft 
PlayReady; both using linked CENC keys over DASH streaming. This enables a content 
owner to encrypt the media once with CENC keys and deliver either a PlayReady 
License or a Widevine License depending on the player and platform calling for a 
license. 
 
Generating Keys 
 
To request the DRM keys from EZDRM to package the media, there are two options, 
you can call the EZDRM web service in a browser, or you can script this process with 
curl or other web service calls. 
 
Option 1: Request DRM keys using EZDRM CPIXv2 Web Service 
 

1. Call the EZDRM web service in a browser: 
http://cpix.ezdrm.com/keygenerator/cpix2.aspx?k=kid&u=username&p=pas
sword&c=resourcename 
 
The parameters are as follows: 

 
Parameter Description 
k kid or Key ID value (client generated) in GUID 

format* 
u EZDRM username 
p EZDRM password 
c Content ID – generic resource name/identifier 

(client generated) – passed into id field 
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* To generate a GUID for the k value, you can use a GUID generator like the 
one found here: http://guid-convert.appspot.com. 

 
2. The response from EZDRM will look like this: 

 

 
 

o id – c value returned, generic resource name/identifier (client generated) 
 

o kid – Key ID in GUID format (client generated)* 
 

o pskc:Secret key– the Secret Content Encryption Key in Base 64 generated by 
EZDRM and returned as a plain value. 

 
o PSSH – Protection System Specific Header value containing DRM specific 

metadata. Select the value for Widevine or PlayReady using the systemId: 
o PlayReady: 9a04f079-9840-4286-ab92-e65be0885f95 
o Widevine: edef8ba9-79d6-4ace-a3c8-27dcd51d21ed 

 
* To generate a GUID for the k value, you can use a GUID generator like the one found 
here: http://guid-convert.appspot.com. 
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Here Is the example XML return:  

<cpix:CPIX xmlns:cpix="urn:dashif:org:cpix" xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc" contentId="

" version="2.3"> 

<cpix:ContentKeyList> 

<cpix:ContentKey explicitIV="ZUk4yNtXXXXXwByJIePx5A==" kid="654938c8-xXxX-XxXx-afc0-1c8921e3f1e4" commonEn

cryptionScheme="cenc"> 

<cpix:Data> 

<pskc:Secret> 

<pskc:PlainValue>hGRQkwdKn/4JXXXXX9shmg==</pskc:PlainValue> 

</pskc:Secret> 

</cpix:Data> 

</cpix:ContentKey> 

</cpix:ContentKeyList> 

<cpix:DRMSystemList> 

<cpix:DRMSystem kid="654938c8-xXxX-XxXx-afc0-1c8921e3f1e4" systemId="edef8ba9-79d6-4ace-a3c8-27dcd51d21ed"

> 

<cpix:PSSH>AAAAP3Bzc2gAAAAA7e+LqXnXXXXXXXXXXR0h7QAAAB8SEGVJOMjbTUz3r8AciSHjXXXXXXXXXXJtSOPclZsG</cpix:PSSH

> 

<cpix:ContentProtectionData>PHBzc2ggeG1sbnM9InVybjptcGVnOmNlbmM6MjAxXXXXXXXxxVAzQnpjMmdBQUFBQTdlK0xxWG5XU3

M2anlDZmMxUjBoN1FBQUFCOFNFR1ZKT01qYlRVeXXXXXXXXXNIajhlUWFCV1Y2WkhKdFNPUGNsWnNHPC9wc3NoPg==</cpix:ContentPr

otectionData> 

<cpix:HLSSignalingData playlist="media">I0VYVC1YLUtFWTpNRVRIT0Q9U0FNUExFLUFFUy1DVFIsS0VZSUQ9MHg2NTQ5MzhDOE

RCNEQ0Q0Y3QUZDMDFDODkyMUUzRjFFNCxVUkk9ImRhdGE6dpbjtiYXNlNXXXXXXXXXXjQsQUFBQVAzQnpjMmdBQUFBQTdlK0xxWG5XU3M2

anlDZmMxUjBoN1FBQUFCOFNFR1ZKT01qYlRVejNyOEFjaVNIajhlUWFCV1Y2WkhKdFNPUGNsWnNHIixLRVlGT1JNQVQ9InVybjp1dWlkOm

VkZWY4YmE5LTc5ZDYtNGFjZS1hM2M4LTI3ZGNkNTFkMXXXXXXXXXXZRk9STUFUVkVSU0lPTlM9IjEi</cpix:HLSSignalingData> 

<cpix:HLSSignalingData playlist="master">I0VYVC1YLUtFWTpNRVRIT0Q9U0FNUExFLUFFUy1DVFIsS0VZSUQ9MHg2NTQ5MzhDO

ERCNEQ0Q0Y3QUZDMDFDODkyMUUzRjFFNCxVUkk9ImRhdGE6dpbjtiYXNlNXXXXXXXXXXjQsQUFBQVAzQnpjMmdBQUFBQTdlK0xxWG5XU3M

2anlDZmMxUjBoN1FBQUFCOFNFR1ZKT01qYlRVejNyOEFjaVNIajhlUWFCV1Y2WkhKdFNPUGNsWnNHIixLRVlGT1JNQVQ9InVybjp1dWlkO

mVkZWY4YmE5LTc5ZDYtNGFjZS1hM2M4LTI3ZGNkNTFkMXXXXXXXXXXZRk9STUFUVkVSU0lPTlM9IjEi</cpix:HLSSignalingData> 

</cpix:DRMSystem> 

<cpix:DRMSystem kid="654938c8-xXxX-XxXx-afc0-1c8921e3f1e4" systemId="9a04f079-9840-4286-ab92-e65be0885f95"

> 

<cpix:PSSH>AAACuHBzc2gAAAAAmgTweZhAQoarkuZb4IhflQAAApiYAgAAAQABAI4CPABXAFIATQBIAEUAQQBEAEUAUgAgAHgAbQBsAG4

AcwA9ACIAaAB0AHQAcAA6AC8ALwBzAGMAaABlAG0AYQBzAC4AbQBpAGMAcgBvAHMAbwBmAHQALgBjAG8AbQAvAEQAUgBNAC8AMgAwADAAN

wAvADAAMwAvAFAAbABhAHkAUgBlAGEAZAB5AEgAZQBhAGQAZQByACIAIAB2AGUAcgBzAGkAbwBuAD0AIgA0AC4AMAAuADAALgAwACIAPgA

8AEQAQQBUAEEAPgA8AFAAUgBPAFQARQBDAFQASQBOAEYATwA+ADwASwBFAFkATABFAE4APgAxADYAPAAvAEsARQBZAEwARQBOAD4APABBA

EwARwBJAEQAPgBBAEUAUwBDAFQAUgA8AC8AQQBMAEcASQBEAD4APAAvAFAAUgBPAFQARQBDAFQASQBOAEYATwA+ADwASwBJAEQAPgB5AEQ

AaABKAFoAVQAzAGIAOQAwAHkAdgB3AEIAeQBKAEkAZQBQAHgANQBBAD0APQA8AC8ASwBJAEQAPgA8AEMASABFAEMASwBTAFUATQA+AEgAU

gBPAEUANgA0AFgAUAB5AGQAbwA9ADwALwBDAEgARQBDAEsAUwBVAE0APgA8AEwAQQBfAFUAUgBMAD4AaAB0AHQAcABzADoALwAvAHAAbAB

hAHkAcgBlAGEAZAB5AC4AZQB6AGQAcgBtAC4AYwBvAG0ALwBjAGUAbgBjAHkALwBwAHIAZQBhAHUAdABoAC4AYQBzAHAAeAA/AHAAWAA9A

EUAMAAxADgAMwBGADwALwBMAEEAXwBVAFIATAA+ADwALwBEAEEAXXXXXXXXXXAvAFcAUgBNAEgARQBBAEQARQBSAD4A</cpix:PSSH> 

<cpix:ContentProtectionData>PHBzc2ggeG1sbnM9InVybjptcGVnOmNlbmM6MjAxMyI+QUFBQ3VIQnpjMmdBQUFBQW1nVHdlWmhBUW

9hcmt1WmI0SWhmbFFBQUFwaVlBZ0FBQVFBQkFJNENQQUJYQUZJQVRRQklBRVVBUVFCRUFFVUFVZ0FnQUhnQWJRQnNBRzRBY3dBOUFDSUFh

QUIwQUhRQWNBQTZBQzhBTHdCekFHTUFhQUJsQUcwQVlRQnpBQzRBYlFCcEFHTUFjZ0J2QUhNQWJ3Qm1BSFFBTGdCakFHOEFiUUF2QUVRQV
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VnQk5BQzhBTWdBd0FEQUFOd0F2QURBQU13QXZBRkFBYkFCaEFIa0FVZ0JsQUdFQVpBQjVBRWdBWlFCaEFHUUFaUUJ5QUNJQUlBQjJBR1VB

Y2dCekFHa0Fid0J1QUQwQUlnQTBBQzRBTUFBdUFEQUFMZ0F3QUNJQVBnQThBRVFBUVFCVUFFRUFQZ0E4QUZBQVVnQlBBRlFBUlFCREFGUU

FTUUJPQUVZQVR3QStBRHdBU3dCRkFGa0FUQUJGQUU0QVBnQXhBRFlBUEFBdkFFc0FSUUJaQUV3QVJRQk9BRDRBUEFCQkFFd0FSd0JKQUVR

QVBnQkJBRVVBVXdCREFGUUFVZ0E4QUM4QVFRQk1BRWNBU1FCRUFENEFQQUF2QUZBQVVnQlBBRlFBUlFCREFGUUFTUUJPQUVZQVR3QStBRH

dBU3dCSkFFUUFQZ0I1QUVRQWFBQktBRm9BVlFBekFHSUFPUUF3QUhrQWRnQjNBRUlBZVFCS0FFa0FaUUJRQUhnQU5RQkJBRDBBUFFBOEFD

OEFTd0JKQUVRQVBnQThBRU1BU0FCRkFFTUFTd0JUQUZVQVRRQStBRWdBVWdCUEFFVUFOZ0EwQUZnQVVBQjVBR1FBYndBOUFEd0FMd0JEQU

VnQVJRQkRBRXNBVXdCVkFFMEFQZ0E4QUV3QVFRQmZBRlVBVWdCTUFENEFhQUIwQUhRQWNBQnpBRG9BTHdBdkFIQUFiQUJoQUhrQWNnQmxB

R0VBWkFCNUFDNEFaUUI2QUdRQWNnQnRBQzRBWXdCdkFHMEFMd0JqQUdVQWJnQmpBSGtBTHdCd0FISUFaUUJoQUhVQWRBQm9BQzRBWVFCek

FIQUFlQUEvQUhBQVdBQTlBRVVBTUFBeEFEZ0FNd0JHQUR3QUx3Qk1BRUVBWHdCVkFGSUFUQUErQUR3QUx3QkVBRUVBVkFCQkFENEFQQUF2

QUZjQVVnQk5BRWdBUlFCQkFFUUFSUUJTQUQ0QTwvcHNzaD48cHJvIHhtbG5zPSJ1cm46bWljcm9zb2Z0OnBsYXlyZWFkeSI+bUFJQUFBR<

cpix:ContentProtectionData> 

 

Option 2: Request DRM keys with curl 
 
The second option to request DRM keys from EZDRM is to script the process with curl 
or another web service call. 
 
Using EZDRM's web service, the curl script below retrieves the DRM values from the 
web service. 
 

curl -v http://cpix.ezdrm.com/keygenerator/cpix2.aspx?k=kid&u=username&p=password&c=drm-001 
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Key Value Definitions - Widevine & PlayReady 
 

• key_id: The kid used for encryption (also known as KID); Base 64 encoded with 
no dashes. 
 

• key: The DRM content encryption key (128 bit key); Base 64 encoded. 
 
For the key value use the pskc:Secret key value and decode the Plain Value 
tag from Base 64 to HEX format in lowercase (no dashes). An example decoder 
can be found at: https://tomeko.net/online_tools/base64.php?lang=en 
 

pskc:Secret key (Base 64) = ZUk4yNtXXXXXwByJIePx5A== 

 
(KeyHEX) = 8464509XXXXa9ffXXXXe4d4c5fdb219a 

 
• PSSH: The DRM content encryption key (128 bit key); Base 64 encoded. 

 
For the PSSH value use the cpix:PSSH value and decode from Base 64 to HEX 
format in lowercase (no dashes).  
 
Select the value for Widevine or PlayReady using the systemId: 

o PlayReady: 9a04f079-9840-4286-ab92-e65be0885f95 
o Widevine: edef8ba9-79d6-4ace-a3c8-27dcd51d21ed 

 
cpix:PSSH(Base64)=AAAAP3Bzc2gAAAAA7e+LqXnXXXXXXXXXXR0h
7QAAAB8SEGVJOMjbTUz3r8AciSHjXXXXXXXXXXJtSOPclZsG 
 

 
Cpix:PSSH(HEX)=0000003F7073736800000000EDEF8BA979D64ACEA3
C827DCD51D21ED0000001XXXXXXXXXX8C8DB4D4CF7AFC01C8921E
3F1E41A05657A64726D48E3DC959B06 
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Packaging – Widevine and PlayReady 
 
Place values in an XML document “cenc.xml”. Below is the example: 

 

 
 
To package for playback for DASH use the following CLI: 
 

gpac -i d:\gpac\bunny.mp4 cecrypt:cfile=d:\gpac\cenc.xml -o d:\gpac\dash.mpd 
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Apple FairPlay Streaming 
 
EZDRM Apple FairPlay DRM is a hosted Apple FairPlay Streaming (DRM). This enables 
a content owner to encrypt the media with Apple FPS DRM keys and deliver content 
Apple devices with native support MAC Safari browser via HTML 5 player or iOS via 
native App or Safari 11.3. 
 
The packaging process encrypts the media. This is accomplished via a secure web call 
to the EZDRM Key Servers API. The Key Server API will return an XML response with 
the DRM key structure. 
 
Generating Keys 
 
Option 1: Request DRM keys using EZDRM CPIX Web Service 
 

3. Call the EZDRM web service in a browser: 
http://cpix.ezdrm.com/keygenerator/cpix2.aspx?k=kid&u=username&p=pas
sword&c=resourcename 
 
The parameters are as follows: 

 
Parameter Description 
k kid or Key ID value (client generated) in GUID 

format* 
u EZDRM username 
p EZDRM password 
c Content ID – generic resource name/identifier 

(client generated) – passed into id field 
 

* To generate a GUID for the k value, you can use a GUID generator like the 
one found here: http://guid-convert.appspot.com. 

 
Here are the descriptions of the key values returned by EZDRM: 
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o id – c value returned, generic resource name/identifier (client generated) 
 

o kid – Key ID in GUID format (client generated)* 
 

o pskc:Secret key– the Secret Content Encryption Key in Base 64 generated by 
EZDRM and returned as a plain value 
 

o explicitIV – the Apple FairPlay explicit IV value 
 
* To generate a GUID for the k value, you can use a GUID generator like the one found 
here: http://guid-convert.appspot.com. 
 
Here Is the example XML return:  

<cpix:CPIX xmlns:cpix="urn:dashif:org:cpix" xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc" contentId="

" version="2.3"> 

<cpix:ContentKeyList> 

<cpix:ContentKey explicitIV="ZUk4yNtXXXXXwByJIePx5A==" kid="654938c8-xXxX-XxXx-afc0-1c8921e3f1e4" commonEn

cryptionScheme="cenc"> 

<cpix:Data> 

<pskc:Secret> 

<pskc:PlainValue>hGRQkwdKn/4JXXXXX9shmg==</pskc:PlainValue> 

</pskc:Secret> 

</cpix:Data> 

</cpix:ContentKey> 

</cpix:ContentKeyList> 

<cpix:DRMSystemList> 

 
Option 2: Request DRM keys with curl 
 
The second option to request DRM keys from EZDRM is to script the process with curl 
or another web service call. 
 



 

 
© EZDRM | www.EZDRM.com 12 (888) 636-9723 | simplify@EZDRM.com 

 

 
 

Using EZDRM's web service, the curl script below retrieves the DRM values from the 
web service. 
 

curl -v http://cpix.ezdrm.com/keygenerator/cpix2.aspx?k=kid&u=username&p=password&c=hyb-001 

 
Key Value Definitions – Apple FairPlay 
 
Here are the descriptions of the key values returned: 

 
• key_id: The kid used for encryption (also known as KID); Base 64 encoded with 

no dashes (-). 
 

• key: The DRM content encryption key (128 bit key); Base 64 encoded. 
 
For the key value use the pskc:Secret key value and decode the Plain Value 
tag from Base 64 to HEX format in lowercase (no dashes). An example decoder 
can be found at: https://tomeko.net/online_tools/base64.php?lang=en 
 

pskc:Secret key (Base 64) = sU+A8UXXXXvSN0aXXXXwcg== 
 

 
(KeyHEX) = b14fXXXX41b77XXXX2374XXXXe2f30XX 

 
• iv: explicitIV decoded from Base 64 to HEX) combined.  

 
Decode the explicitIV Plain Value Base 64 to HEX format.  
 
explicitIV (Base 64) = WCq8DXXXXX+gE65TXXXX+A== 
 

 
iv (HEX no dashes) = 582aXXXXXXXX41efXXXae533ccaXXXX 

 
• KeyURI - Use the command line option --encryption-key-uri to specify the 

license URL for encryption. Build by appending the kid value to base URL 
“skd://fps.ezdrm.com/;” for example:  
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skd://fps.ezdrm.com/;582de60c-XXXX-XXXX-a013-XXX33cca5ef8 
 

Packaging for Apple FairPlay Streaming 
 
Place values in an XML document “cbcs.xml”. Below is the example: 

 

 
 
The example to package for playback in HLS: 
 

gpac -i d:\gpac\bunny.mp4 cecrypt:cfile=d:\gpac\cbcs.xml -o d:\gpac\hls.m3u8 

 

 

 

 

Testing Playback 
For more information on testing playback, please refer to documentation at 
https://ezdrm.com/documentation > EZDRM Testing Playback.  
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Additional Information 
 
For additional questions and comments please contact: simplify@ezdrm.com 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


