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GPAC Prerequisites

This document outlines the raw key format for GPAC Packager and generating DRM
keys with EZDRM.

To download visit: https://gpac.io/downloads/gpac-nightly-builds/

Universal DRM (Widevine & PlayReady)

EZDRM Universal DRM is a combination of Google Widevine Modular with Microsoft
PlayReady; both using linked CENC keys over DASH streaming. This enables a content
owner to encrypt the media once with CENC keys and deliver either a PlayReady
License or a Widevine License depending on the player and platform calling for a
license.

Generating Keys

To request the DRM keys from EZDRM to package the media, there are two options,
you can call the EZDRM web service in a browser, or you can script this process with
curl or other web service calls.

Option 1: Request DRM keys using EZDRM CPIXv2 Web Service

1. Call the EZDRM web service in a browser:
http://cpix.ezdrm.com/keygenerator/cpix2.aspx?k=kid&u=username&p=pas
sword&c=resourcename

The parameters are as follows:

Parameter Description

k kid or Key ID value (client generated) in GUID
format*

u EZDRM username

p EZDRM password

C Content ID - generic resource name/identifier
(client generated) - passed into id field
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* To generate a GUID for the k value, you can use a GUID generator like the
one found here: http://guid-convert.appspot.com.

2. The response from EZDRM will look like this:

This XML file does not appear to have any style informati d with it. The d tree is shown below.

v<cpix:CPIX xmlns:cpix="urn:dashif:org:cpix" xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc" contentId="" version="2.3">
v<cpix:ContentKeyList>
v<cpix:ContentKey explicitIV="ZUk4yNtNTPevuByIlePx5A==" kid="654938c8- MMM afco-1c8921e3fled commonEncryptionScheme="cenc">
v<cpix:Data>
v<pskciSecret>
<pske: PlainValue SHGROKAAKIMMMMMLIXOSHAB=SC /pskc :P1ainValue>
</pskc:Secret>
<f/cpix:Data>
</cpix:ContentKey>
</cpix: ContentKeylist>
v<cpix:DRMSystemList>
v<cpix:DRNSysten kid="654938¢8- 1fc0-1c8921e3f1led” systemId="edef8bag-79d6-dace-a3c8-27dcd51d21ed">
<cpix:PSSHYAMAP3Bzc2gAAMMAT e+l gXnkSs67yCFelROZQAAABESEGT I i T HESOPc1Z56< / cpix : PSSH>
<cpix:ContentProtectionData>PHBzc2ggeGlsbnMIInVybjptcGVnO AmdBQUF BQTd 1K@xxWG5XU3M2an1DZmMxUjBoN1FBQUFCOFNFR1ZKT@1qY1RVejNyOE FjaVNIajhlUWFCV1Y2UkhKd FNPUGNSWANHPCOwc3NoPg==
</cpix:ContentProtectionData>
<cpix:HLSSignalingData
playlist="media" >I@VYVC1YLUtFWTpNRVRITOQIUOF NUEXF LUF FUy1DVFIsS@VZSUQ
<cpix:HLSSignalingData
playlist="master">IOVYVC1YLVNFUINIT@4tS@VZOk1FVERPRDITQULQTEULQUVTLU
</cpix:DRMSystem>

TmRhdGE6dGVAdCOWbGFpb jtiYXNLNQsQUFEQVAZQnpj MmdBQUFBQT d1KexxWG5XU3M2an 1DZmMx

3MmdBQUF BQTA1K@xxWGSXU3M2an 1DZmiixU BoN1 FBQUF COFNFR1ZKTO1qY1RVe jNyOEF jaVNIajh

v<cpix:DRMSystem kid="654938c8- 1fc@-1c8921e3fled™ systemId="9a04f079-9840-4286-ab92-e65be@885F95">
<cpix:PSSH>ARACUHBZC2gAAARAmE TueZhAQoar kuZbA Thf 1QAAADiYAgAAAQABALACPABXAF IATQBTAEUAQQBEAEUAUG AGAHEADQBSAGAACADA I i B 2AC gl HQALgB] QAUg
<cpix:ContentProtectionData>PHBzc2ggeGl sbnM9 InVybjpt cGVnOmNLbmMGH5 AxMy T+QUF BO3VIQnp3MndBQUFBQWANVHA IWmhBUShemt 1 S —— UIYQUZIQVRRQkLBRVBUVE CRUF FVUFVZOF nQUhnQWIRQNNBR

</cpix:ContentProtectionData>

<cpix:HLSSignalingData

playlist="master">IOVYVCLYLVNFUINITO4£S@VZOk 1FVERPRDITQULQTEUQL b3t 3aGFy c2VBPVVURS @xli3 £ iYXNLN3QsbUF I QUF BRUFBUUNPQUHp3QVZ3Q1NBRTBBUGF CRKF FRUF SQUIGQUZIQU1BQ; RBR 2BBYKF
</cpix:HLSSignalingData>

<cpix:HLSSignalingData

playlist="media" >IOVYVC1YLULFWTpNRVRITOQSUGF NUEXF LUF FUy1DVFISVVIIPSIKYXRhONR1eHQucGx JF BQUVBQUFDTOF qd@Fivd@1TQUUWQVNBQZBRUVBUKFC RKFGSUF JQUIGQUCWQWIBQnVBSE 1BUFFE
<cpix:SmoothStreamingProtectionHeaderData>mATAAAEAAQCOAIAVUBSAEOAS ABF AEEARABFAF TALA B3 BEAGEA ;. C4AYwB LwBEAFTATQAVADTAMAA

</cpix:SmoothStreamingProtectionHeaderData>
</cpix:DRMSystem>

o id - cvalue returned, generic resource name/identifier (client generated)
o kid -Key ID in GUID format (client generated)*

o pskc:Secret key- the Secret Content Encryption Key in Base 64 generated by
EZDRM and returned as a plain value.

o PSSH - Protection System Specific Header value containing DRM specific
metadata. Select the value for Widevine or PlayReady using the systemld:
o PlayReady: 9a04f079-9840-4286-ab92-e65be0885f95
o Widevine: edef8ba9-79d6-4ace-a3c8-27dcd51d21ed

* To generate a GUID for the k value, you can use a GUID generator like the one found
here: http://guid-convert.appspot.com.
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Here Is the example XML return:

<cpix:CPIX xmlns:cpix="urn:dashif:org:cpix" xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc" contentId="
" version="2.3">

<cpix:ContentKeyList>

<cpix:ContentKey explicitIV="ZUk4yNtXXXXXwByJIePx5A==" kid="654938c8-xXxX-XxXx-afc@-1c8921e3fle4" commonEn
cryptionScheme="cenc">

<cpix:Data>

<pskc:Secret>

<pskc:PlainValue>hGROkwdKn/4IXXXXX9shmg==</pskc:PlainValue>

</pskc:Secret>

</cpix:Data>

</cpix:ContentKey>

</cpix:ContentKeyList>

<cpix:DRMSystemList>

<cpix:DRMSystem kid="654938c8-xXxX-XxXx-afc@-1c8921e3fled" systemId="edef8ba9-79d6-4ace-a3c8-27dcd51d21ed"
>

<cpix:PSSH>AAAAP3Bzc2gAAAAA7 e+LgXnXXXXXXXXXXROh7QAAAB8SEGVIOMjbTUZ3r8AciSHIXXXXXXXXXXItSOPc1ZsG</cpix:PSSH
>
<cpix:ContentProtectionData>PHBzc2ggeGlsbnMIInVybjptcGVnOMN1bmMEMJAXXXXXXXXxXVAZQnpjMmdBQUFBQTd1KOXXWG5XU3
M2an1DZmMxUjBoN1FBQUFCOFNFR1ZKTO1qY1RVeXXXXXXXXXNIajhlUWFCV1Y2WkhKdFNPUGNsWNnNHPCOwc3NoPg==</cpix:ContentPr
otectionData>

<cpix:HLSSignalingData playlist="media">IOVYVC1YLUtFWTpNRVRITOQOUOFNUEXFLUFFUy1DVFIsSOVZSUQOMHg2NTQ5MzhDOE
RCNEQ@Q@Y3QUZDMDFDODkyMUUZR jFFNCxVUkk9ImRhAGE6dpbtiYXNINXXXXXXXXXXjQsQUFBQVAZQNnpijMmdBQUFBQTALIKOXXWG5XU3M2
an1DZmMxUjBoN1FBQUFCOFNFR1ZKTO1qY1RVejNyOEFjaVNIajhlUWFCVLY2WkhKdFNPUGNSWNNHIixLRV1GT1INQVQIInVybjpldwlkom
VKZWYAYmESLTc5ZDYtNGFjZS1hM2MALTI3ZGNKNTFKMXXXXXXXXXXZRkOSTUFUVKVSUB1PTIMOIjEi</cpix:HLSSignalingData>
<cpix:HLSSignalingData playlist="master">IOVYVC1YLUtFWTpNRVRITOQOUOFNUEXFLUFFUy1DVFIsSOVZSUQOMHEg2NTQ5MzhDO
ERCNEQ@Q®Y3QUZDMDFDODKYMUUZRFFNCXVUKkOIMRhdGE6dpbjtiYXNINXXXXXXXXXXjQsQUFBQVAZQnpiMmdBQUFBQTA1KOXXWG5XU3M
2an1DZmMxUjBoN1FBQUFCOFNFR1ZKT@O1qY1RVejNyOEFjaVNIajhlUWFCV1Y2WkhKdFNPUGNSWNNHIixLRVIGT1INQVQIINnVybjp1dwWlko
MVKZWYAYMESLTCc5ZDYENGFFZS1hM2MALTI3ZGNKNTFKMXXXXXXXXXXZRk9STUFUVKVSUOIPTIMOIjEi</cpix:HLSSignalingData>
</cpix:DRMSystem>

<cpix:DRMSystem kid="654938c8-xXxX-XxXx-afc@-1c8921e3fled" systemId="9a04f079-9840-4286-ab92-e65be0885f95"
>
<cpix:PSSH>AAACUHBZzc2gAAAAAMgTweZhAQoarkuzZbaIhf1QAAApiYAgAAAQABAI4CPABXAFIATQBIAEUAQQBEAEUAUEAgAHEADQBSAGA
AcwA9ACIAaABOAHQACAA6ACSALWBZAGMAaAB1AGOAYQBzAC4AbQBpAGMACgBVAHMAbWBMAHQALgBjAGBAbQAVAEQAUEBNACSAMEAWADAAN
wAVADAAMWAVAFAAbABhAHKAUgB1AGEAZABSAEEAZQBhAGQAZQBYACIAIAB2AGUACcgBzAGKAbWBUADOAT gAGACAAMAAUADAALEAWACIAPEA
8AEQAQQBUAEEAPgABAFAAUgBPAFQARQBDAFQASQBOAEYATWA+ADWASWBFAFKATABFAE4APgAXADYAPAAVAESARQBZAEWARQBOADAAPABBA
EwARWBJAEQAPgBBAEUAUWBDAFQAUSASACSAQQBMAECASQBEAD4APAAVAFAAUEBPAFQARQBDAFQASQBOAEYATWA+ADWASWBIAEQAPEBSAEQ
AaABKAF0AVQAZAGIAOQAWAHKAdgB3AEIAeQBKAEKAZQBQAHZANQBBADOAPQASACSASWBIAEQAPZASAEMASABFAEMASWBTAFUATQA+AEGAU
gBPAEUANgAOAF gAUAB5AGQAbWA9ADWALWBDAE gARQBDAESAUWBVAEOAPgASAEWAQQBTAFUAUgBMAD4AaABOAHQACABZADOALWAVAHAADAB
hAHkAcgB1AGEAZAB5AC4AZQB6AGQACgBtACAAYWBVAGOALWBjAGUAbgBjAHKALWBWAHIAZQBhAHUAdABOACAAYQBZAHAAeAA/AHAAWAASA
EUAMAAXADgAMWBGADWALWBMAEEAXWBVAF IATAA+ADWALWBEAEEAXXXXXXXXXXAVAF cAUgBNAEgARQBBAEQARQBSADAA< /cpix :PSSH>
<cpix:ContentProtectionData>PHBzc2ggeGlsbnM9InVybjptcGVnOmN1bmMEMjAXMyI+QUFBQ3VIQnpjMmdBQUFBQW1nVHd1WmhBUW
9hcmt1WmIOSWhmbFFBQUFwaV1BZOFBQVFBQkFINENQQUJIYQUZIQVRRQk1BRVVBUVFCRUFFVUFVZOFnQUhnQWIRQNNBRzZRBY3dBOUFDSUFh
QUIWQUhRQWNBQTZBQzhBTHdCekFHTUFhQUJsQUcwQV1RQnpBQzRBY1FCcEFHTUFjZ032QUhNQWI3Qm1BSFFBTGdCakFHOEFiUUF 2QUVRQV
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VnQk5BQzhBTWdBd@F EQUFOdOF 2QURBQU13QXZBRkFBYKFCaEF Ia@FVZ0JsQUAdFQVpBQjVBRWABW1FCaEFHUUFaUUJ5QUNIQU1BQ; IBR1VB
Y2dCekFHa®F id@J1QUQwQU1nQTBBQzRBTUFBAUFEQUFMZOF 3QUNIQVBNQThBRVFBUVFCVUFFRUFQZOE4QUZBQVVNQ1BBR1FBULFCREFGUU
FTUUJPQUVZQVR3QS tBRHdBU3dCRKFGa@FUQUIGQUUeQVBNQXhBRF 1BUEFBAKFF c@FSUUJaQUV3QVIRQk9BRDRBUE FCQkFFA@FSd@IKQUVR
QVBNQkJIBRVVBVXdCREFGUUFVZ@E4QUMAQVFRQk1BRWNBU1FCRUF ENEFQQUF2QUZBQVVNQ1BBR1FBU1FCREFGUUF TUUIPQUVZQVR3QStBRH
dBU3dCSkFFUUFQZOI 1QUVRQWFBQktBRMOBV1FBek FHSUFPUUF3QUhrQWRNQjNBRULBZVFCSOF Fa@F aUUIRQUhNQUSRQk IBRDBBUF FBOEFD
OEFTd@JKQUVRQVBNQThBRU1BUGF CRKFFTUFTd@JUQUZVQVRRQS tBRWABVIWACUEF FVUFOZ@EWQUZNnQVVBQ;VBR1FBYNndBOUF EdOFMd@IEQU
VNnQVIRQKRBRXNBVXdCVKF FMEFQZ@EAQUV3QVFRQMZBR1VBVWAC TUFENEFhQUIWQUhRQWNBQNnpBRGIBTHABAKFIQUFiQUIoQUhrQWNnQmxB
R@VBWKFCNUF DNE FaUUI 2QUdRQWNnQnRBQzRBWXdCdkFHMEFMd@IqQudVQWInQmpBSGtBTHACdOF ISUF aUUJoQUhVQWRBQMIBQZRBWVFCek
FIQUF1QUEVQUhBQVABQT1BRVVBTUFBeEFEZOFNd@IHQUR3QUx3Qk1BRUVBWHACVKFGSUFUQUErQUR3QUx3QKVBRUVBVKFCQKFENEFQQUF2
QUZ3jQVVnQk5BRWABU1FCQkFFUUFSUUITQUQOQTWvCHNZaD48cHIVIHhtbG5zPSI1cma6bWljcm9zb2Z00nBsYX1yZWFkeSI+bUFIQUFBR<

cpix:ContentProtectionData>

Option 2: Request DRM keys with curl

The second option to request DRM keys from EZDRM is to script the process with curl
or another web service call.

Using EZDRM's web service, the curl script below retrieves the DRM values from the
web service.

curl -v http://cpix.ezdrm.com/keygenerator/cpix2.aspx?k=kid&u=username&p=password&c=drm-001
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Key Value Definitions - Widevine & PlayReady

e key id: The kid used for encryption (also known as KID); Base 64 encoded with
no dashes.

o key: The DRM content encryption key (128 bit key); Base 64 encoded.
For the key value use the pskc:Secret key value and decode the Plain Value

tag from Base 64 to HEX format in lowercase (no dashes). An example decoder
can be found at: https://tomeko.net/online_tools/base64.php?lang=en

(KeyHEX) = 8464509XXXXa9ffXXXXe4d4c5fdb219a

e PSS5H:The DRM content encryption key (128 bit key); Base 64 encoded.

For the PSSH value use the cpix:PSSH value and decode from Base 64 to HEX
format in lowercase (no dashes).

Select the value for Widevine or PlayReady using the systemld:
o PlayReady: 9a04f079-9840-4286-ab92-e65be0885f95
o Widevine: edef8ba9-79d6-4ace-a3c8-27dcd51d21ed

cpix:PSSH(Base64)=AAAAP3Bzc2gAAAAA7e+LgXnXXXXXXXXXXR0Oh
ZQAAABSSEGV]OMjbTUZz3r8AciSHjXXXXXXXXXX]tSOPclZsG

¥

Cpix:PSSH(HEX)=0000003F7073736800000000EDEF8BA979D64ACEA3
C827DCD51D21EDO00000T XXXXXXXXXX8CEDB4D4CF7AFCO01C8921E
3F1E41A05657A64726D48E3DC959B06
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Packaging - Widevine and PlayReady

Place values in an XML document “cenc.xml”. Below is the example:

<?xml version="1.8" encoding="UTF-8" />
<GPACDRM type="CENC AES-CTR">»

<!-- Widevine --»
<DRMInfo type="pssh” wversion="8">

<BS ID128="edefB8ba979db6dacea3dcB827dcd51d21ed" /> <!-- System ID -->

<B5 data="000000B3F7673736800000000EDEFSBAS 154938CBDBADACFTAFCO1CBI921E3F1E41AB5657A647
</DRMInfo>

<!-- Playready -->»
<DRMInfo type="pssh” wversion="8">
<B5S ID128="9aB4f87998404286ab92e65be@B8595" /> <!-- System ID -->

<BS
data="0080628870737368000000009A04FB7998484286AB92E65BE 578@52604De04800450041 0044004
6FB873606FE06600740602E0063006FEB6D002FEB440052004D802F¢ BB61607960852006500610064807901
Be540041603E003C00568652004FE05400450043600540049004E604 3EB@316e36603CE02FEB4BBB45085!

52084F80540045004300548049004E0046004F083E003C00460049084400 3EUE /YUPA4DE bBHVAADE S ABYS HPE 3 3006 2003900300879007600770084200798
B2836003400550050087900640086F0030003C002F0A43004800450043004600530055004D0003E003C004C0041005F08550052004C003E006800740874007
79082Fa0700072006500610075007400653002E006100730070007 8083 F07000580030004500300031003800330046003C002F004CA041005F0B5500528
</DRMInfo>

<CrypTrack trackID="1" IsEncrypted="1" IV_size="16" first_IV="0x654938C8DB4ADACF7AFCO1C8921E3F1E4" saiSavedBox="senc">
<key KID="8x65493NNNNN W C01C8921E3F1E4" value="0x84645M— B CSFDB219A™ />
</CrypTrack>

</GPACDRM>

To package for playback for DASH use the following CLI:

gpac -i d:\gpac\bunny.mp4 cecrypt:cfile=d:\gpac\cenc.xml -o d:\gpac\dash.mpd

C:\Program Files\GPAC>gpac -i c:\gpac\bunny.mpl cecrypt:cfile=c:\gpac\cenc.xml -o c:\gpac\dash.mpd

[CENCrypt] Missing track crypt info in DRM config file, PID A2 will not be crypted

[Dasher] Segment 1 duration 10 more than 3/2 DASH duration, consider reencoding or using segment timeline

[Dasher] First CTS 900000 in segment 2 drifting by 9 (more than half a segment duration) from segment time, consider ree
ncoding or using segment timeline

[Dasher] Segment 2 duration 10 more than 3/2 DASH duration, consider reencoding or using segment timeline

[Dasher] First CTS 1800000 in segment 3 drifting by 18 (more than half a segment duration) from segment time, consider r
eencoding or using segment timeline

[Dasher] Segment 3 duration 2.70833 more than 3/2 DASH duration, consider reencoding or using segment timeline

[Dasher] First CTS 2043750 in segment U4 drifting by 19.7083 (more than half a segment duration) from segment time, consi
der reencoding or using segment timeline
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D bunny_dash_track2_114.md4s 3/25/2025 9:55 AM M4S File 21KB
0O bunny_dash_track2_115.mds 3/25/2025 9:55 AM MA4S File 20KB
D bunny_dash_track2_116.md4s 3/25/2025 9:55 AM M4S File 20KB
0O bunny_dash_track2_117.md4s 3/25/2025 9:55 AM M4S File 20KB
D bunny_dash_track2_118.md4s 3/25/2025 9:55 AM M4S File 21KB
0O bunny_dash_track2_119.md4s 3/25/2025 9:55 AM M4S File 20KB
D bunny_dash_track2_120.m4s 3/25/2025 9:55 AM M4S File 21KB
C) bunny_dash_track2_init 3/25/2025 9:54 AM MP4 File 1KB
|o' bunny_protected 2/7/2025 10:56 AM MP4 File 32,627 KB
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Apple FairPlay Streaming

EZDRM Apple FairPlay DRM is a hosted Apple FairPlay Streaming (DRM). This enables
a content owner to encrypt the media with Apple FPS DRM keys and deliver content
Apple devices with native support MAC Safari browser via HTML 5 player or iOS via
native App or Safari 11.3.

The packaging process encrypts the media. This is accomplished via a secure web call
to the EZDRM Key Servers API. The Key Server APl will return an XML response with
the DRM key structure.

Generating Keys

Option 1: Request DRM keys using EZDRM CPIX Web Service

3. Call the EZDRM web service in a browser:
http://cpix.ezdrm.com/keygenerator/cpix2.aspx?k=kid&u=username&p=pas
sword&c=resourcename

The parameters are as follows:

Parameter Description

k kid or Key ID value (client generated) in GUID
format*

u EZDRM username

p EZDRM password

C Content ID - generic resource name/identifier
(client generated) - passed into id field

* To generate a GUID for the k value, you can use a GUID generator like the
one found here: http://guid-convert.appspot.com.

Here are the descriptions of the key values returned by EZDRM:

© EZDRM | www.EZDRM.com 10 (888) 636-9723 | simplify @EZDRM.com
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This XML file does not appear to have any style information associated with it. The document tree 1s shown below.

v<cpix:CPIX smlns:cpix="urn:dashif:org:cpix” xmlns:pskc="urn:ietf:params:uml:ns:keyprov:pskc” id="hyb-0@1">
v<cpix:ContentKeylList>
v <cpix:Contentkey kid-'{epacoee M NES33ccasef” explicitIv="AArgAlSpe+A=="">
¥<cpix:Data>
v <pskc:Secret>
<p5kc:PlainValue>q4smﬁlTQ=<Jpskc:PlainValue>
</pskc:Secrets
</cpix:Data>
</cpix:ContentKey>
</cpix:ContentKeylist>
v<cpix:DRMSystemlList>
¥ <cpix:DRMSystem kid="000ze800-( 532ccaSef8” systemId="edef8ba2-79c i-27dcd51d21ed" >
<cpix:PSSH>AAAANBZC2y,. AnWss6]yCTClR@hTQAAAFYIARIQAArSAAG Qe+ 0IbW22aWRvbmUiMnsia21kIjoiQUFYZ@FBYXIRISTNRTYIVFENCGUrQ
<cpix:ContentProtectionData/>
</cpix:DRMSystem:>

o id - cvalue returned, generic resource name/identifier (client generated)
o kid - Key ID in GUID format (client generated)*

o pskc:Secret key- the Secret Content Encryption Key in Base 64 generated by
EZDRM and returned as a plain value

o explicitlV - the Apple FairPlay explicit IV value

* To generate a GUID for the k value, you can use a GUID generator like the one found
here: http://guid-convert.appspot.com.

Here Is the example XML return:

<cpix:CPIX xmlns:cpix="urn:dashif:org:cpix" xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc" contentId="
" version="2.3">

<cpix:ContentKeyList>

<cpix:ContentKey explicitIV="ZUKAvNEtXXXXXwByJITePx5A==" kid="654938c8-XXxX-XxXx-afc0-1c8921e3fled" commonEn
cryptionScheme="cenc">

<cpix:Data>

<pskc:Secret>

<pskc:PlainValue>hGROkwdKn/4IXXXXX9shmg==</pskc:PlainValue>

</pskc:Secret>

</cpix:Data>

</cpix:ContentKey>

</cpix:ContentKeylList>

<cpix:DRMSystemList>

Option 2: Request DRM keys with curl

The second option to request DRM keys from EZDRM is to script the process with curl
or another web service call.

© EZDRM | www.EZDRM.com 1 (888) 636-9723 | simplify @EZDRM.com
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Using EZDRM's web service, the curl script below retrieves the DRM values from the
web service.

curl -v http://cpix.ezdrm.com/keygenerator/cpix2.aspx?k=kid&u=username&p=password&c=hyb-001

Key Value Definitions - Apple FairPlay
Here are the descriptions of the key values returned:

e key id: The kid used for encryption (also known as KID); Base 64 encoded with
no dashes (-).

o key: The DRM content encryption key (128 bit key); Base 64 encoded.
For the key value use the pskc:Secret key value and decode the Plain Value

tag from Base 64 to HEX format in lowercase (no dashes). An example decoder
can be found at: https://tomeko.net/online_tools/base64.php?lang=en

skc:Secret key (Base 64) = sU+A8UXXXXVSNOaXXXXwcg==

¥

KeyHEX) = b14fXXXX41b77XXXX2374XXXXe2f30XX

e iv:explicitlV decoded from Base 64 to HEX) combined.

Decode the explicitlV Plain Value Base 64 to HEX format.

explicitlV (Base 64) = WCq8DXXXXX+gE6S5TXXXX+A==

¥

iv (HEX no dashes) = 582aXXXXXXXX41efXXXae533ccaXXXX

e KeyURI - Use the command line option --encryption-key-uri to specify the
license URL for encryption. Build by appending the kid value to base URL
“skd://fps.ezdrm.com/;" for example:

© EZDRM | www.EZDRM.com 12 (888) 636-9723 | simplify @EZDRM.com



EZDRM

Digital Rights Management

582de60c-XXXX-XXXX-a013-XXX33cca5ef8
Packaging for Apple FairPlay Streaming
Place values in an XML document “cbcs.xml”. Below is the example:
! : :
<?xml version="1.8" encoding="UTF-8" />
<GPACDRM type="CENC AES-CBC">
<CrypTrack trackID="1" IsEncrypted="1" IV_size="16" first_IV="8x65 J1ICB921E3F1EA" saiSavedBox="senc">
<key KID="8x65493i \FCB1C8921E3F1E4A" value="0x84645892 7EADACSFDB219A" hlsInfo="URI="skd://654938c8-
afc@-1c8921e3fled : 6549380 21E3F1E4" , KEYFORMAT="com. apple.streamingkeydelivery" , KEYFORMATVERSIONS="1"" />
</CrypTrack>
</GPACDRM>

The example to package for playback in HLS:

gpac -i d:\gpac\bunny.mp4 cecrypt:cfile=d:\gpac\cbcs.xml -o d:\gpac\hls.m3u8

C:\Program Files\GPAC>gpac -i c:\gpac\bunny.mpl cecrypt:cfile=c:\gpac\cbcs.xml -o c:\gpac\hls.m3u8

[CENCrypt] Missing track crypt info in DRM config file, PID A2 will not be crypted

[Dasher] Segment 1 duration 10 more than 3/2 DASH duration, consider reencoding or using segment timeline
[Dasher] Changing HLS target duration from 1 to 10, either increase the segment duration or re-encode the content

[Dasher] First CTS 900000 in segment 2 drifting by 9 (more than half a segment duration) from segment time, consider ree
ncoding or using segment timeline

[Dasher] Segment 2 duration 10 more than 3/2 DASH duration, consider reencoding or using segment timeline

[Dasher] First CTS 1800000 in segment 3 drifting by 18 (more than half a segment duration) from segment time, consider r
eencoding or using segment timeline

] WUy _UGHI_UGLRG_ 117 I I EVET T T FIVE WIMD 1 e U nw
bunny_dash_track2_118.m4s 3/25/2025 9:56 AM M4S File 21KB
| bunny_dash_track2_119.m4s 3/25/2025 9:56 AM M4S File 20KB

bunny_dash_track2_120.m4s 3/25/2025 9:56 AM M4S File 211

w

T

© bunny_dash_track2_init 3/25/2025 9:56 AM MP4

O hls 3/25/2025 9:56 AM M3U8 File 1 KB
O his_1 3/25/2025 9:56 AM M3U8 File 2KB
© hls_2 3/25/2025 9:56 AM M3U8 File KB

Testing Playback
For more information on testing playback, please refer to documentation at
https://ezdrm.com/documentation > EZDRM Testing Playback.
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Additional Information

For additional questions and comments please contact: simplify@ezdrm.com
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