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Introduction

The following document outlines integration with EZDRM Encoding using the
MediaKind Controller.

Widevine/PlayReady Common Encryption (CENC)

Catalog Creation

The first step is to create a catalog to store files for encoding. Within the catalog the
Output settings are configured for encryption.

1. Click on Services menu on the right-hand column.

(G EY eIl [ = | Controller
Controller

# Home

Services — Servers
X =
8 — 2
@ Started Other status @ Connected Connection lost
8 2
= Failover Eal Templates A Alarms
| Reports <
Qﬁ Settings < @ Most used templates by services @ Critical ® Major @ Minor

== Jobs
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2. Click Add service. Select Catalog.

M [=le X4l Ml | = | Controller

Controller

Home Services

On-Demand Encoding

B Services
Watchfolder
A Alarms ProcessingType
Live Encoding
Catalog
MadVaa On-Demand Enca
Tomplates Live Packaging
Catalog
On-Demand Packaging
Failover drm_packager_for_dash On-Demand Pack

hila ~ak Aree R I E

3. Enter a Name for the Catalog. Then click Add new output.

Mediadind E] Controller

Controller Home | Senices | test 2021

Catalog
B Services Name*  test_2021
A Alarms
Output name = Type # Access URL & Encryption Content repl. 3
Servers
Add new output -

Templates

Failover

Reports

Settings

Jobs
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4. Select HLS or DASH over CMAF.
5.
Mediasind E Controller

Controller Home = Semices ' test 2021

Catalog
Services Name®  test 2021
AR E
Output name Type = Access URL = Encryption ¥
E Sservers — —
Add new output -
Rampices HLS or DASH over CMAF
= Failover HLS over TS {j
HS5

Reports

4 Settings

= Jobs

6. On the General tab, enter a unique Output name. Keep the other defaults.

General Dash HLS Delivery Encryption Centent Replacement
General parameters v
* Qutput name demoDRM
* Naming scheme. Index
GOP per segment - 3 +
Segments per manifest - 6 +

Trick Mode support

Low latency

Subtitles g

+ Add subtitie

Advanced settings >

Cancel Save and continue
7. For the DASH tab, keep the defaults.

8. For the HLS tab, keep the defaults.
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9. On the Delivery tab - Access URL, for this example we are using the same
Output name from the General tab (be sure it matches exactly). This will
create a local folder with the same name on the encoding server for
playback.

Delivery

General parameters

Access URL demoDRM

External Origin Server

Name

+ Add publishing point
Cancel Save and continue

10.0n the Encryption tab enter the following parameters:

e From the Encryption dropdown, select Common Encryption (CENC)

e From the Key generation mode dropdown select External key
(Compatible CPIX)

o For the Key server URL enter the EZDRM CPIX Key Generator URL
that includes the Key, Username, Password and Resource name (see
next section for more details)

e Widevine and PlayReady checkboxes should be checked

Dash HLS Delivery Encryption
Encryption settings
Encryption Common Encryption (CENC)
Key generation mode External key {Compatible CPIX)
Key server URL https:i/cpix.ezdrm.com/keygenerator/cpix.aspx?k=582at abefBdu=/ @ezdrm.com&p= &c=mk-001
Widevine

PlayReady

11.For the Content Replacement tab, keep the defaults.
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12.Click Save and exit.

General Dash HLS Delivery Encryption Content Replacement

Encryption settings v

Encryption Common Encryption (CENC)
* Key generation mode Extemal key (Compatible CPIX)
Key server URL hitps:#/cpix.ezdrm. com/keygenerator/cpix. aspx?k=58] 88u= - :@ezdim.com&p= 18c=mk-001

Widevine =
PlayReady &

Parameters mapping b

Parameters mapping key

{ i
Cancel Save and continue Save and exit

The catalog with encryption is now created.

Mediasind E Controller

Controller

Home Senvices  test_2021

Catalog

B Services Name®  test_2021
A Alarms

Output name % Type & Access URL # Encryption ¥ Content repl. ¥
= Servers

> demoDRM cmaf demoDRM Common encryption # o

Templates
Add new output =

Failover

Reports

The EZDRM CPIX Key Generator URL

The Base URL for EZDRM Key Generation is formatted as follows:
https://cpix.ezdrm.com/keygenerator/cpix.aspx?k=kid&u=username&p=password
&c=resourcename
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The parameters include:

Parameter Description

k kid or Key ID value (client generated) in GUID
format*

u EZDRM username

p EZDRM password

C Content ID - generic resource name/identifier
(client generated) - passed into id field

* To generate a GUID for the k value, you can use a GUID generator like the

one found here: http://guid-convert.appspot.com.

On-Demand Packaging

The second step is to create the On-Demand Packaging for the Catalog.

1. From the Services Menu click Add service. Select On-Demand Packaging.

[T [EX<laTe I | = | Controller

Controller

Home Services

On-Demand Encoding

M Services
Watchfolder
A Alarms ProcessingType
Live Encoding
Catalog
Jdad7aa On-Demand Enco
Templates Live Packaging
Catalog
On-Demand Packaging
Failover drm_packager_for_dash On-Demand Pack
hle ot desn Moakal e

© EZDRM | www.EZDRM.com 8 (888) 636-9723 | simplify@EZDRM.com




—
B EZDRM s
—)

Digital Rights Management
simplified.

2. Enter Name for Packaging

3. Select the correct Catalog from the dropdown, created in the previous steps
4. Click Save and Continue

E] Controller

Home = Semices = Add On-Demand Packaging

A0 A0 AO adming &

- [N
On-Demand Packaging
Name drm_packaging_for_test_2021
Catalog [ test_2021 ]
O Refresh asset list [}

[ assets

Hame * Access URL Default content ID status. Creation date Actions

No Data

5. Click Add new On-Demand asset

[E] Controller

Home ' Senices = drm_packaging_for_test 2021

A0 A0 AD adming #

I
On-Demand Packaging
* Name drm_packaging_for_test_2021
Catalog test_2021

O Refresh asset list C Refresh asset metadata
[ asses
Name = Access URL Default content ID Staws Creation date + Actions
tio Data
Cancel Save and continue

6. Enter Asset Name for the On-Demand Asset

E Controller

Home ' Senices ' hls_packaging_2021

On-Demand Packaging

* Name hls_packaging_2021
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7. Enter the Access URL - this is the Delivery Access URL from the Catalog
previously created (Services / Controller / Catalog / Output / Delivery / Access
URL)

E Controller

Home Ser‘]dhs]es test_2021 Qutput
A

General Dash HLS Delivery Encryption Content Replacement

General parameters

* Access URL

8. Enter Source URL - the source file location for the MPD file

[E] Controller A0 A0 AOQ admind &
Home | Senices drm_packaging_for_test_2021
ki
On-Demand Asset
[ * Name dim_asset_test_2021
* Access URL demoDRM

* Source URL

Default content ID

Parameters v

Key Value

+ Add parameter

Cancel Save and continue Save and exit

9. Click Save and Exit. The Asset will be shown as Valid if created successfully.

E Controller

Home Serices  drm_packaging_for_test_2021

Success

Saved!

On-Demand Asset

* Name drm_asset_test 2021
* Access URL demoDRIM
* Source URL file:/001/AP-test/manifest. mpd

Default content ID

© EZDRM | www.EZDRM.com 10 (888) 636-9723 | simplify@EZDRM.com
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[=] controller A0 A0 AD admng

Home | Senices | drm_packaging_for_test_2021

On-Demand Packaging
* Name drm_packaging_for_test_2021

Catalog test_2021

2 Refresh asset list C Refresh asset metadata
Q B Asses
HName & Access URL. Defauit content ID Status Creation date & Actions
v dim_assel_test_2021 demoDRI 202101-22 19:12:31 UTC o c e
Output Hame Status Access URL Actions
demoDRM - o hitp:/i<host=/demoDRM/demoDRMWmanifest mpd c

10.The Access URL will now produce the MPD file with encryption, see example
below:

Name Access URL Default content ID Status Creation date = Actions

drm_asset_test_2021 demoDRM m 2021-01-22 19:12:31UTC a [+ ®
Output Hame Status Access URL Actions
demoDRM [ (=] http:s DRM/demoD! i d ] c

"1.0" encoding="UTE-8"7>

1  <2xml versiol
sww. w3, 0rg/2001 /¥MLSchema-instance” xmlns="urn:mpeg:dash:schenma:mpd:2011" xmlns:cenc="urn:mpeg:cenc:2013" xsi:schemalocation="urn:mpeqg:dash:schema:mpd:20

<MPD xmlns:xs.
DASH-MPD.xsd" profiles="urn:mpeg:dash:profile:cmaf:2019,urn:mpeg:dash:profile:isoff-live:2011" id: - —
minBufferTime="PT2.00S" maxSegmentDuration="PT6.0165" availabilityStartTime="2021-01-22T19:12:312" mediaPresentationDuration="PT181.981S">
3 B <pPeriod id="period0" start="PT0.101S">
4 <Bssetldentifier schemeldUri='urn:eidr" value='md:cid:EIDR:10.5240%2£9e32-2d22-6a84-2a02-C"/>
5 o <hdaptationSet i ype="video" mimeTyp ideo/mpa" segmentAli ="true" startWithSAP="1" maxWidth="1920" maxHeight="1080" maxFrameRate="30000/1001" par="16:9
© <ContentProtection schemeIdUri="uzn:mpeg:dash:mp4p 11" value="cenc" cenc:default KID="582abcOc-06ab-4lef-a0l3-ae533ccabefs"/>
7 (] <ContentProtection schemeIdUri="urn:uuid:edef&lill "N S W Smamid2led">
8 | ——— e I1NEIL19KGJTF
ssh>
9 t </ContentProtection>
10 xmlns:mspr="urn:microsoft:playready" schemeIdUri 0885£95"3
11 <mMsSpr:pro>
\WADCALWAWADMA
ADURVABG
UAGEACH
PWBWAFg 'gABAEMASABFAEMA
UATQA+ADMAOAR4AEUASWBVAFYAMABNAGOAQQASADWALWEBDAE GARQBDAE SAUWBVAE 0APGABACEARABBAFQAQOR+ADWALWEXAF TATQBTAEUAQOBEAEUAUGA+AR==</m5pr : Pro>
12 <cenc:pssh>
3
14 <SegmentTemplate timescale="90000" initialization="$RepresentationID$-init.mds" media= nID$-182524-1
masaneari ARTimant foas—1GANGH /x
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Catalog Creation

The first step is to create a catalog to store files for encoding. Within the catalog the
Output settings are configured for encryption.

1. Click on Services menu on the right-hand column.

Mediasind REIRC,

Controller

# Home
‘ “ Services — Servers
B Services 8 —=n 2
A Alarms
@ Started Other status @ Connected Connection lost
& Servers 8 2
Templates
Failover @ Templates A Alarms
0 0
Reports
Q‘; Settings @ Most used templates by services @ Critical Major @ Minor
o [ o | 0 [=—soreu ]
== Jobs
2. Click Add service. Select Catalog.
D
Mediasind [=] controller
Controller .
Home Services
B Services On-Demand Encoding
Watchfolder
A Alarms ProcessingType
Live Encoding
Servers Catalog
JadTaa On-Demand Enco
Templates Live Packaging
Catalog
On-Demand Packaging
# Failover drm_packager_for_dash On-Demand Pack

hla ~ab Ares L
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E Controller

Home Services | Add Catalog

—
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Catalog

Name® his_cat_2021

Qutput name = Type Access URL = Encryption ¥ Content repl. *

+ Add new output

4. Select HLS or DASH over CMAF.

E Controller

Home | Semices / hls_cat_2021

Catalog

Name*  his_cat_2021

Qutput name % Type % Access URL % Encryption ¥ Content repl.
Add new output =

HLS or DASH overd'"AF

HLS over TS

HSS

5. On the General tab, enter a unique Output name. Keep the other defaults.

[E] Controller

Home / Senices / hls_cat_2021 Output

General Dash HLS Delivery Encryption Content Replacement

General parameters

l * Output name I his_test] i
“ Maming scheme Index
GOP per segment - 3 +

Segments per manifest - [ +

Trick Mode support

Low latency

6. For the DASH tab, keep the defaults.

7. For the HLS tab, keep the defaults.

© EZDRM | www.EZDRM.com 13 (888) 636-9723 | simplify@EZDRM.com
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8. On the Delivery tab - for the Access URL, for this example we are using the
same Output name from the General tab (be sure it matches exactly). This
will create a local folder with the same name on the encoding server for

playback.

= | Controller

Home Senices his_cat_2021 Qutput

Delivery

General parameters

Access URL his_test

External Origin Server

9. On the Encryption tab enter the following parameters:

e From the Encryption dropdown, select Common Encryption (CBCS)

e From the Key generation mode dropdown select External key
(Compatible CPIX)

e For the Key server URL enter the EZDRM CPIX Key Generator URL
that includes the Key, Username, Password and Resource name (see
next section for more details)

o Widevine and PlayReady checkboxes should be unchecked, and the
Apple Checkbox should be checked.

Encryption settings

Encryption Common Encryption (CBCS)
Key generation mode External key (Compatible CPIX)
Key server URL I https://cpix ezdrm com/keygenerator/cpix aspx?k=5E sefB&u= com&p= 1&c=may2021-&m=hls
Widevine
PlayReady
Apple
Key delivery mode Fairplay

10.For the Content Replacement tab, keep the defaults.

www.EZDRM.com 14 | simplify@EZDRM.com
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11.Click Save and exit.

The catalog with encryption is now created.

E Controller

Home Senices  hls_cat_2021
I
[

Catalog

Name®  his_cat_2021

Qutput name % Type = Access URL # Encryption # Contentrepl.

* his_test cmaf his_test Commeon encryption FaR i |

Add new output ~

The EZDRM CPIX Key Generator URL

The Base URL for EZDRM Key Generation is formatted as follows:
https://cpix.ezdrm.com/keygenerator/cpix.aspx?k=kid&u=username&p=password
&c=resourcename&m-=hls

The parameters include:

Parameter Description

k kid or Key ID value (client generated) in GUID
format*

u EZDRM username

p EZDRM password

o Content ID - generic resource name/identifier
(client generated) - passed into id field

m Media type, enter hls to return FairPlay key
values

* To generate a GUID for the k value, you can use a GUID generator like the
one found here: http://guid-convert.appspot.com.

* The Key ID used in the CPIX call is the Asset ID for your player.

© EZDRM | www.EZDRM.com 15 (888) 636-9723 | simplify@EZDRM.com
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On-Demand Packaging
The second step is to create the On-Demand Packaging for the Catalog.

11.From the Services Menu click Add service. Select On-Demand Packaging.

Medialind E Controller

Controller

Home Services

On-Demand Encoding

B Services
Watchfolder
Alarms ProcessingType
Live Encoding
& Servers Catalog
MadTaa On-Demand Enca
Templates Live Packaging
Catalog
On.Demand Packaging
[tz drm_packager_for_dash On-Demand Pack

bl b e Fatalan

12.Enter Name for Packaging
13.Select the correct Catalog from the dropdown, created in the previous steps

14.Click Save and Continue

E] Controller A0 A0 A0 admng #
Home ' Semices = his_packaging 2021
T
On-Demand Packaging
* Name his_packaging_2021
Catalog his_cat_2021

-+ Add new On-Demand asset T Refresh asset list G Refresh asset metadata

Assets

Hame = Access URL Default content ID Status. Creation date & Actions

Cancel Save and continue Save and exit

© EZDRM | www.EZDRM.com 16 (888) 636-9723 | simplify@EZDRM.com
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15.Click Add new On-Demand asset

E Controller

Home ' Senices = hls_packaging_2021

) Ly
On-Demand Packaging

* Name hls_packaging_2021

Catalog hls_cat_2021

-+ Add new On-Demand asset

O Refresh asset list C Refresh asset metadata

16.Enter Asset Name for the On-Demand Asset

17.Enter the Access URL - this is the Delivery Access URL from the Catalog

previously created (Services / Controller / Catalog / Output / Delivery /
Access URL)

E Controller

Home Serices | hls_cat_2021 Qutput

General Dash HLS Delivery Encryption Content Replacement

General parameters

* Access URL his_test

18.Enter Source URL - the source file location for the MPD file

19.Click Save and Exit. The Asset will be shown as Valid if created successfully.

E[ Controller

A0 A0 A0 admind &
Home ' Senices his_packaging_2021

On-Demand Asset

Name his_2021
* Access URL his_test

Sle/00VAP-test/mandest. mpd

Parameters

© EZDRM | www.EZDRM.com 17 (888) 636-9723 | simplify@EZDRM.com
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20.The Asset will be shown as Valid if created successfully.

E Controller A0 A0 A0 admnd &
Home ' Senices /| hls_packaging_2021
On-Demand Packaging &

* Name hls_packaging 2021

Catalog his_cat_2021

-+ Add new On-Demand asset O Refresh asset list C Refresh asset metadata

B sssets

Name = Access URL. Default content ID status Creation date = Actions
> his_2021 his_test % 2021-01-22 19:22.01 UTC & [ a
Cancel Save and continue Save and exit

21.The Access URL will now produce the M2U8 file with encryption, see
example below:

BB Assets

Name < Access URL Defauit content ID Status Creation date ~ Actions
“  his_2021 hls_test m 2021-01-22 19:22:01 UTC 3 c o]
Output Hame Status. Access URL Actions
his_test o hitp7i<host>ris_testihls_lestindexm3ug N c

Cancel Save and conlinue

The Key ID used in the CPIX call is the Asset ID for your player.
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Additional Information

For additional questions and comments please contact simplify@ezdrm.com.
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