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Prerequisites

Download Google CLI - https://cloud.google.com/sdk/docs/install

For more information visit:
https://cloud.google.com/livestream/docs/quickstarts/quickstart-dash

https://cloud.google.com/livestream/docs/locations

Project CreationEnable Live Stream API

Follow the Quickstart for an MPEG-DASH live stream instructions to install Google
Cloud CLI, initialize and create a Google Cloud project. Note your PROJECT_/D and set
the project. https://cloud.google.com/livestream/docs/quickstarts/quickstart-dash

Run this command to enable the Live Stream API:;

gcloud services enable livestream.googleapis.com

Create Editor and Storage Roles

Within your project, you will need to create two access roles using the following CLI
commands for each IAM role.

gcloud projects add-iam-policy-binding PROJECT _ID --member="user:EMAIL" --role=ROLE

Examples:

gcloud projects add-iam-policy-binding live-001-416618 --member="user:sample@ezdrm.com" --role=roles/lives

tream.editor

gcloud projects add-iam-policy-binding live-001-416618 --member=" user:sample@ezdrm.com" --role=roles/stor

age.admin
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Create Bucket (Public) and Set Permissions

Navigate to Cloud Storage, and click Create.

= GI‘.!-.”.:g|E Cloud ‘ o+ transcode-001 « | ‘ Search (/) for resources, docs, products, :
B3 Cloud Storage Buckets CREATE  (C'REFRESH

1~} Buckets [ ] Beginning on April 29th, 2024 at-scale policy analysis and advanced IAM recomr

@i Monitoring

& Settings X

Soft Delete is now available

Under settings enter your bucket name, region, class and access control - turn off
enforce public access prevention.

& Create a bucket

@ Name your bucket
| Name:transcode 0ot

@ Choose where to store your data
Location:us (multleregions in Unit States)
Location type: Muttregion

@ Choose a storage class for your data
| Defauttstorage class:Standard

.

Choose how to control access to objects

Prevent public access

bucket from being used for web hosting. Lear more 2

0] Enforce public access prevention onthis bucket

Access control
® uniform

permissions (1AM). This option becomes permanent after 90 days. Leamn more 2

O Finegrained

p
adtion to your bucketlevel permissions (1AM). Leam more 2

CONTINUE

.

Choose how to protect object data
Soft detete polcy:Ensbied

Oject versioning:Disables

Bucke retention policy: Disabled

Object etention:Disabled

Encryption type: Google managed

Next, set permissions for the bucket.
= Google Cloud 2 live-pro-001 w [ Search (/) for resources, docs, products, and more ‘ Q search ]

orage X 1 bucket selected WOELETE ~ LPERMISSIONS ~ BTAGS  WLABELS
Buckets
. New x
i Monitoring Power near real-tir lytics and replit with event-driven transfers . View security recommendation:
& setiings £ faster at your Googl Storage and Amazon $3 Improve security by applying security recommen:
. transfers, enabling you to act on your data in near real time. To get started, create  transfer job with a Pub/Sub- or table describes which buckets have excess perm
AWS g d i objects are created or updated.

CREATETRANSFERJOB  LEARN MOREE . VIEWINTABLE  LEARNMOREEZ

= Filter Fiter buckets

B Neme t Created Location type. Location Default storage class @ Last modified Public access @ Access control @
O  livestorage-001 Mar 7,2024,12:40:10PM  Multi-region us Standard Mar7,2024, 4:28:57 PM A Publictointernet  Uniform

sampledive-001 | Mar8,2024,121213PM  Multiregion us Standard Mar8,2024,12:1213PM  Not public Uniform
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Add allUsers to principals.

o " Grant access to "sample-live-001"
Permissions for sample-live-001 X ®LEARN
Grant principals access to this resource and add roles to specify what actions the

principals can take. Optionally, add conditions to grant access to principals only when a

PUb”C access specific criteria is met. Learn more about 1AM conditions (2

. Resource
Not public v
@ sample-live-001

Add principals
PREVENT PUBLIC ACCESS

Principals are users, groups, ins, or service Learn more about
inlAMZ2

New pri:

Access control { allusers © P ]

Uniform: No object-level ACLs enabled v Assign roles

Roles are of sets of issions and ine what the principal can do
with this resource. Learn more [2

SWITCH TO FINE-GRAINED Role * 1AM conditi i [>]
[ Storage Object Viewer ¥ ] ~+ ADD IAM CONDITION -

Grants access to view objects and
their metadata, excluding ACLs. Can
also list the objects in a bucket.

Edit or delete permissions below, or select "Add Principal® to grant
new access.

Q Show inherited permissions
+ ADD ANOTHER ROLE

T Filter Enter property name or value (2] SAVE CANCEL

Confirm public access:

Are you sure you want to make this resource
public?

Adding allUsers or allAuthenticatedUsers to this resource will make it publicly accessible
o anyone on the internet. If this resource contains data that should not be made public
o everyone, cancel this action to prevent public access. Learn more 2

CANCEL  ALLOW PUBLIC ACCESS

The CLI to complete these tasks are as follows:

gcloud storage buckets add-iam-policy-binding gs://vod-transcoder-walkthrough --member=allUsers --role=rol

es/storage.objectViewer

gcloud storage objects update gs://vod-transcoder-walkthrough/objectname --add-acl-grant=entity=AllUsers,r
ole=READER

—
EZDRM N
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Google Virtual Machine

Utilize Cloud Shell Editor to create a Google virtual machine that will run ffmpeg to

send a sample stream for ingestion by the live stream API. Here's the sample URL for
the Cloud Shell Editor:

https://console.cloud.google.com/cloudshelleditor?referrer=search&project=PROJEC
I_ID&cloudshell=true

= GoogleCloud | 2 Iveprooot ~ a o

Cloud Shell Editor

= Go g]e Cloud e* live-pro-001 = ‘ C
[> . i cLoup sHELL e '|= . -
< rmin Use the Legacy Editor
Editor e a e the Legacy Edito =
® |
ce IB welcome X

Cloud Shell Editor
An online code editor and

in the cloud. Learn more &

OPEN CLOUD SHELL EDITOR

Run this command within the editor:

sudo apt install ffmpeg

= Google Cloud & live-pro-001 Q n

(live-pro-001) X =+ ~ m 233 = [;] E

Welcome to Cloud Shell! Type "help"™ to get started.
Your Cloud Platform project in this session is set to live-pro-001.

Use “gcloud config set project [PROJECT ID]” to change to a different project.
arogado@cloudshell: (@SR SGEIEIE = co apt install fimpedg|
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Then enter Y to continue:

walkthrough@cloudshell: (live-001-416618) § sudo apt install ffmpeg

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following package was automatically installed and is no longer required:
libpcre2-posix2

Use 'sudo apt autoremove' to remove it.

The following additional packages will be installed:
i965-va-driver intel-media-va-driver libaacs0 libass9 libavcl394-0 libavcodecS8 libaw
libcdio-paranoia2 libcdiol9 libchromaprintl libcodec2-0.9 1ibdcl1394-25 libfftw3-doubl:
libnorml libopenal-data libopenall libopenjp2-7 libopenmpt0 libpgm-5.3-0 libpocketsph
1libsndio7.0 libsord-0-0 libsoxr0 libspeexl libsphinxbase3 libsratom-0-0 libsrtl.4-gnu|
libvidstabl.l libvorbisfile3 libvpx6é libwavpackl libwayland-client0 libwayland-cursor
mesa-va-drivers mesa-vdpau-drivers ocl-icd-libopencll pocketsphinx-en-us va-driver-al

Suggested packages:
ffmpeg-doc i965-va-driver-shaders libbluray-bdj libfftw3-bin libfftw3-dev jackd2 libp
nvidia-tesla-418-vdpau-driver nvidia-legacy-390xx-vdpau-driver nvidia-legacy-340xx-vd]

The following NEW packages will be installed:
ffmpeg i965-va-driver intel-media-va-driver libaacs0 libass9 libavcl394-0 libavcodecS
libcdio-paranoia2 libcdiol9 libchromaprintl libcodec2-0.9 1libdc1394-25 libfftw3-doubl:
libnorml libopenal-data libopenall libopenjp2-7 libopenmpt0 libpgm-5.3-0 libpocketsph
1libsndio7.0 libsord-0-0 libsoxr0 libspeexl libsphinxbase3 libsratom-0-0 libsrtl.4-gnu|
libvidstabl.l libvorbisfile3 libvpx6é libwavpackl libwayland-client0 libwayland-cursor
mesa-va—-drivers mesa-vdpau-drivers ocl-icd-libopencll pocketsphinx-en-us va-driver-al

0 upgraded, 100 newly installed, 0 to remove and 8 not upgraded.

Need to get 83.5 MB of archives.

After this operation, 220 MB of ad ional disk space will be used.

Do you want to continue? [Y/n]

Create Input Endpoint

Utilize PowerShell and run this command:

Set-ExecutionPolicy -Scope Process -ExecutionPolicy Bypass

To create the input endpoint, utilize the “live-create-input-endpoint.json”. Assign an
inputlD to name the endpoint. The URI also shows the location region (in our
examples us-east-1).

https://accounts.ezdrm.com/downloads/google/live/live-create-input-endpoint.zip

Run the following PowerShell command:

$cred = gcloud auth print-access-token
$headers = @{ "Authorization" = "Bearer $cred" }
Invoke-WebRequest

-Method POST °

-Headers $headers

-ContentType: "application/json; charset=utf-8"
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-InFile live-create-input-endpoint.json
-Uri "https://livestream.googleapis.com/vl/projects/PROJECT ID/locations/us-eastl/inputs?inputId=1ive-
endpoint-test-001" | Select-Object -Expand Content

The response should be as follows:

PS D:\google> gcloud auth print-access-token
PS D:\google> e{ horiz r E

PS D:\google> Invoke-WebRequest *

>> POST *

>>

>> pplication/jsc har

>> live-create-input-endpoint. json *

>> | Select-Object Content

.googleapis.com/google.cloud.video.livestream.vl.OperationMetadata",
"2024-03-08T19:06:27.23U812114Z",
: "projects/779860544924/locations/us-eastl/inputs/live-endpoint-test-001",
": “create",
"requestedCancellation": false,
"apiVersion": "v1"

'
"done": false

}

Next, check the input endpoint status utilizing the PowerShell command below with
the Operation ID assigned in the response (in this example: operation-
1709924785307-6132ae36bbf2b-6ab032bc-02826c0d as shown above).

$cred = gcloud auth print-access-token
$headers = @{ "Authorization" = "Bearer $cred" }
Invoke-WebRequest °
-Method GET °
-Headers $headers °
-Uri "https://livestream.googleapis.com/vl/projects/PROJECT ID/locations/us-eastl/operations/operation
-1709924785307-6132ae36bbf2b-6ab@32bc-02826c0d" | Select-Object -Expand Content

The “Done” status should be returned, Google may take up to 10 minutes to create
the new endpoint.

PS D:\google> gcloud auth print-access-token
PS D:\google> ef{ horization"

PS D:\google> Invoke-WebRequest

>> B

i 1492 c perations/oper U 6132ae36bl 2 282 " | Select-Object Content
rojects/77986054492/locations/us-east1/operations/operation-1769924785307-6132ae36bbf2b-6ab032bc-02826c0d" ,

.googleapis. com/google. cloud. video. Livestream.vl.OperationMetadata",
'2024-03-08T19:06:27.234812114Z"
jects/7798605U492U/1ocations/us-eastl/inputs/live-endpoint-test-001",
eate",
lation": false,
iVersion®:

“done": false

}
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Once successful, the response should look like this.

PS D:\google> Invoke-WebRequest *
>> GET *

| Select-Object Content

googleapis. com/google. cloud. video. Livestream.v1.Operationtetadata®
2U-03-08T19:06:27.234812114zZ",
3-08T19:08:19.205414593Z",
/779860544924 /Locations/us-east1/inputs/Live-endpoint-test-801",
create",
"requestedCancellation”: false,
“apiVersion": "v1"

:27.2310272432",
.29597U05!

ve/eafdd733-5095-Uaa2-blac-d82cb98a7e85"

Note the as shown in the response, example:

Create a Channel

To create the channel, utilize the “live-create-channel-drm.json”. Assign an channellD
to name the endpoint.

https://accounts.ezdrm.com/downloads/google/live/live-create-channel-drm.zip

Run the following PowerShell command:

$cred = gcloud auth print-access-token
$headers = @{ "Authorization" = "Bearer $cred" }
Invoke-WebRequest

-Method POST °

-Headers $headers °

-ContentType: "application/json; charset=utf-8" °

-InFile live-create-channel.json °

-Uri "https://livestream.googleapis.com/vl/projects/PROJECT_ID/locations/us-eastl/channels?channelId=1
ive-channel-test-001" | Select-Object -Expand Content
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Next, check the channel status:

$cred = gcloud auth print-access-token
$headers = @{ "Authorization" = "Bearer $cred" }cls
Invoke-WebRequest
-Method GET °
-Headers $headers °
-Uri "https://livestream.googleapis.com/v1l/projects/PROJECT_ID/locations/us-eastl/channels/live-channe
1-test-001" | Select-Object -Expand Content

Note: streamingState is the part of the response we are interested in.

"streamingState": "STOPPED"
"streamingState": "STARTING"

Start the Channel

In PowerShell, run this command to start the channel:

$cred = gcloud auth print-access-token

$headers = @{ "Authorization" = "Bearer $cred" }

Invoke-WebRequest

-Method POST °

-Headers $headers °

-Uri "https://livestream.googleapis.com/v1l/projects/PROJECT _ID/locations/us-eastl/channels/live-channe
1-test-001:start” | Select-Object -Expand Content

Note: “streamingState”: "AWAITING_INPUT" means we’re ready to receive input.

© EZDRM | www.EZDRM.com 10 (888) 636-9723 | simplify@EZDRM.com
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Utilize Cloud Shell Editor to send (push) the rtmp stream. Run the following:

ffmpeg -re -f lavfi -i "testsrc=size=1280x720 [out@]; sine=frequency=500 [outl]" \

-acodec aac -vcodec h264 -f flv

ffmpeg -re -f lavfi -i "testsrc=size=1280x720 [out@]; sine=frequency=500 [outl]" \

-acodec aac -vcodec h264 -f flv

walkthrough@cloudshell:- (live-001-416618)$ ffmpeg —re —f lavfi -i "testsrc=size=1280x720 [out0]; sine=frequency=500 [outl]" -acodec aac -vcodec h264 —f flv rtmp://34.138.94.235/1ive/eafdd733-5095-4aa2-béac-d82ch9sa7ess
ffmpeg version 4.3.6-O+debllul Copyright (c) 2000-2023 the FFmpeg developers
built with gcc 10 (Debian 10.2.1-6)
—-prefix=/usr ——extra-version=O+debllul --toolchain: 1bdir=/usr/1ib/x86_64-1inux-gnu --incdi -linux-gnu —-arch=amd64 —-enable-gpl --disable-stripping -—-enable-avresample —-disable-filte:
bacm —-enabl nable-1ibbluray —-enable-1ibbs2b —-e 1 enable-1ibdavld —enable-libflite —enable-libfontconfig
— nable-1ibmysofa able-1 enable-1ibrabbitmg —-enable-1libravg
enable-1ibssh —enable-libtuolame —-enable-libvidstab —enable-1ibupx —-enable-1ibwavpack
—~enable-openal --enable-opencl --enable-opengl --enable-sdl2 —-enable-pocketsphinx —-enable-libmfx —-enable-1ibdc1394 —-enable-1libdrm ——

from 'vestsro-size=1280x720 [out0]: frequency=500 [out1]®:
starc: 0.000000, bitrate: 705 kb/s

Video: rawvideo (RGB[24] / 0x18424752), rgb24, 1280x720 [SAR 1:1 DAR 16:9], 25 tbr, 25 tbm, 25 the
Audio: pem siéle, 44100 Kz, mono, 316, 705 Kb/s

(rawvideo (navive) -> h264 (1ibx264))
(pcm_si6le (native) —> aac (native))

level 3.1, 4:4:4, B-bit
40] 264 - core 160 r3011 cde9ad3 - H.264/MPEG-4 AVC codec - Copyleft 2003-2020 - http://wiw.videolan.org/x264.html - options: cabac=l ref=3 deblock=1:0:0 analyse=0x3:0x113 me=hex subme=7 psy=l psy_rd:
deadzone=21,11 fast_pskip=1 chroma_gp_offset=4 threads=3 lookahead threa liced_threads=0 m c: ;¢ | intra=0 bframes=3 b_pyramid
0 intra_refresh=0 rc_lookahead=40 r x -00

encoder : Lav£ss.45.100
Stream $0:0: Video: h264 (1ibx264) ([71(0](0][0] / 0X0007), yuv444p, 1280x720 [SAR 1:1 DAR 16:9], g=1--1, 25 fps, 1k thm, 25 TbC
Metadata:
encoder : Lavess.91.100 1ibx264
Side data:
cpb: bitrate max/min/avg: 0/0/0 buffer size: 0 vbv_delay: N/A
Audio: aac (LC) ([10][0](0][0] / 0x000A), 44100 Hz, mono, fltp, 69 kb/s

Lavcss.91.100 aac
:09.01 bitrate= 125.6kbits/s speed=0.993x

Now that the stream is running and sending to the API, you can view the MPD in the
storage bucket.

Google Cloud oo live-001 for resource ducts, a : Q_ Search

[

Cloud Storage & Bucket details C REFI

live-storage-sample-001

Monitoring
A Public to internet: This bucket is publicly accessible because allUsers or allAuthenticatedUsers have one or more permissions. Remove these principals to stop public access. EDITA
Settings
Location Storage class  Public access Protection
mult Stand A Publ None
OBJECTS CONFIGURATION PERMISSIONS PROTECTION LIFECYCLE OBSERVABILITY INVENTORY REPORTS OPERATIONS

> live-storage-sample-001 Q)

UPLOAD FILES UPLOAD FOLDER CREATE FOLDER TRANSFER DATA ~

TENTION

Filter Filte

Filter by name prefix only v Live obje

Name Size Type Created @ Storage class Last modified Public access @

nda

Copy URL

Ooooo
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Copy the .mpd URL for playback.

https://storage.googleapis.com/live-storage-sample-001/main.mpd

For  details on  Testing  playback, please  visit  our
ezdrm.com/documentation > EZDRM Testing Playback:
https://hs.ezdrm.com/hubfs/Documentation/EZDRM-Testing-Playback-
v2.2.pdf?hslLang=en

Set CORS

Run this command in PowerShell to set CORS:

gsutil cors set JSON_FILE_NAME.json gs://STORAGE_BUCKET

gsutil cors set cors.json gs://live-storage-sample-001
P2 windows PowerShell

PS D:\google> gsutil cors set cors.json gs://live-storage-sample-001
Setting CORS on gs://live-storage-sample-001/...

PS D:\google> |

Stopping the Channel

In PowerShell run the following command to stop the channel:

In powershell
$cred = gcloud auth print-access-token
$headers = @{ "Authorization" = "Bearer $cred" }
Invoke-WebRequest
-Method POST °

Digital Rights Management
Simplified.

website
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-Headers $headers
-Uri "https://livestream.googleapis.com/vl/projects/PROJECT ID/locations/us-eastl/channels/Live-channe

L-test-001:stop” | Select-Object -Expand Content

The response should be as follows:

PS D:\google> gcloud auth print-access-token
PS D:\google> ef{ " [ or E

PS D:\google> Invoke-WebRequest *

>> POST *

"htty joogleay ! F 60544921 /1oc or e-channe " | Select-Object Content

"name": "projects/7798605u492U/locations/us-eastl/operations/operation-1709928995079-6132bde57c60a-1ba7u065-826bb2ff",
"metadata"

"@type": "type.googleapis.com/google.cloud.video.livestream.vl.OperationMetadata",

"createTime '2024-03-08T20:16:35.096332041Z",

projects/7798605u492U/locations/us-eastl/channels/live-channel-test-001",
: "stop",

ellation": false,
1v
}

'
"done": false

Stopping the channel will also stop ffmpeg.
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Troubleshooting - Config Issues

To troubleshoot configuration issues, run in PowerShell:

gcloud init

The following response will help with troubleshooting:

PS D:\google> Set-ExecutionPolicy Process Bypass
PS D:\google> gcloud init
Welcome! This command will take you through the configuration of gcloud.

Settings from your current configuration [new] are:
accessibility:
screen_reader: 'False’
core:
account: arogado@ezdrm.co
disable_usage_reporting:
project: live-pro-001

Pick configuration to use:

[1] Re-initialize this configuration [new] with new settings

[2] Create a new configuration

[3] Switch to and re-initialize existing configuration: [default]
[u] Switch to and re-initialize existing configuration: [walk]
Please enter your numeric choice: 2

Enter configuration name. Names start with a lower case letter and contain only lower case letters a-z, digits ©-9, and
hyphens '-': walking
Your current configuration has been set to: [walking]

You can skip diagnostics next time by using the following flag:
gcloud init —-skip-diagnostics

Network diagnostic detects and fixes local network connection issues.
Checking network connection...done.

Reachability Check passed.

Network diagnostic passed (1/1 checks passed).

Choose the account you would like to use to perform operations for this configuration:
[1] arogado@ezdrm.com

[2] walkthrough@ezdrm.com

[3] Log in with a new account

Please enter your numeric choice: 2

You are logged in as: [walkthrough@ezdrm.com].

Pick cloud project to use:

[1] just-genius-415714

[2] live-001-416618

[3] transcode-001

[4] Enter a project ID

[5] Create a new project

Please enter numeric choice or text value (must exactly match list item):

Your current project has been set to: [live-001-416618].
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Additional Information

For additional questions and comments please contact: simplify@ezdrm.com
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