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Prerequisites 
 
Download Google CLI – https://cloud.google.com/sdk/docs/install  
 
For more information visit:  
https://cloud.google.com/transcoder/docs/how-to/encrypt-content 
 

Create Transcoder and Storage Roles 
 
Within your project, you will need to create two access roles using the following CLI 
commands. For this example, our project is transcode-001. Specify your member 
user login and create the roles for transcoder.admin and storage.admin. 
 

gcloud projects add-iam-policy-binding transcode-001 --member="user:youruser@company.com" --role=roles/tra

nscoder.admin 

 

gcloud projects add-iam-policy-binding transcode-001 --member="user:youruser@company.com" --role=roles/sto

rage.admin 
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Google Packager Encryption  
 
Generating Keys 
 
Below are the steps to create the DRM Keys for CENC-PlayReady or CENC-Widevine 
encryption for Google Packager, as well as Apple FairPlay DRM. 
 
EZDRM Apple FairPlay DRM is a hosted Apple FairPlay Streaming (DRM). This enables 
a content owner to encrypt the media with Apple FPS DRM keys and deliver content 
Apple devices with native support MAC Safari browser via HTML 5 player or iOS via 
native App or Safari. 
 
To request the DRM keys from EZDRM to package the media, there are two options, 
you can call the EZDRM web service in a browser, or you can script this process with 
curl or other web service calls. 
 
For more details on CPIX, please visit our website: 
https://hs.ezdrm.com/hubfs/Documentation/EZDRM%20CPIX%202.x%20Keys%20G
uide%20V1.pdf?hsLang=en  
 
Option 1: Request DRM keys using EZDRM CPIX Web Service 
 

1. Call the EZDRM web service in a browser: 
https://cpix.ezdrm.com/keygenerator/cpix.aspx?k=kid&u=username&p=pas
sword&c=resourcename 
 
The parameters are as follows: 

 
Parameter Description 
k kid or Key ID value (client generated) in GUID 

format* 
u EZDRM username 
p EZDRM password 
c Content ID – generic resource name/identifier 

(client generated) – passed into id field 
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* To generate a GUID for the k value, you can use a GUID generator like the 
one found here: https://www.guidgenerator.com/. 

 
2. The response from EZDRM will look like this: 

 

 
 

o id – c value returned, generic resource name/identifier (client generated) 
 

o kid – Key ID in GUID format (client generated)* 
 

o pskc:Secret key– the Secret Content Encryption Key in Base 64 generated by 
EZDRM and returned as a plain value. 
 

o explicitIV – the Apple FairPlay explicit IV value 
 

o PSSH – The modular specific protection system specific header (PSSH) data for 
the encryption process; Base 64 encoded. 

 
* To generate a GUID for the k value, you can use a GUID generator like the one found 
here: https://www.guidgenerator.com/. 
 
Here Is the example XML return:  
 

<cpix:CPIX xmlns:cpix="urn:dashif:org:cpix" xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc" contentId="

" version="2.3"> 

<cpix:ContentKeyList> 

<cpix:ContentKey explicitIV="IiI4xXXXXxxXwByJIePx5A==" kid="222238c8-XXXX-4cf7-XXXX-1c8921e3f1e4" commonEn

cryptionScheme="cenc"> 

<cpix:Data> 

<pskc:Secret> 

<pskc:PlainValue>DTNvniU5XXXXXxxXvUkNjQ==</pskc:PlainValue> 

</pskc:Secret> 
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</cpix:Data> 

</cpix:ContentKey> 

</cpix:ContentKeyList> 

<cpix:DRMSystemList> 

<cpix:DRMSystem kid="222238c8-XXXX-4cf7-XXXX-1c8921e3f1e4" systemId="edef8ba9-79d6-4ace-a3c8-27dcd51d21ed"

> 

<cpix:PSSH>AAAAP3Bzc2gXXXXXXe+LqXnWSs6jyCfc1R0h7QAAAXXXXXXXXMgREUz3r8AciSHj8eQaBWV6ZHJtSOPclZsG</cpix:PSSH

> 

 
 
Option 2: Request DRM keys with curl 
 
The second option to request DRM keys from EZDRM is to script the process with curl 
or another web service call. 
 
Using EZDRM's web service, the curl script below retrieves the DRM values from the 
web service. 
 

curl -v “https://cpix.ezdrm.com/keygenerator/cpix.aspx?k=kid&u=username&p=password&c=drm-001” 

 
 
Encryption Keys file - Secret Manager 
 
Once you have the DRM values to encrypt the content, you can add them to the 
Google packager for CENC-PlayReady, CENC-Widevine, and Apple FairPlay.  
 
The sample JSON file for key encryption for all types outlined in this section. This file 
will be uploaded into Secrets. 
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1. Create the keys JSON file as outlined in the following section. 

 
 

 
2. Navigate to Secret Manager in Google Cloud. 

 
 

3. Create New Secret (click + Create Secret). 
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4. Enter a Name for the Secret, and upload your file or paste the contents of the 
keys file in Secret value. 

 
 

5. Click Create Secret. The secrets file will now show under Secrets: 
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Enable the key for the transcoding service by running this CLI command: 

gcloud projects add-iam-policy-binding transcode-001 service-85964912188@gcp-sa-transcoder.iam.gserviceacc

ount.com --role=roles/secretmanager.secretAccessor 

 
 

Create Keys File 
 
Note – the command requires an iv value, even when running for only Widevine or 
PlayReady.  
 
CENC-Widevine 

• “keyId” - the EZDRM kid value (no dashes) 
• “key” - use the pskc:Secret key value and decode the Plain Value tag from 

Base 64 to HEX format in lowercase (no dashes). An example decoder can be 
found at:  https://tomeko.net/online_tools/base64.php?lang=en 
 

pskc:Secret key (Base 64) = DTNvniU5XXXXXxxXvUkNjQ== 
 

 
(keyID - HEX) = 0d33XxXx25395d15538f8712bd49XxXx 

• keyURI - specify the license URL for encryption. Build by appending the kid 
value to base URL as shown in this example: 
skd://222238c8-XXXX-4cf7-XXXX-1c8921e3f1e4 

• “iv” - decode the explicitIV Plain Value Base 64 to HEX format. An example 
decoder can be found at: 
https://tomeko.net/online_tools/base64.php?lang=en 

 
explicitIV (Base 64) = IiI4xXXXXxxXwByJIePx5A== 
 

 
iv (HEX no dashes) = 222238c8XXXX4cf7XXXX1c8921e3f1e4 
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{ 

   "keyId": "222238c8XXXX4cf7XXXX1c8921e3f1e4", 

   "key": "0d33XxXx25395d15538f8712bd49XxXx", 

   "keyUri": "skd://222238c8XXXX4cf7XXXX1c8921e3f1e4", 

   "iv": "222238c8XXXX4cf7XXXX1c8921e3f1e4", 

   "matchers": [ 

    { 

     "muxStreams": [ 

      "fmp4_widevine_cenc_video", 

      "fmp4_widevine_cenc_audio", 

      "fmp4_widevine_cbcs_video", 

      "fmp4_widevine_cbcs_audio" 

     ]  

    } 

   ] 

  }, 

 
CENC-PlayReady 

• “keyId” - the EZDRM kid value (no dashes) 
• “key” - use the pskc:Secret key value and decode the Plain Value tag from 

Base 64 to HEX format in lowercase (no dashes). An example decoder can be 
found at:  https://tomeko.net/online_tools/base64.php?lang=en 
 

pskc:Secret key (Base 64) = DTNvniU5XXXXXxxXvUkNjQ== 
 

 
(keyID - HEX) = 0d33XxXx25395d15538f8712bd49XxXx 

• keyURI - specify the license URL for encryption. Build by appending the kid 
value to base URL as shown in this example: 
skd://222238c8-XXXX-4cf7-XXXX-1c8921e3f1e4 

• “iv” - decode the explicitIV Plain Value Base 64 to HEX format. An example 
decoder can be found at: 
https://tomeko.net/online_tools/base64.php?lang=en 
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explicitIV (Base 64) = IiI4xXXXXxxXwByJIePx5A== 
 

 
iv (HEX no dashes) = 222238c8XXXX4cf7XXXX1c8921e3f1e4 

 

{ 

   "keyId": "222238c8XXXX4cf7XXXX1c8921e3f1e4", 

   "key": "0d33XxXx25395d15538f8712bd49XxXx", 

   "keyUri": "skd://222238c8XXXX4cf7XXXX1c8921e3f1e4", 

   "iv": "222238c8XXXX4cf7XXXX1c8921e3f1e4", 

   "matchers": [ 

    { 

     "muxStreams": [ 

      "fmp4_playready_cenc_video", 

      "fmp4_playready_cenc_audio", 

      "fmp4_playready_cbcs_video", 

      "fmp4_playready_cbcs_audio" 

     ] 

    } 

   ] 

  }, 

 
 
Apple Fairplay 

• “keyId” - the EZDRM kid value (no dashes) 
• “key” - use the pskc:Secret key value and decode the Plain Value tag from 

Base 64 to HEX format in lowercase (no dashes). An example decoder can be 
found at:  https://tomeko.net/online_tools/base64.php?lang=en 
 

pskc:Secret key (Base 64) = DTNvniU5XXXXXxxXvUkNjQ== 
 

 
(keyID - HEX) = 0d33XxXx25395d15538f8712bd49XxXx 
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• “iv” - decode the explicitIV Plain Value Base 64 to HEX format. An example 
decoder can be found at: 
https://tomeko.net/online_tools/base64.php?lang=en 

 
explicitIV (Base 64) = IiI4xXXXXxxXwByJIePx5A== 
 

 
iv (HEX no dashes) = 222238c8XXXX4cf7XXXX1c8921e3f1e4 

• keyURI - specify the license URL for encryption. Build by appending the kid 
value to base URL and the iv value seperated by a colon as shown in this 
example: 
skd://222238c8-XXXX-4cf7-XXXX-
1c8921e3f1e4:222238c8XXXX4cf7XXXX1c8921e3f1e4 
 
 

  { 

   "keyId": "222238c8XXXX4cf7XXXX1c8921e3f1e4", 

   "key": "0d33XxXx25395d15538f8712bd49XxXx", 

   "iv": "222238c8XXXX4cf7XXXX1c8921e3f1e4", 

   "keyUri": "skd://222238c8-XXXX-4cf7-XXXX-1c8921e3f1e4:222238c8XXXX4cf7XXXX1

c8921e3f1e4", 

   "matchers": [ 

    { 

     "muxStreams": [ 

      "ts_fairplay" 

     ] 

    } 

   ] 

  }, 
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Create Bucket (Public) and Set Permissions 
 
Navigate to Cloud Storage, and click Create.  

 
 
Under settings enter your bucket name, region, class and access control – turn off 
enforce public access prevention.  

 
 
Next, set permissions for the bucket. 
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Add allUsers to principals. 

 
 
Confirm public access: 

 
 
The CLI to complete these tasks are as follows: 

gcloud storage buckets add-iam-policy-binding gs://vod-transcoder-walkthrough --member=allUsers --role=rol

es/storage.objectViewer 

 

gcloud storage objects update gs://vod-transcoder-walkthrough/objectname --add-acl-grant=entity=AllUsers,r

ole=READER 
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Transcoder – Create Jobs 
 
Create the Transcoder jobs with the input, location, and output for the transcoded 
file: 
 

gcloud transcoder jobs create \ 

  --input-uri="gs://storage-for-transcode-001/fragmented-bunny.mp4" \ 

  --location=us-east1 \ 

  --output-uri="gs://storage-for-transcode-001/output-001/" 

   

   

  gcloud transcoder jobs create --input-uri="gs://storage-for-transcode-001/fragmented-bunny.mp4" --locati

on=us-east1 --output-uri="gs://storage-for-transcode-001/output-001/" 
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Create Templates 
 
Here is an example of the CLI to create templates. This makes the processing of many 
jobs easier.  
 
Reference the Project number from the Project Dashboard: 
 

 
 
Create a Job Definitions JSON file to reference the secretVersion within the project 
and the job settings, using the template provided by Google. The encoder will then 
use the proper secret key version.  
 

"config": { 

 "elementaryStreams": [ 

  { 

  "key": "es_video", 

  "videoStream": { 

   "h264": { 

    "profile": "main", 

    "heightPixels": 600, 

    "widthPixels": 800, 

    "bitrateBps": 1000000, 

    "frameRate": 60 

   } 

  } 

 }, 

 { 

  "key": "es_audio", 

  "audioStream": { 

   "codec": "aac", 

   "channelCount": 2, 

   "bitrateBps": 160000 
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  } 

 } 

], 

"encryptions": [ 

 { 

  "id": "fairplay", 

  "secretManagerKeySource": { 

   "secretVersion": "projects/85964912XX8/secrets/widevine/versions/17" 

  }, 

  "drmSystems": { 

   "fairplay": {} 

  }, 

  "sampleAes": {} 

 }, 

 { 

  "id": "widevine-cenc", 

  "secretManagerKeySource": { 

   "secretVersion": "projects/85964912XX8/secrets/widevine/versions/17" 

  }, 

  
Note: setting segmentDuration to “3s” or more is recommended when using the Google 
template.  
 

  "muxStreams": [ 

   { 

    "key": "ts_fairplay", 

    "container": "ts", 

    "elementaryStreams": [ 

     "es_video", 

     "es_audio" 

    ], 

    "segmentSettings": { 

     "segmentDuration": "3s" 

    }, 

 
Create the template with the template ID name and indicate the location: 

gcloud transcoder templates create walk-001 --file="drm.json" --location=us-east1 
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Identify the input, output and template ID: 

gcloud transcoder jobs create --input-uri="gs://storage-for-transcode-001/fragmented-bunny.mp4" --location

=us-east1 --output-uri="gs://storage-for-transcode-001/output-all-002/" --template-id="walk-001" 

 
To see the progress of a job, utilize the jobs ID provided in the JSON response: 

 
 

gcloud transcoder jobs describe 1b9e68ae-ebaa-4d45-82bf-9c861356affa --location=us-east1 

 
 

Authorization 
For reference, here is an example of the authorization through CLI: 
 

https://accounts.google.com/o/oauth2/auth/oauthchooseaccount?response_type=code&client_id=32555940559.apps

.googleusercontent.com&redirect_uri=http%3A%2F%2Flocalhost%3A8085%2F&scope=openid%20https%3A%2F%2Fwww.goog

leapis.com%2Fauth%2Fuserinfo.email%20https%3A%2F%2Fwww.googleapis.com%2Fauth%2Fcloud-platform%20https%3A%2

F%2Fwww.googleapis.com%2Fauth%2Fappengine.admin%20https%3A%2F%2Fwww.googleapis.com%2Fauth%2Fsqlservice.log

in%20https%3A%2F%2Fwww.googleapis.com%2Fauth%2Fcompute%20https%3A%2F%2Fwww.googleapis.com%2Fauth%2Faccount

s.reauth&state=Zs5oL7b2TUWV9C1QhIoV6XaaTjxcnF&access_type=offline&code_challenge=qw-I3EHvXh90BArxC6pKNVpJd

sR3lQ_oatB1gxVModA&code_challenge_method=S256&service=lso&o2v=1&theme=glif&flowName=GeneralOAuthFlow 

 
Here is an example of the connection to secrets manager: 
 

https://console.cloud.google.com/security/secret-manager?referrer=search&project=transcode-001 
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Testing Playback 
 
For details on Testing playback, please visit our website 
ezdrm.com/documentation > EZDRM Testing Playback: 
https://hs.ezdrm.com/hubfs/Documentation/EZDRM-Testing-Playback-
v2.2.pdf?hsLang=en  

 

Additional Information 
 
For additional questions and comments please contact: simplify@ezdrm.com 
 
 
 
 
 
 
 
 
 
 
 
 
 
  




