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Introduction 
 

The EZDRM java DRM plugin for Wowza integrates directly with the EZDRM DRM-as-
a-Service Key API. The current version of the plugin allows you to automatically 
encrypt: 

 EZDRM Universal - MPEG DASH streams with both Google Widevine and 
Microsoft PlayReady with common encryption. 

 EZDRM FPS - Apple HLS streams with Apple FairPlay Streaming (FPS) 
 EZDRM PlayReady -  Microsoft Smooth Streaming with Microsoft PlayReady 

For each stream served by the Wowza server, the plugin will call with DRM Keys 
corresponding to the ContentID so that each steam uses the same media encryption 
keys. You can use the EZDRM DRM-as-a-Service Key API to generate CENC Keys and 
copy the ContentID. 

Create DRM key set (ContentID) entries in advance in the EZDRM DRM-as-a-Service 
Key API for each stream that you will serve using the Wowza server.  This is best used 
for multi-bitrate Synchronized Multimedia Integration Language (SMIL) streaming in 
addition to using a single DRM Key set per channel.  
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Installation of the EZDRM Wowza Module Java DRM 
Plug-in 
 

1. To install the plugin, download the module using this link in a browser: 

Http://www.ezdrm.com/downloads/WowzaMod/EzdrmWowzaModule.zip 

2. Copy the plugin file EzdrmWowzaModule.jar to the server's 'lib' folder ([install-
dir]/lib). 

 

 

3. Restart the server (not just individual applications). 
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4. Once the plugin is installed, it can be configured by editing your application's 
configuration either through the Web UI, or directly by editing the application's 
configuration XML file.  

Refer to your preferred configuration: 

 Configuration Method 1 – Using the Web UI 
 

 Configuration Method 2 – Editing the Applications XML File  
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Configuration Method 1 – Using the Web UI 
 

Once the module plugin is installed, this method allows the plugin to be configured 
through the Wowza UI. If you’d prefer to directly edit the application's configuration 
XML file, skip to this section. 

 

Setting permissions 
 

User accounts can have either administrative or read-only access to Wowza 
Streaming Engine Manager. 

NOTE: Access to the Modules tab is limited to administrators with advanced permissions. 

1. Sign into Wowza Streaming Engine Manager using your user name and 
password. 
 

2.  Streaming Engine Manager, click the Server tab and then click Users in the 
contents panel.   

 

3. Select the name of the user and click the Edit pencil icon.  
 

4. Under Preferences, click the checkbox to “Allow access to advanced 
properties and features”. Once this is selected, you should see the Modules 
and Properties tab.) 
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5. Click Save to update User preferences. 

 

For more information, see 'Manage credentials / Enable access to advanced 
administrative settings' in the Wowza documentation:  

http://www.wowza.com/forums/content.php?625-How-to-get-started-as-a-Wowza-
Streaming-Engine-Manager-administrator#signinManager 

 
Adding the Module in Wowza 
 

Once permissions are set, you are ready to add the module. 

1. In the manager Welcome page, click the Applications tab at the top of the 
page.   
 

2. In the Applications contents panel, click the name of your application (such 
as live or vod).   
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3. On the Modules tab, click the Edit button. 
 

4. Click Add 

 

 

 

5. In the Add New Module screen, enter the following: 
 
 Name: EZDRM 
 Description: EZDRM 
 Fully Qualified Class Name: com.ezdrm.wowza.EzdrmWowzaModule 
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6. Click +Add button. 
 

7. For the changes to take effect, click Restart Now to restart the application. 
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Adding the Properties for the EZDRM Universal Module 
 

Once the module has been added in Wowza, you will need to add Custom Properties 
for the module. 

1. In the manager Welcome page, click the Applications tab at the top of the 
page.   
 

2. In the Applications contents panel, click the name of your application (such 
as live or vod).  Then click on the Properties tab.  
 

 
 
 

3. Scroll down to the bottom of the Properties window to the Custom section. 
Click the Edit button. 
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4. Click the Add Custom Property button. 

 

 

5. There are five properties that will be added:  

 

 username: this is your EZDRM username. 
 password: this is your EZDRM password. 
 contentId: specify the contentId for the DRM keys. Refer to the next 

section for more details on how to generate the contentId. 
 ezdrmUrl: this is the EZDRM Key API URL. 
 debugFlag: this will enable logging in the WOWZA logs for troubleshooting 

and is true or false. 
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 Path Name Type Value 
1 /Root/Application username String <see note above> 
2 /Root/Application password String <see note above> 
3 /Root/Application contentId String <see note above> 
4 /Root/Application ezdrmUrl String https://wvm.ezdrm.com/ws/Lice

nseInfo.asmx/GenerateKeys  
5 /Root/Application debugflag Boolean <see note above> 

 

6. Fill in the Path, Name, Type and Value for each Custom Property and click the 
+Add button to save. You will do this for each of the five entries above. 

 

 

7. For the changes to take effect, click Restart Now to restart the application. 
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EZDRM ContentId 
 

Generating a contentId will allow you to encrypt content and have that content share 
one license. A unique contentId is generated the first time you use this web service. 
To generate a new ID you will send a blank value for contentId. For additional calls it 
can be blank for new keys or use an existing contentId. 

To request the DRM keys from EZDRM, there are two options, you can call the EZDRM 
web service in a browser, or you can script this process with curl or other web service 
calls. 

 

Option 1: Request DRM keys using EZDRM Web Service 

1. Call the EZDRM web service in a browser: 
https://wvm.ezdrm.com/ws/LicenseInfo.asmx?op=GenerateKeys 

 

2. Generate Key values by entering the parameters values and clicking “Invoke”. 
 

 

The parameters are as follows: 

Parameter Description 
u EZDRM username 
p EZDRM password 
c ContentID  **optional 
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3. The response from EZDRM will look like this: 
 

 

 

Option 2: Request DRM keys with curl 

 

The second option to request DRM keys from EZDRM is to script the process with curl 
or another web service call. 

Using EZDRM's web service, the curl script below retrieves the DRM values from the 
web service. 

curl -v ‘http://wvm.ezdrm.com/ws/LicenseInfo.asmx/GenerateKeys?U=EZDRM USERNAME&P=EZDRM PASSWORD&C= “”’ 

 

The parameters are as follows: 

Parameter Description 
U EZDRM username 
P EZDRM password 
C ContentID  **optional, for blank pass “” 
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Note: Although ContentID is optional you must pass a “” for blank if you do not specify a 
ContentID. 

 

The following is returned from the web service: 

<EZDRM xmlns=""> 

 <WideVine diffgr:id="WideVine1" msdata:rowOrder="0" diffgr:hasChanges="inserted"> 

 <ContentID>6IxXXx0Z8xXXXXXXXXXLbg==</ContentID> 

 <Key>W5XXXXXXXZHxTjhXXXXXvw==</Key> 

 <KeyHEX>5bXXXXXXXXXX9191fXXe38XXXXXX56bf </KeyHEX> 

 <KeyID>WVXXXXXXXliBEXXw+XXXXX==</KeyID> 

 <KeyIDGUID>5XXXXXX3-36XX-5XX8-8XX1-10XXXXXXXXXb</KeyIDGUID> 

 <KeyIDHEX>5XXXXXX36d85XXXXXXXXXXXXXb24XXXb</KeyIDHEX> 

 <PSSH>EhXXXXXXXXXXXXXXXXX6skGLGXXXXXXXXQ6IebXXXZ8kSYMXXXXXXXXXXXXXXXXj3JXXXX==</PSSH> 

 <ServerURL>https://widevine-dash.ezdrm.com/proxy?pX=XXXXXX</ServerURL> 

 <ServerGet>request={"policy": "", "tracks": [ {"type": "SD"}], "content_id": "6IxXXx0Z8xXXXXXXXXXLbg=="}</ServerG

et> 

 <ResponseRaw> 

{"status":"OK","drm":[{"type":"WIDEVINE","system_id":"edef8ba979d64acea3c827dcd51d21ed"}],"tracks":[{"type":"SD","key_id"

:" WVXXXXXXXliBEXXw+XXXXX==","key":" W5XXXXXXXZHxTjhXXXXXvw==","pssh":[{"drm_type":"WIDEVINE","data":"EhXXXXXXXX

XXXXXXXXX6skGLGXXXXXXXXQ6IebXXXZ8kSYMXXXXXXXXXXXXXXXXj3JXXXX=="}]}]}</ResponseRaw> 

 </WideVine> 

 <PlayReady diffgr:id="PlayReady1" msdata:rowOrder="0" diffgr:hasChanges="inserted"> 

 <Key>W5XXXXXXXZHxTjhXXXXXvw==</Key> 

 <KeyHEX>5bXXXXXXXXXX9191fXXe38XXXXXX56bf</KeyHEX> 

 <KeyIDGUID>5XXXXXX3-36XX-5XX8-8XX1-10XXXXXXXXXb</KeyIDGUID> 

 <LAURL>https://playready.ezdrm.com/cency/preauth.aspx?pX=XXXXXX</LAURL> 

 <Checksum>1Xq+XXXXXX0=</Checksum> 

 </PlayReady> 

 </EZDRM> 
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Adding the Properties for the EZDRM Apple FairPlay Streaming 
Module 

 

Wowza Server Settings for FPS 
For Apple FairPlay Streaming, you will need to update property settings in the 
WOWZA Streaming Engine Manager.  Apple FairPlay requires cupertinoExtXVersion 
to be at Level 7. 

1. In the manager Welcome page, click the Applications tab at the top of the 
page.   
 

2. In the Applications contents panel, click the name of your application (such 
as live or vod).   

 

 

 

3. On the live application page Properties tab, and under HTTP Streamers 
Cupertino Settings click the Edit button. 
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4. To enable a property, select the Enabled check box for the property. Update 
the cupertinoExtXVersion value to 7.  (The default for this value is 3.) This is 
done to support Apple FairPlay Streaming. 

 

 

 

5. Click Save to update the value, and then restart the application when 
prompted to apply the changes.  
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Module Properties for FPS 
Once the module has been added in Wowza and the cupertinoExtXVersion set, you 
will need to add Custom Properties for the FPS module. 

1. In the manager Welcome page, click the Applications tab at the top of the 
page.   
 

2. In the Applications contents panel, click the name of your application (such 
as live or vod).  Then click on the Properties tab.  
 

 
 

3. Scroll down to the bottom of the Properties window to the Custom section. 
Click the Edit button. 

 

 

4. Click the Add Custom Property button. 
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5. There are six properties that will be added (if they do not already exist in 
Custom properties): 

 

 username: this is your EZDRM username 
 password: this is your EZDRM password 
 FPScontentId: specify the FPS AssetID for the DRM keys. Refer to the next 

section for more details on how to generate the FPScontentId. 
 ezdrmFPSUrL: this is the EZDRM Key API URL 
 cupertinoEncryptionAPIBased: this is a Boolean value that will be set to true. 
 debugFlag: this will enable logging in the WOWZA logs for troubleshooting 

and is true or false 
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 Path Name Type Value 
1 /Root/Applicatio

n 
username String <see note above> 

2 /Root/Applicatio
n 

password String <see note above> 

3 /Root/Applicatio
n 

FPScontentId String <see note above> 

4 /Root/Applicatio
n 

ezdrmFPSUrl String http://fps.ezdrm.com/Api/ke
ys 
 
 

5 /Root/Applicatio
n 

cupertinoEncryptio
nAPIBased 

Boolean <see note above> 

6 /Root/Applicatio
n 

debugflag Boolean <see note above> 

 

6. Fill in the Path, Name, Type and Value for each Custom Property and click the 
+Add button to save. You will do this for each of the six entries above, if they 
do not already exist in Custom properties. 
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7. For the changes to take effect, click Restart Now to restart the application. 
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EZDRM FPS ContentID 
 

Generating a ContentID will allow you to encrypt content and have that content share 
one license. FPS generates a unique ContentID, called AssetID. This ID is generated 
the first time you use the API.  

To request the DRM keys from EZDRM to package the media, there are two options, 
you can call the EZDRM Key Servers API, or you can script this process with curl or 
other web service calls.  

 

Option 1: Request DRM keys using EZDRM Key Servers API 

1. To request the DRM keys through Advanced REST client (ARC) API, open a 
session and select HTTP Request.  If you do not have the ARC plug-in for 
Chrome, see Appendix 1 for instructions. 
 

2. Change the Method dropdown to POST.  
 

 

 

3. Enter the Request URL below updated with your username and password 
and click Send: 

 

http://fps.ezdrm.com/api/keys?u=USERNAME&p=PASSWORD 

The parameters are as follows: 

Parameter Description 
u EZDRM username 
p EZDRM password 
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4. The following is an example of the response: 
 

 

The AssetID above will be the FPScontentId. 
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Option 2: Request DRM keys with curl 

 

Using EZDRM's web service, the curl script below retrieves the DRM values from the 
web service.  

 

curl -X POST 'http://fps.ezdrm.com/api/keys?U=Username&P=Password' -d ' ' 

 

Note: there is a space between the single quotes at the end of the line. 

 

The parameters are as follows: 

Parameter Description 
U EZDRM username 
P EZDRM password 

 

The following is returned: 

<FairPlay> 

 <AssetID>1XXXXXX0-c7ed-4XXX-b15c-XXXXXXXXXa25</AssetID> 

 <KeyHEX>D230XXXXXXXXXXXX17300XXXXXXXXXXXX4EABXXXXXXXXXXXX4349271XXXXXB</KeyHEX> 

 <KeyID>0jXXXXXXXXXXXXwDRjUrJ/XXXXXXXXXXXXkQ0knFXXX=</KeyID> 

 <KeyUri>skd://fps.ezdrm.com/;1XXXXXX0-c7ed-4XXX-b15c-XXXXXXXXXa25</KeyUri> 

 <LicensesUrl>http://fps.ezdrm.com/api/licenses</LicensesUrl> 

 <SupportedFPSVersions>1</SupportedFPSVersions> 

 </FairPlay> 

 

The AssetID above will be the FPScontentID. 
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Configuration Method 2 – Editing the Application's XML 
File 
 

Once the module plugin is installed, this method allows the plugin to be configured 
directly by editing the application's configuration XML file.  If you’d prefer to configure 
the module settings through the Wowza UI, skip to this section. 

 

1. The application’s configuration file is located in [install-dir]/conf folder.  

 

 
2. Choose either the [install-dir]/conf/vod or [install-dir]/conf/live folder 

(Edits are the same for either). 
 

 
 

3. Click to open the Application XML document. 
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Adding the Module 
 

To add the EZDRM module, add the following lines to Modules section:  

- <Module> 

 <Name>EZDRM</Name> 

 <Description>EZDRM</Description> 

 <Class>com.ezdrm.wowza.EzdrmWowzaModule</Class> 

 </Module> 

 

 

There are three entries are: 

 Name: EZDRM 
 Description: EZDRM 
 Fully Qualified Class Name: com.ezdrm.wowza.EzdrmWowzaModule 

 

The XML should look like this with the EZDRM Module added: 
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Adding the Properties for the EZDRM Universal Module 
 

There are five properties that will be added to the Properties section: 

 username: this is your EZDRM username. 
 password: this is your EZDRM password. 
 contentId: specify the contentId for the DRM keys. Refer to the this section 

for more details on how to generate the contentId. 
 ezdrmUrl: this is the EZDRM Key API URL. 
 debugFlag: this will enable logging in the WOWZA logs for troubleshooting 

and is true or false. 

 

 

 Path Name Type Value 
1 /Root/Application username String <see note above> 
2 /Root/Application password String <see note above> 
3 /Root/Application contentId String <see note above> 
4 /Root/Application ezdrmUrl String https://wvm.ezdrm.com/ws/Lice

nseInfo.asmx/GenerateKeys  
5 /Root/Application debugflag Boolean <see note above> 
 

Here are the lines to add to the Properties section: 

 <!-- Properties defined here will be added to the IApplication.getProperties() and IApplicationInstance.getProperti

es() collections --> 

- <Properties> 

 - <Property> 

  <Name>username</Name> 

  <Value>EZDRM Username here</Value> 

  <Type>String</Type> 

 </Property> 

 - <Property> 

  <Name>password</Name> 

  <Value>EZDRM Password here</Value> 

  <Type>String</Type> 

 </Property> 

 - <Property> 

  <Name>contentId</Name> 
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  <Value>EZDRM ContentID here</Value> 

  <Type>String</Type> 

 </Property> 

 - <Property> 

  <Name>ezdrmUrl</Name> 

  <Value>https://wvm.ezdrm.com/ws/LicenseInfo.asmx?op=GenerateKeys</Value> 

  <Type>String</Type> 

 </Property> 

 - <Property> 

  <Name>debugFlag</Name> 

  <Value>true</Value> 

  <Type>Boolean</Type> 

 </Property> 

 

 

 

 

The XML should look like this with the EZDRM Properties added: 
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Adding the Properties for the EZDRM Apple FairPlay Streaming 
Module 
 

Wowza Settings for FPS 
For Apple FairPlay Streaming, you will need to update the HTTP Streamer properties.  
Apple FairPlay requires cupertinoExtXVersion to be at Level 7. The default value is 
Level 3.  

Update the XML to look like this: 

 

Module Properties for FPS 
Once the module has been added in the XML file and the cupertinoExtXVersion set, 
you will need to add Custom Properties for the FPS module. 

There are six properties that will be added (if they do not already exist in Custom 
properties): 

 username: this is your EZDRM username 
 password: this is your EZDRM password 
 FPScontentId: specify the FPS AssetID for the DRM keys. Refer to this section 

for more details on how to generate the FPScontentId. 
 ezdrmFPSUrl: this is the EZDRM Key API URL 
 cupertinoEncryptionAPIBased: this is a Boolean value that will be set to true. 
 debugFlag: this will enable logging in the WOWZA logs for troubleshooting 

and is true or false 
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 Path Name Type Value 
1 /Root/Applicatio

n 
username String <see note above> 

2 /Root/Applicatio
n 

password String <see note above> 

3 /Root/Applicatio
n 

FPScontentId String <see note above> 

4 /Root/Applicatio
n 

ezdrmFPSUrl String http://fps.ezdrm.com/Api/ke
ys 
 
 

5 /Root/Applicatio
n 

cupertinoEncryptio
nAPIBased 

Boolean <see note above> 

6 /Root/Applicatio
n 

debugflag Boolean <see note above> 

 

Here are the lines to add to the Properties section: 

 - <Property> 

  <Name>username</Name> 

  <Value>EZDRM Username here</Value> 

  <Type>String</Type> 

 </Property> 

 - <Property> 

  <Name>password</Name> 

  <Value>EZDRM Password here</Value> 

  <Type>String</Type> 

 </Property> 

 - <Property> 

  <Name>ezdrmFPSUrl</Name> 

  <Value>http://fps.ezdrm.com/Api/keys</Value> 

  <Type>String</Type> 

 </Property> 

 - <Property> 

  <Name>cupertinoEncryptionAPIBased</Name> 

  <Value>true</Value> 

  <Type>Boolean</Type> 

 </Property> 

 - <Property> 
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  <Name>FPSContentID</Name> 

  <Value>EZDRM FPS AssetID here</Value> 

  <Type>String</Type> 

 </Property> 

 - <Property> 

  <Name>debugFlag</Name> 

  <Value>true</Value> 

  <Type>Boolean</Type> 

 </Property> 

</Properties> 

 
The XML should look like this with the EZDRM FPS Properties added: 
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Appendix 1 – Installing ARC Plug-in 
 

a. To install the Advanced REST client (ARC) plug-in for Chrome in order to call 
the EZDRM Key Servers API, search for “Advanced REST client” using the Google 
search engine. 
 

b. Click the “Advanced REST client – Chrome Web Store” link. 
 

 

 

c. Click on the +Add to Chrome button to install the plug-in. 
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d. Click the Add app button to confirm installation. 
 

 

 

e. Open the plug-in by clicking the ARC app button. 

 

Return to Apple FairPlay Streaming section to continue instructions for calling the 
EZDRM Key servers API. 

 


